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Abstract— The significant impact of the recent global
health crisis, combined with the possibility of using digital
technologies to conduct online learning, represents an
unprecedented opportunity to transform higher education on
a European and global scale. We are all part of the digital
world and the phenomenon of e-learning will be persistently
present and further developed. The expectations are to build
a sustainable model that will continue to be applied after
overcoming all the challenges. The present article explores
the theoretical concepts and the main features of the digital
transformation of higher education institutions. As a result
of the study some of the advantages and disadvantages of the
digital learning have been analyzed. The scientific paper
describes a model representing the six most important
elements that drive the digital transformation process of the
higher education institutions and overcome the identified
disadvantages.
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I. INTRODUCTION

The digital revolution is changing the world at an
unprecedented speed [1]. The use of new technologies and
digital devices has begun to enter people's personal and
professional lives at an ever-faster pace, and institutions
have had to change in a timely manner to respond to the
new conditions. All this requires a rapid transition to new
organizational strategies, processes and functioning that
reflect the dynamics of development of the external
environment and the need for adaptation to it [2,3]. The
necessary change is associated with carrying out a digital
transformation - a process characterized by the widespread
implementation and integration of digital technologies in
all domains of public and economic life. Digital
transformation is becoming a critical organizational
strategy for survival and achieving competitiveness in
today's market. The use of ICT’s is becoming more and

more common in people's personal and professional lives.
The global health crisis has confirmed the need to
accelerate digital transformation in all economic and
societal sectors and has shown in an undeniable way that
making additional efforts to harness the potential of digital
technologies is not only necessary but also mandatory for
achieving competitiveness and sustainable development

[4].

If used appropriately, digital technologies will reveal
their huge potential in fostering effectiveness, quality and
equity in higher education. A model of successful digital
transformation of higher education institutions requires
reframed national policies and action plans, an adequate
strategic framework, financial support, additional training
and quality assurance. A contemporary and sustainable
digital learning ecosystem involves shared understanding
among leaders and stakeholders about the dimensions of
digital transformation.

The pandemic situation has accelerated the
digitalization process of higher education, which started
years ago [5,6], and higher education institutions must be
able to provide quality education in conditions of digital
transformation, dynamic technological innovations and
accelerated changes in the educational model. Digital
transformation is no longer seen as just a future trend, but
is becoming a critical organizational strategy for survival
and competitiveness in the modern global world.

II. MATERIAL AND METHODS

The aim of this paper is to explore the theoretical
concepts and the main features of the digital transformation
of higher education institutions. As a result of the study
some of the advantages and disadvantages of the digital
learning have been analyzed. A model representing the six
most important elements that drive the digital
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transformation process of the higher education institutions
have been presented. Descriptive and comparative analysis
have been used in the study, applying qualitative data
review.

III. RESULTS AND DISCUSSION

A.  Definitions of the main terms

"Digital transformation" could be defined as the set of
necessary digital processes aimed at strategic change in an
individual organization. The important thing here is that
digital transformation is about more than just digital
processes.

Digital transformation has been defined as “a process
that aims to improve an entity by triggering significant
changes to its properties through combinations of
information, computing, communication, and connectivity
technologies™ [7].

Digitization can be seen as part of digital
transformation, and additional components include the
right strategic planning, trust building, organizational
learning, etc. [8].

Therefore, digital transformation is understood as the
set of digital processes necessary to bring about a change
that will allow higher education institutions to successfully
introduce the use of digital technologies.

The characteristics of higher education institutions
operating in the context of digital transformation are as
follows:

e neced to create special departments for digital
technologies in the administrative structure of the
higher education institution;

e opportunities to use mobile digital devices for
access to the electronic database by employees,
teachers and students;

e making decisions on the use of digital resources
for conducting, regulating and controlling
educational activities;

e implementation of faster interaction between
providers and users of educational services as a
result of the use of digital technologies;

e creation of new opportunities for organizational
and social interaction between the employees of
the organization and the participants in the
educational process;

e need for knowledge about modern digital devices
and e-learning platforms;

e ability to apply digital technologies in
management practices, becoming a mandatory
competence for all participants in the educational
process [9].

Digital readiness involves teachers’ and students’
“preparedness and ability to use digital technologies for
learning and teaching purposes” [10]. Digital literacy, self-
efficacy, organizational culture and the attitudes toward
digital transformation are some of the factors influencing
digital readiness [11].

Digital learning is the core of the digital transformation
of higher education institutions and “can be seen as part of
the ecosystem of modern higher education” [12].

B.  Advantages of digital transformation

Digital transformation offers a number of opportunities
for educational institutions, some of which remain unused.

e Reduction of costs for consumables and

transportation

Digital learning saves time and travel costs for students
and teachers, as well as the inconvenience and stress
associated with traveling to the educational institution.
Working and learning in a digital environment reduces
paper documents and operating costs due to storing
documents and educational materials in the cloud.

e Opportunity to train students from all over the
world

Digital learning enables educational institutions to be
competitive in a globalized world and provides access to
millions of students who could enrol and train without
geographical restrictions. The shared digital space is also a
suitable tool for creating a social network, allowing
teachers and students to communicate effectively. The use
of new technologies in the learning process will also attract
the so-called "digital generation", which is familiar with the
latest innovations in the digital world, uses mobile devices
and expects to learn in a modern way.

e  Access to learning materials from anywhere in the
world and at any time

In the last two years, there has been a general
improvement in the quality and quantity of online resources
and learning materials. Learning in a digital environment
allows access to published materials or participation in
online lectures from anywhere in the world.

e Improved communication

Ineffective communication has caused huge losses for
organizations due to misunderstanding of processes and
ways of working. Learning in a digital environment is a
solution for creating channels for effective communication,
because it allows the organization, employees, teachers and
students to connect and communicate with anyone and at
any time. Easier interaction between students and teachers
during lectures is also achieved by using the "chat function"
of the e-learning platform. Through simultaneous
communication and universal access to all students and
employees, transparency in the educational institution and
the conduct of the learning process is increased. The digital
environment also allows for more creativity, sharing ideas
and receiving feedback, and better communication helps in
the successful management of conflicts.

e Social inclusion

The digital environment allows for the inclusion of
certain disadvantaged categories of students - e.g. people
with physical or other disabilities; people who take care for
a family member. Education is also democratized by
providing access to students who live in remote places and
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do not have the opportunity to travel to the educational
institution. Learning in a digital environment also helps to
avoid possible discrimination based on age, race or
physical disabilities.

e  Cultural diversity

Cultural diversity in a digital environment has a
positive effect on the development of intercultural
competence of students. The different experiences of the
trainers encourage creativity and viewing problems from
different perspectives, so that diverse opinions are explored
and taken into account.

e  Environmental benefits

The benefits for the environment include reduction of
traffic and pollution in large cities; protecting the
environment by reducing the release of harmful emissions.

C. Disadvantages of digital transformation

Research on digital transformation shows that there are
various problems and challenges for which solutions have
not yet been found.

e Lack of social interaction

A very important element is missing in the digital
environment: social interaction. The sense of community
can be lost as a result of distance, and the emotional
component and gestures are missing when sending
messages. The emergence of psychological problems
related to isolation or limited social interaction is also
common, despite the strengthening of psychological
support services implemented by many universities in
2020. To solve these problems, face-to-face meetings or
video calls are necessary.

e  Lack of support

Like all other systems, organizations are in a state of
constant change. Every attempt of change leads to the
corresponding distortion of the processes in the company
in different planes than before. Resistance to change
represents one of the challenges in the process of digital
transformation. Technological progress requires radical
organizational change, proactive leadership, adequate
planning, effective communication and enough resources.

e Digital competence of academics and/or students

A number of difficulties may arise for teachers and
students who are not familiar with the various digital tools
and cannot use them effectively in the learning process [13-
19]. The digital skills are prerequisite of a successful
process of digital transformation.

With regard to higher education, it is emphasized that
the digital competence of teachers significantly affects
digitalization in educational institutions and is related to the
synchronization of students' educational needs, their
personality traits, curricula, learning process management
and digital competence. With a view to introducing
effective digital integrated training, it is necessary to
prioritize the development of the academic staff and the
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increase of their technological competence. The digital
competence of students also significantly influences the
introduction of new technologies in education by
harmonizing digital learning methods, intercultural
interaction and equal access to higher education. This
applies with particular force to Bulgaria, bearing in mind
the data on the percentage of individuals with basic or
above basic digital skills of Bulgarian citizens (Table 1).

TABLE 1 INDIVIDUALS WITH BASIC OR ABOVE BASIC OVERALL DIGITAL
SKILLS (PERCENTAGE OF INDIVIDUALS) [20]

Time
GEO (Labels)

2021 2023
counties (rom 2020 539 556
Belgium 54,2 59,4
Bulgaria 31,2 35,5
Czechia 59,7 69,1
Denmark 68,6 69,6
Germany 48,9 52,2
Estonia 56,4 62,6
Ireland 70,5 72,9
Greece 52,5 52,4
Spain 64,2 66,2
France 61,9 59,7
Croatia 63,4 58,9
Italy 45,6 45,7
Cyprus 50,2 49,5
Latvia 50,8 45,3
Lithuania 48,8 52,9
Luxembourg 63,8 60,1
Hungary 49,1 58,9
Malta 61,2 63,0
Netherlands 78,9 82,7
Austria 63,3 64,7
Poland 42,9 443
Portugal 55,3 55,9
Romania 27,8 27,7
Slovenia 49,7 46,7
Slovakia 55,2 51,3
Finland 79,2 81,9
Sweden 66,6 66,4

Considering the critical importance of students' digital
competence, it is necessary to make decisions at the
political level and take the necessary measures to increase
it, with a view to successful technological adaptation.

It is noteworthy that the digital competence in Bulgaria
is at a low level and this can be seen from the presented
data for the period 2021-2023, the comparison with other
European countries and the average level for the European
Union (55,6% for 2023). It is necessary to take urgent
measures to increase the technological competence in
Bulgaria. Increasing digital competence is a priority at both
European and national level, and its importance for digital
transformation and higher education is key. Investments in
the development of people and their digital skills will be



Vihra Dimitrova. Model of Successful Digital Transformation of Higher Education Institutions

repaid many times over, and the whole society will benefit
from the positive effects.

The digital competence of the academic staff and
students significantly influences the introduction of new
technologies in education by harmonizing digital learning
methods, intercultural interaction and equal access to
higher education. The rapid technological progress requires
the adoption of a proper legal framework, especially
concerning the creation of digital learning content.
Concerning the digital competence of teachers, the
European Commission's Digital Competence Framework
for Teachers (DigCompEdu) defines and describes “the
skills that teachers should acquire in order to teach and
introduce innovations through the use of digital
technologies™ [21].

e  Program characteristics

Certain difficulties are encountered in teaching subjects
with experimental or practical activities such as medicine,
nursing, fine arts, architecture, engineering, etc. Students
and researchers in the humanities and social sciences also
face a number of challenges when access to libraries with
fully digitalized resources is not provided.

e  Technological challenges

Socio-economic divide, which makes it difficult to
conduct the learning process and the participation of
teachers and students who do not have modern mobile
devices or access to high-speed internet. Using paid
programs for preparing assignments or other learning
activities is also a challenge for students.

e Lack of attention and concentration

Some students, especially younger ones, find it difficult
to focus during long online lectures in the same way as in
face-to-face classes.

e Equipment and maintenance costs

Organizations must allocate funds for appropriate
equipment (hardware and software), as well as for
maintenance and updating [1,16,18,22-25]. Due to the
continuous improvement of technology, additional costs
are also required for employee training. In the process of
adapting to changes in new systems, it is possible to
deteriorate the participation in the learning process and
performance of students and teachers who are not so
familiar with new technologies. At the same time, if the
wrong digital platform is implemented, this can have a
negative effect on the overall learning process.

e Data security and privacy protection

All devices — desktops, laptops and tablets — require the
same protection because they may contain critical
information for the educational institution and their use
must be monitored to avoid cyber threats or information
loss. The security and privacy risks could hinder the entire
process of digital transformation [13,15-17, 23]. This
requires additional protection and maintenance of
information technology, as well as costs for network
security. Cyberattacks can have an extremely negative

effect on the organization and stakeholders. Despite
increased efforts to maintain security, there is always a risk
of attacks that can be carried out by both outsiders and
employees with access to information. Password protection
and access to information are challenges that add costs to
the educational institution.

e Loss of interpersonal communication skills

The use of mobile phones, sending messages and
emails has largely replaced live communication.
Interpersonal communication is fundamentally different in
a digital environment. At the same time, sending messages
and using virtual video platforms significantly reduces
traditional communication. Face-to-face and group
meetings are becoming obsolete as educational institutions
rely on digital environments to conduct learning. The lack
of physical communication and social interaction can lead
to a sense of isolation and an inability to complete face-to-
face tasks.

e Dependence on technology

Teachers and students can become very dependent on
technology to perform their daily tasks. The majority of
educational organizations rely on computer technology and
its smooth functioning. If a system failure occurs, it can
interfere with the activities of one or more teachers, as well
as disrupt the learning process or the work of employees in
the institution as a whole. Restoring computer systems
provides additional costs for the organization and therefore
it is necessary to plan available resources to cover these
costs in the event of a crisis of any nature.

The described disadvantages of the digital
transformation require special attention and methods for
overcoming them. One possible solution could be the
proposed model of digital transformation of higher
education institutions.

D.  Model of digital transformation of higher
education institutions

An adequate and modern management vision implies
massive use of all new trends and technological renewal of
educational institutions, which is able to qualitatively
change the process of education development. Such a
contemporary vision starts with an analysis of students’
expectations, followed by development of human resources
and change management in order to introduce innovative
technologies, services and business models in an
organization with proactive leadership and positive culture.

The process of digitization of higher education can be
represented by a model that describes the relationship
between six distinct elements:

e Expectations/experience of students - before
undertaking digitization, it is necessary to know
the expectations, behaviour and experience of the
main users of educational services - the students.
Treating them in response to their needs is
essential for any educational institution;

e Human resources are the critical part of the
digitization process. It is necessary for the
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organization to be able to attract talent and have
qualified professionals who are also committed to
the organization and the achievement of its goals.
Educational institutions that invest in their
employees, commit to their development and
respect their ideas, build loyalty in them that
makes managing change much easier. Digital
technologies have already widely entered the
educational sphere, but the important thing is not
to forget who we are. Technology must be used to
create meaningful experiences that reach students,
faculty, and staff at a deeper level, connecting
human to human;

Change - any transformation is fundamentally
about change and to be successful, people must
support it. That is why an adaptive, flexible, and
adequate way is sought to implement changes in
an already functioning system, such as any
organization. Resistance to change is one of the
challenges in the process of digital transformation
[1,6,15,17,22,25-32]. Resistance to change can be
defined as an individual or group reaction aimed
at thwarting or delaying attempts at change.
Resistance itself can take many different forms
and manifestations — from intelligent, subtle and
invisible undermining of change or blocking of
information to active actions, such as strikes.
There are different forms of resistance: resistance
to the content of the change — for example, to a
specific change in technology; resistance to the
process of change - this refers to the way in which
the change is presented to employees or the way
in which it is acted upon, rather than to the change
itself. Leaders need to be aware of the importance
and strength of resistance in order to be able to
react adequately when it is detected. In general,
the reasons for resistance can include things like:
loss of control, shock from the new, uncertainty,
insecurity, anxiety and fear regarding acquired
status and competence. As wishful or taken from
good textbooks it may sound, it is important to try
to identify the reasons for resistance. Thus, efforts
to redirect employees' energy towards
constructive actions can be focused and much
more successful. Which inevitably reflects on
their motivation. Change is always difficult and
requires strategy and communication with
employees to provide the right tools and
environment for change to succeed. If done
effectively, it will take the organization to the next
step of digital transformation;

Innovation — transformation and innovation are
interconnected and interdependent. Innovation is
a necessary condition for digital transformation
and requires a space of open communication,
freedom for creativity and collaboration.
Innovation must be constant to create new and
improve existing services, products or processes;

e Leadership — for a change to be successful, it must
be led. The lack of proactive leadership is one of
the barriers in front of digital transformation
[6,15,17,19,25,27,33,34]. The role of leaders is to
lead by example, to be proactive. Technology is
evolving rapidly and leaders must act in a timely
manner. All other options need to be explored, not
just digital transformation;

e  Culture — organizational culture is more important
than the choice of technology. Digital
transformation cannot happen without the right
organizational culture. If the organizational
culture is too conservative, it would be difficult to
go through a process of digital transformation
[15,17,24,26,33,35]. By creating an open space
where employees and students have positive
experiences, where people matter, change is
planned and innovation is central, the
organization will be led to a culture where it
transforms itself. University culture significantly
influences the introduction of digitization in the
learning process. The socio-technical perspective,
technological leadership and learning outcomes
are relevant. Various studies have observed the
tendency for positive organizational cultures to
provide adequate support and encouragement for
the use of technology in the learning process.

The various parts of the digital transformation process
are interconnected and relate in a circular model. The
presented model in Fig. 1 consists of six elements that
interact with each other:

e

Students'
expectations

Change

QliGEIIlent

Fig. 1. Model of digital transformation of higher education
institutions

Students’ expectations are related to more effective
communication and collaboration with better digital
services, offering the possibility to study from everywhere
and without time limitations [36]. In response to these
expectations higher education institutions should focus on
innovative teaching and research, digital learning, flexible
curricula development and personalized courses and
experiences [17]. Meeting the students’ expectations
means also that teachers need to provide more innovative
teaching, research and management experiences [17],
while ensuring the quality of education. Higher education
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institutions have to face the technological and financial
constraints along with providing and maintaining the
necessary infrastructure.  Innovation is related to
introduction of new  technologies, curriculum
modernization, digital educational content creation and re-
engineering of business processes. Leaders should
introduce and implement the change, driven by digital
technologies, using effective business strategies while
improving the organizational efficiency in higher education
institutions.

Fostering such digital transformation requires building
a culture of active participation by students, faculty, and
administrators to support the change. A number of
educational institutions in the EU face additional
challenges as well, including financial and technological
constraints. Public higher education institutions will also
need to function in the situation of reduced public funding,
while experiencing a drop in the number of students due to
the recent and ongoing financial crisis. Investments will
also be needed to improve the technical capabilities of
European higher education institutions. Despite all these
challenges, educational institutions in the EU are rather
optimistic regarding the digital transformation. In a recent
survey of institutions from all countries of the European
Higher Education Area, most universities confirm that they
“plan to explore new ways of teaching (92%) and improve
its digital capacity (75%) after the crisis” [19].

In order to move to more sustainable model of e-
learning, educational institutions need to utilize the existing
technologies to reinvent learning processes, transform the
roles of the traditional faculties and focus on quality
through reinvention and the self-renewal of the educational
service model and teaching methods. The digital
transformation of higher education institutions could be
successful only when all the stakeholders participate
actively in the process.

IV. CONCLUSION

The present paper examined the concept of digital
transformation along with the advantages and
disadvantages of the process in the higher education
institutions. As a result of the identified disadvantages, a
circular model of six elements have been developed. The
described model represents one possible solution for
overcoming the challenges in the process of digital
transformation of higher education institutions. In view
with the rapid technological development all the
organizations need to go through a digital transformation.

The digital age affects all participants in the educational
process: both individuals and higher education institutions
could not avoid the radical changes that technology
initiated. Stakeholders are not even presented with a choice
- it is inevitable to adopt and implement new, completely
different approaches to digital practices that were
considered unthinkable for most institutions in the recent
past.
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