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Abstract — The goal of the paper is to present an original 

Generalized Net model (GN-model) of the process of 

obtaining sensor data from the terrain, their analysis using 

artificial intelligence and their presentation in an operational 

center to support decision-making in crisis management. By 

using Generalized Nets, the aim is to create a general model 

of this process in order to achieve a better basis for research 

and future analyses of the complex relationships between 

subjects, objects and impacts in crisis management. To verify 

the presented GN-model, the simulation environment GN 

IDE was used, and some results from it are shown, related to 

the activation of transitions and movement between 

individual tokens in the net. 
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I. INTRODUCTION 

Crisis management of various natures is a complex 
process requiring coordinated interaction between people, 
means and resources, which is usually carried out under 
complex working conditions and limited reaction time. The 
management team must have the necessary qualities and 
experience to make quick and efficient decisions in 
complex situations. However, it will need adequate 
information about the situation, the development of the 
crisis, the effect of the actions taken, etc. The more accurate 
and timely this information is, the closer the decisions made 
will be to the optimal ones for the given situation. 
Therefore, the process of obtaining sensor data from the 
area, photo and video images, etc. in real conditions, is of 
key importance for the successful analysis of the situation 
and making adequate decisions.  

Recently, UAVs have been increasingly used to obtain 
data from the area. Their use has gained great popularity 
due to several main factors:  

• they are easy to control and charge;  

• they can carry equipment and cargo;  

• they are relatively cheap.  

With the improvement of electric batteries, which allow 
for a longer stay in the air, the miniaturization of electronic 
control components, as well as the development of artificial 
intelligence, it has become possible to create intelligent 
flying platforms that can choose the optimal route 
themselves, avoid obstacles, analyze the environment and 
make decisions in complex operating conditions. However, 
for transmitting data from the area using UAVs or ground 
(water) autonomous systems, good knowledge of the 
terrain is also required, which is essential for implementing 
stable communication for data transmission and remote 
control. Direct transmission of information from one point 
to another has a limited range, and the presence of obstacles 
and signal attenuation due to adverse passive or active 
effects greatly limits this distance and reduces it to several 
tens of kilometers. For this purpose, mobile stations can be 
used to relay data from drones and other sensor networks 
located in the area by connecting them to fixed networks, 
and from there to the crisis management operations center 
(see Fig. 1). 

 

 

Fig. 1. Variant of using a field mobile station and a stationary 
network for transmitting sensor data [12]. 
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The data transmission system, located on a mobile 
vehicle, is a field mobile station, which also includes an 
operator. The operator can perform primary data 
processing or transmit them via a stationary or radio relay 
network to a remote operational center for analysis and 
decision-making. Such a system can be used mainly in the 
assessment and prevention of natural disasters, accidents, 
fires, explosions with explosives, etc. UAVs, equipped 
with specialized sensors for environmental assessment, IR-
cameras and other sensors, are gaining increasing 
popularity for obtaining important information in real time 
and for transmitting it to an operational center for crisis 
management. A large part of the data obtained from the 
area can be processed even before being sent to the 
operational center - one part in the UAVs, and the other - 
in the field mobile station.  

The process of obtaining sensor data from the area is an 
important element of the overall process of supporting 
decision-making by the management team in the crisis 
operations center. In order to study this complex process, 
an original Generalized Net model (GN-model) is 
presented below, suitable for use as a basis for future 
analyses of the complex interactions between participating 
entities (personnel, staff, teams, etc.), objects (means, 
equipment, resources, etc.) and processes (impacts of 
external and internal factors) in crisis management. 
Generalized nets are a very good toolkit for modeling 
complex processes, providing convenient means for 
describing the participating elements in a wide class of 
tasks, processes and phenomena. They are based on the 
Theory of Generalized Nets by K. Atanassov [1], [2], [3], 
which he defined in 1982. For modeling different tasks, 
other types of nets can also be used, such as N-nets (a type 
of Petri nets), which are used, for example, in [13]. Other 
studies related to modeling and analysis can be found in [5], 
[7], [8], [10], [11], [14], [15]. More information about the 
possibilities of obtaining sensor data from the area, such as 
meteorological data, pollution levels, photo and video 
recording, etc.), using unmanned aerial vehicles, can be 
found in another publication by one of the authors [12]. 

II. MATERIALS AND METHODS 

The model for obtaining data from the area using 
sensors can be described by a generalized net E in the 
following way: E = {Z1, Z2, Z3, Z4, Z5}, where  

Z1 – situation awareness and preparation; 

Z2 – obtaining data from the area; 

Z3 – processing data at a field station and sending them 
to an operations center; 

Z4 – analysis of data at an operations center; 

Z5 – decision making and management.  

The scheme of the generalized net E is shown in Fig. 2. 

 

Fig. 2. Model of the process of obtaining sensor data from the area 
using a generalized net. 

The tokens of the net E are: 

 – subjects (personnel, experts, etc.), with the 

following characteristics: Х(ep1, ep2, …, epi, …, epk), 

where epi is the estimate of the i-th parameter from k (i  
k) basic estimate parameters characterizing the subjective 
factor;  

 – objects (technique, equipment, resources, etc.), 

with the following characteristics: Х(eq1, eq2, …,qi, …, 

eqn), where eqi is the estimate of the i-th object from n (i  
n) necessary ones; 

γ – procedures (sequence of actions, documentation, 
etc.), with the following characteristics: Хγ (eγ

v1, eγ
v2, …, 

eγ
vi, …, eγ

vs), where eγ
vi is the estimate of the i-th type of 

procedure from s (i  s); 

λ – external factors (environmental impacts, escalation 
of the crisis, etc.), with the following characteristics: Хλ 
(eλ

w1, eλ
w2, …, eλ

wi, …, eλ
wt), where eλ

wi is an estimate of 

the i-th type of influencing external factor from t (i  t); 

 – data (data obtained from UAVs, sensor data from 
the area, intelligence data, etc.), with the following 

characteristics): Х(eh1, eh2, … ehi,…, ehm), where ehi is 
an estimate of the availability and transfer of the necessary 

data from m (i  m).  

ep, eβ
q, eγ

v, eλ
w and eί

h are functions of the generalized 
net, whose estimation parameters can include values in the 
following intervals: {0,1} – for integer values; [0,1] – for 
normal fuzziness, or [0,1] × [0,1] – for intuitionistic 
fuzziness. 

By applying the Theory of Intuitionistic Fuzzy Sets of 
K. Atanassov [4], a more accurate estimation of the 
parameters of the individual tokens in the net can be 
achieved, using intuitionistic fuzzy estimates. For the 

generalized net model presented here, the estimates ek
{ , , 

γ , λ,  }  look like this:  

ej
{ , , γ , λ,  }  = {<j, j> (j, j  R & j  0 & j  0 & 

j + j  1)}, for j=1, …, k,  

where:                       

j and j are two functions: j for membership and j 
for non-membership, which belong to the real unit interval 
[0, 1] and whose sum belongs to the same interval, as well. 
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These functions can be used to express the degree of 

certainty /confidence/ (j) or the degree of uncertainty (j) 
regarding the estimate of a given parameter of the system; 

j = 1 – j – j – degree of uncertainty /ambiguity/ 
regarding the estimation of the values of a given 
parameter. 

The description of the individual transitions is as 
follows: 

Z1 = <{l1, l2, l3, l8, l16},{l5, l6, l7, l8}, r1, M1, ˅(l1, l2, l3, l8, 
l16)>,     

where  

l1 – initial input position, into which -tokens (subjects 

- personnel, staff) enter, with characteristics Х(ep1, ep2, 

…, epi, …, epk); 

l2 – initial input position, into which β-token (objects - 
machinery, equipment, resources, etc.) enter, with 

characteristics Х(eq1, eq2, …,qi, …, eqm), which initiate 
the individual elements of the objects and the 
environment; 

l3 – initial input position, into which γ-token 
(procedures) with characteristics enter Хγ (eγ

v1, eγ
v2, …, 

eγ
vi, …, eγ

vn), who initiate the individual rules of action, 
work guidance documents, etc.; 

l4 – transition position Z2 (data acquisition from the 

terrain), which receives -tokens (data) obtained from 
various sources - from UAVs, from sensors located on the 
terrain (for movement, temperature, pressure, pollution, 
vibrations, etc.), from ground cameras in the visible and 
infrared range, from satellite images, etc.; 

l5 – position to transition Z2 (data acquisition), where 

-tokens (personnel, personnel) arrive; 

l6 – position where β-tokens arrive (technique, 
equipment, tools, resources, etc.); 

l7 – position where γ-tokens arrive (procedures, 
guidance documents, etc.); 

l8 – position where -, β- and γ-tokens arrive, in the 
process of situation awareness and preparation for work). 

 

T – allowed transition (True), F – forbidden transition 
(False) 

The predicates Wx,y are the following: 

W8,5 – “there are suitable -tokens (subjects – 
personnel, staff) after analyzing the situation (in position 
l8), which are entering Z2 (obtaining data from the area);  

W8,6 – “there are suitable β-tokens (objects – 
machinery, equipment, tools, resources, etc.), which are 
necessary for transition Z2”;  

W8,7 – “there are suitable γ-tokens tokens (procedures 
– sequence of actions, guiding documents, etc.), which are 
necessary for the functioning of transition Z2”;  

W8,8 – “there are tokens received for analysis and 
preparation”. 

 

N – the maximum number of tokens specified for the 
transition;  

m8.5, m8.6, m8.7, m8.8 – from 0 to the maximum allowed 
number of tokens for evaluation of the transition Z1 
(m≤N). 

Z2 = <{l4, l5, l6, l7, l14, l15}, {l9, l10, l11, l13, l14}, r2, M2, ˅ (l4, 
l5, l6, l7, l14, l15)>,     

where  

l4 – initial input position, where -tokens (data) arrive, 

with characteristics: (eh1, eh2, … ehi,…, ehm), which are 
obtained from various sources – from UAVs, sensor data 
from the area, intelligence data, etc.;  

 

l9 – position to transition Z3 (data processing in a field 

station), where -tokens (data carriers) arrive; 

l10 – position to transition Z3, where successful -
tokens (personnel, personnel, etc.) or β-tokens (equipment, 
equipment, resources, etc.) arrive; 

l11 – position to transition Z3, where successful γ-tokens 
(procedures, guidance documents, etc.) arrive; 

l13 – position, where unsuccessful -, β-, γ- or -tokens 
arrive; 

l14 – position where the token participating in the 
transition enter, in waiting or processing mode. 

l15 – position where -, β-, γ- or - token coming from 
transition Z3, requiring processing, enter. 

 

W14.9 – “there are suitable (after analysis) - and β- 
token that are needed for transition Z2”;  
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W14.10 – “there are suitable γ-token that are needed for 
transition Z3”;  

W14.11 – “there are suitable -token that go to transition 
Z3”; after processing they return to transition Z1”; and 
coming from Z2; 

W14.13 – “there are unsuitable token after analysis of the 
situation” (they are discarded);  

W14.14 – “there are incoming token that need 
processing”. 

 

m14,9, m14,10, m14,11 and m14,13 are with values from 0 to 
the maximum allowed number of tokens for transition Z2 
(m≤N); 

m14,14 – from 0 to the maximum allowed number of 
processed tokens for this transition. 

Z3 = <{l9, l10, l11, l12, l19, l22},{l15, l16, l17, l18, l19}, r3, M3, 
˅(l9, l10, l11, l12, l19, l22)>,      

where  

l12 – position where λ-tokens (external factors – 
environmental impacts, escalation of the crisis, etc.) arrive, 
with the following characteristics: Хλ (eλ

w1, eλ
w2, …, eλ

wi, 
…, eλ

wt); 

l15 – position where -tokens (data) that require 
additional processing (analysis) in transition Z2 arrive;  

l16 – position where -, β- and γ-tokens arrive, which 
return to transition Z1, after successful work;  

l17 – position where successful -, β-, γ- or λ-tokens 
required for transition Z4 arrive;  

l18 – position where successful -tokens (data) required 
for transition Z4 arrive;  

l19 – position where tokens participating in the 
transition arrive, in waiting or processing mode;  

l22 – position of returning tokens from transition Z4 
(data analysis in an operations center) that require 
additional processing (analysis) in transition Z3. 

 

W19,15 – „there are suitable -token that are needed for 
transition Z2“. 

W19,16 – „there are suitable -, β- or γ-token that are 
needed for transition Z1“; 

W19,17 – „there are suitable -, β-, γ- or λ-token that are 
needed for transition Z4“; 

W19,18 – „there are suitable -token that are needed for 
transition Z4“; 

W19,19 – „there are tokens that need processing“. 

 

m19,15, m19,16, m19,17 and m19,18 are with values from 0 
to the maximum allowed number of tokens for transition 
Z3 (m≤N); 

m19,19 – from 0 to the maximum allowed number of 
processed tokens for this transition. 

Z4 = <{l17, l18, l23, l26},{l20, l21, l22, l23}, r4, M4, 
l17˅l18˅l23˅l26>,    

where  

l20 – position to transition Z5 (decision making and 

control), where successful - or β- tokens enter; 

l21 – position to transition Z5 (decision making and 

control), where successful λ- or -tokens enter;  

l23 – position where tokens participating in the transition 
enter, in waiting or processing mode. 

 

W23,20 – „there are suitable -, β-, γ- or λ-token that are 
needed for transition Z5“;  

W23,21 – „there are suitable -token that are needed for 
transition Z5“; 

W23,22 – „there are tokens that after processing return 
to transition Z3“; 

W23,23 – „there are tokens received for processing and 
analysis“. 

 

m23,20 and m23,21 have values from 0 to the maximum 
allowed number of tokens for transition Z5 (m≤N);  
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m23,22 – from 0 to the maximum allowed number of 
tokens returned to transition Z3; 

m17,23, m18,23, m23,23, m26,23 – from 0 to the maximum 
allowed number of tokens processed for this transition. 

Z5 = <{l20, l21, l27},{l24, l25, l26, l27}, r5, M5, l20˅l21˅l27>,  

where  

l24 – position where failed tokens (those that do not 
correspond to the management decision made) enter;  

l25 – position where successful tokens (those that 
correspond to the management decision made) enter;  

l26 – position where tokens that return to transition Z4 
after successful operation enter;  

l27 – position where tokens participating in the 
transition enter, in waiting or processing mode. 

 

W27.24 – “there are tokens that do not correspond to the 
management decision and cannot be reused”;  

W27.25 – “there are suitable tokens that correspond to 
the decision and satisfy the set goal”;  

W27.26 – “there are tokens that, after processing, return 
to transition Z4”. 

 

m27,24 – from 0 to the maximum allowed number of 
token losses for this transition; 

m27,25 – from 0 to the maximum allowed number of 
target tokens;  

m27,26 – from 0 to the maximum allowed number of 
tokens returned to transition Z4; 

m20,27, m21,27, m27,27 – from 0 to the maximum allowed 
number of tokens processed for this transition. 

III. RESULTS AND DISCUSSION 

A. GN-MODEL SUIMULATION 

The presented GN-model was simulated in the GN IDE 
simulation environment [6], [9]. Some of the obtained 
results from the model simulation are shown in Fig. 3, 4 
and 5. 

 

Fig. 3 Simulation of the GN-model of the process of obtaining 
sensor data from the terrain using the GN IDE simulation environment 

(initial state). 

 

a) Step 1 

 

b) Step 2 
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c) Step 3 

 

d) Step 4 

 

e) Step 5 

Fig. 4 Simulation of the GN-model of the process of obtaining sensor 
data from the terrain using the GN IDE simulation environment (steps 1 
- 5) 

 

Fig. 5 Simulation of the GN-model of the process of obtaining 
sensor data from the terrain using the GN IDE simulation environment 

(final state). 

B. DISCUSSION 

By simulating the interaction between the main 
components (objects, subjects and processes) of the 
presented GN-model, it can be concluded that it is a flexible 
tool for studying and analyzing the complex interactions 
related to crisis management in terms of the process of 
obtaining sensor data from the area and transmitting them 
to an operational center for decision-making. The GN-
model can simulate various variants of interactions, for 
example, by changing the individual characteristics of the 
used tokens circulating in the net, or by changing some 
predicates (Wx,y), it is possible to monitor what occurs at 
the output of individual transitions in the GN-model and 
simulate different situations. In this way, a more realistic 
idea of the impact of various input factors on the studied 
situation will be acquired, and this will significantly assist 
the process of managing a given crisis. 

IV. CONCLUSION 

The proposed GN-model of the process of receiving 
sensor data from the area of the crisis and transmitting them 
to an operational center is a basis for creating more detailed 
models for analyzing the complex interactions between the 
participating components in crisis management. By 
simulating different situations, the interdependencies 
between the participating subjects, objects and processes 
can be studied and effective ways to successfully manage 
the crisis while minimizing its adverse impact can be 
found. 
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