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Abstract—Legal education is an essential foundation for
the sustainability and development of society, ensuring
democracy and security by preparing future lawyers,
including judges. In an era of rapid digitalization, security
issues in legal education are becoming increasingly relevant.
Problems such as access to confidential documents,
insufficient knowledge of digital security risks, and the lack
of protection mechanisms pose significant threats to students,
faculty, and lawyers. Addressing these issues is essential to
maintain trust in the legal system and ensure the integrity of
legal education. The aim of this study is to analyze security
aspects in legal education, focusing on the need to improve
students' understanding of legal and practical security issues.
The study explores how cybersecurity training can be
integrated into legal education so that future lawyers acquire
the necessary skills to responsibly handle sensitive
information in a secure digital environment. The study uses
a qualitative research approach that includes a review of the
legal framework, academic literature and case studies on
cybersecurity challenges in legal education. Comparative
analysis is used to examine best practices across jurisdictions
regarding security measures in legal studies. In addition,
expert opinions from legal professionals and educators are
taken into account to assess the effectiveness of current
approaches and identify areas for improvement. The results
highlight the need to integrate cybersecurity courses into
legal education curricula and improve regulatory
frameworks to address digital security risks. A more
comprehensive approach to legal education that includes
practical cybersecurity training would improve students’
ability to navigate ethical and professional challenges in the
digital age. Implementing these measures would not only
reduce cybersecurity risks but would also better prepare law

students for their professional responsibilities by ensuring
their competence in protecting sensitive legal information.
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[. INTRODUCTION

Legal education is an essential foundation for the sus-
tainability and development of society, ensuring democ-
racy, security, and the rule of law, as it prepares future law-
yers, including judges, security institution employees, and
other legal specialists [1], [2]. According to the explanation
given in the National Encyclopedia, legal education is a set
of systematized knowledge in legal sciences; the system of
acquiring this knowledge in educational institutions, the
process of legal education, the theory, practice, and didac-
tics of teaching legal sciences, legal education, as well as
continuous professional development [3]. Therefore, in ad-
dition to academic challenges, it is important to pay atten-
tion to security aspects that affect students, teaching staff,
and practicing lawyers (also in accordance with the Lat-
vian Cybersecurity Strategy for 2023-2026 [4]). In today's
rapidly changing world, where information and communi-
cation play a significant role, security issues in legal edu-
cation are becoming increasingly relevant. For example,
access to confidential documents, insufficient knowledge
of digital security risks, and a lack of protection mecha-
nisms create significant problems that can threaten the se-
curity of both students and institutions. Higher education
institutions should pay increasing attention to these issues
by improving studies and integrating relevant study courses
into the study process [5], [6]. Also, the use of Al in edu-
cation offers unique opportunities in legal education. Al
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systems, with their vast databases and analytical capabili-
ties, can present students with complex problems and sce-
narios that require more than just rote memorization or
basic understanding. These systems can challenge students
to use higher-order thinking skills, such as analysis, synthe-
sis, and evaluation, to navigate through these problems [7],
[8]. To ensure the effective implementation of Al cyberse-
curity policies, legal education must include specialized
knowledge of cybersecurity laws and their practical appli-
cation [9]. Another important concern is the readiness of
students to work with digital legal resources and their abil-
ity to mitigate potential security risks associated with using
online databases and other digital tools [5]. This article will
analyze certain security aspects in legal education that af-
fect the improvement of the study process, ensuring that fu-
ture lawyers develop an understanding of the legal and
practical aspects of security during their studies and acquire
the necessary cybersecurity skills and abilities to work with
sensitive information in a secure digital environment.

II. MATERIALS AND METHODS

The purpose of this work is to analyze cybersecurity
problems in legal education and offer effective solutions
for the protection of confidentiality and sensitive data to
improve students' readiness to work with digital legal re-
sources and prevent possible security risks. To achieve this
goal, the study will employ the analysis of legal acts and
legal doctrine, including academic research and expert
opinions on security issues in the education of future legal
professionals.

III. RESULTS AND DISCUSSION

A. The Importance of Legal Education in Public Safety
and Sustainable Development

Legal education is one of the cornerstones of sustaina-
ble development and security of society, ensuring that
members of society understand their rights and obligations,
promoting the rule of law, and strengthening state power.
When evaluating the importance of legal education in the
context of state power functions, in Latvia, the Ministry of
Justice, namely the executive branch, is responsible for the
state unified lawyer exam, which is presumed to be one of
the guarantees of legal education quality. In carrying out its
duty, the executive branch also ensures the functioning of
the judiciary. Although the existence of legal education
provides opportunities to work in various professions and
offers broad career opportunities, the requirement to obtain
higher education and professional qualification as a lawyer
is mandatory for persons in the judicial system — judges,
prosecutors, sworn advocates, sworn notaries, and sworn
bailiffs. In the judicial system, where justice is adminis-
tered and important decisions are made that affect people's
lives, there are strict requirements regarding professional
training, ensuring both competence and responsibility in
performing assigned duties. This requirement not only
guarantees that the judicial system will function effectively
but also strengthens public trust in the rule of law and its
institutions, since only qualified persons can ensure objec-
tive and fair judicial work. This is especially important in
the context of the separation of powers, as only qualified

and independent lawyers can ensure that judicial decisions
are made objectively, in compliance with all legal princi-
ples, and are effectively executed, which, in turn, promotes
public trust in the rule of law. In connection with these im-
portant aspects, especially regarding judges as guarantors
of the right to a fair trial, it has been rightly stated in the
scientific literature that public trust in the judicial system
as the basis of public welfare depends on judges [10].

Legal education is an essential basis for obtaining a po-
sition in the judicial system, as it provides the necessary
knowledge, skills and competences that are important for
fulfilling a responsible position in the judicial system. The
work of these persons is related to the interpretation and
application of laws in specific cases, as well as to observing
justice and the rule of law, which requires both theoretical
knowledge and practical skills. However, legal education is
an important, but not the only prerequisite for obtaining, for
example, the position of a judge. It is the first step towards
professional activity in the judicial system. The state im-
poses a number of requirements on applicants for the posi-
tion of a judge, namely, it determines not only the educa-
tion requirement, but also, for example, the citizenship,
age, professional experience requirement.

Historically, judges could be “just a decent person”
(without any educational qualifications). Historical sources
indicate that the situation in Europe changed in the 18th
century, when professionals, educated lawyers, became
judges, one of the reasons being that legal norms were cod-
ified [11]. In addition, previously, work in the relevant field
had to start from office and then, while already working,
one had to study the relevant norms. However, today, the
legislator has provided for the possibility of immediately
becoming a judge of a regional court or the Supreme Court
with education and professional experience, theoretically
without working a single day in the judicial system. Cur-
rently, the educational qualification plays a significant role
in the work of a judge. First of all, so that a person, upon
becoming a judge, can immediately begin to perform the
duties of a judge, and also to judge qualitatively. You, so
that a judge can constantly improve his or her qualifica-
tions. Here it is necessary to recall what was mentioned at
the beginning of the chapter, that legal education is also the
improvement of qualifications / professional competence.
Continuous improvement of qualifications is an essential
component of any profession. It is also essential in the se-
lection of candidates for the position of judge. Because not
only the formal criteria — the presence/absence of higher
education and professional qualifications as a lawyer, as
well as the existence of a master's or doctoral degree — are
important, but also the ability and competence to improve
one's qualifications.

Here it can be argued: if ensuring the training of appro-
priately qualified lawyers is the task of the executive
branch, then the task of the judicial system itself is to create
a supportive, development-oriented environment in which
each judge could improve their skills and qualifications.

The quality of legal education directly affects the com-
petence not only of judges, but also of lawyers, prosecutors
and other judicial system employees, which in turn
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determines how effectively rights and justice are ensured in
society.

Despite acquiring theoretical knowledge, legal educa-
tion graduates face difficulties in applying practical skills.
Legal study programs often do not sufficiently emphasize
the development of critical thinking problem-solving and
practical skills, which are essential for effective legal prac-
tice and ensuring public safety.

Critical thinking plays a vital role in legal education.
The scientific literature indicates that applied to law, criti-
cal thinking is the ability: 1) to evaluate a legally relevant
object from a specific legal-doctrinal, legal-empirical or le-
gal-theoretical normative framework, using relevant (legal
and other) sources of information; 2) A legally relevant ob-
ject can be: a) the existing law (legislation, court decisions,
treaties and so on), b) the legal and political system (includ-
ing, for instance, the legislature, the administration and the
judiciary), ¢) current legal opinions or theories about the
law and the legal and political system (such as legal posi-
tivism or ELS) or d) actions from legal and political author-
ities (such as the police) or citizens; 3) to express one’s own
opinion about it which deviates from the mainstream un-
derstanding; 4) and to substantiate this opinion with good
arguments based on standards derived from this specific
framework [12].

For example, on 7 November 2019, the Constitutional
Court adopted a judgment in case No. 2018-25-01, which
assessed the compliance of Article 50.4 of the Latvian Pe-
nal Code with Article 91 of the Constitution. This article
established different regimes for serving sentences for men
and women serving sentences of deprivation of liberty in a
closed prison. The Constitutional Court concluded that
such a difference was not objectively and reasonably justi-
fied, thus violating the principle of equality enshrined in
Article 91 of the Constitution. Consequently, the Constitu-
tional Court found this legal regulation to be inconsistent
with Article 91 of the Constitution. [13].

When analyzing this judgment, the following method-
ology can be used: 1) The judgment is assessed considering
Article 91 of the Constitution, which establishes the princi-
ple of equality — “all persons are equal before the law”. This
principle is essential to ensure that discriminatory differ-
ences are not created in the application and results of na-
tional legal acts based on unnecessary criteria, such as gen-
der. The judgment of the Court also analyzes the Latvian
Penal Code, which establishes different sentencing regimes
for men and women. The Court recognizes that such regu-
lation, which establishes discrimination based on gender, is
contrary to Article 91 of the Constitution, because gender
differences are not objectively and reasonably justified.
Thus, within the framework of the legal analysis, it is rec-
ognized that it is not justified by the principle of non-dis-
crimination and balanced legal values. 2) The object of the
judgment is the existing law — the Latvian Penal Code —
which regulates sentencing regimes. The task of the court
was to assess the compliance of this regulatory act with Ar-
ticle 91 of the Constitution, considering that the right to
equality is one of the pillars of fundamental rights. The
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court's conclusion on the need to prevent gender discrimi-
nation in the service of punishment is based on the inter-
pretation of this norm. 3) In this case, the court takes a crit-
ical attitude towards the norms of the law that considered
gender differences to be justified, indicating that the regu-
latory framework must be changed. The court indicates that
gender differences cannot be justified by the need to create
different conditions in prisons, and considers them to be
unfounded and unnecessary, since it directly violates the
individual's right to equality. 4) The court rightly indicates
that gender discrimination in the regime of execution of
punishment is contrary to the principles of the Constitution.
The argumentation is based on the fundamental principles
of the legal system, namely, the principles of equality, jus-
tice and respect for human rights. The court implemented a
critical thinking approach to social justice and the preven-
tion of discrimination, which allowed it to identify an un-
necessary gender difference in the regulation.

This judgment is an example of how a court is able to
express an independent and critical opinion, assessing the
inequality of existing norms and proposing changes that
have a beneficial effect on human rights and the rule of law
in the state.

The aim of legal education is not only to provide theo-
retical knowledge of legal norms, but also to develop the
ability to critically analyze and understand laws and the
practice of their application. Critical thinking skills are an
essential element in legal education, as they allow students
not only to understand and master the laws, but also to an-
alyze, evaluate and challenge the existing legal framework
and make legal decisions that are objective and justified. A
lawyer with high critical thinking skills is able to ask im-
portant questions about the existing legal system and its ef-
fectiveness.

Critical thinking encourages the search for alternative
approaches to specific problems and issues. It is not limited
to the application of existing laws, but also allows students
to seek new, innovative methods of solving legal problems
or interpreting laws, which is necessary, for example, in le-
gal research or case law.

We must not forget about artificial intelligence either.
The use of Al in education offers unique opportunities to
cultivate critical thinking. Al systems, with their vast data-
bases and analytical capabilities, can present students with
complex problems and scenarios that require more than just
rote memorization or basic understanding. These systems
can challenge students to use higher-order thinking skills,
such as analysis, synthesis, and evaluation, to navigate
through these problems [8].

In addition, critical thinking helps to create a responsi-
ble attitude towards the use and application of law, pro-
motes the development of legal culture, which undoubtedly
strengthens public safety.

Critical thinking skills are also vital in cybersecurity to
evaluate technologies, address security challenges, and
make informed and long-term decisions about organiza-
tional security. It helps to measure risks, predict potential
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threats, and respond effectively to cybersecurity incidents,
while adhering to legal and ethical standards. Thus, critical
thinking in cybersecurity becomes an important tool to en-
sure effective and sustainable protection against cyber
threats.

The legal system is changing, and only those lawyers
who are able to think critically can actively participate in
its improvement, ensuring justice and efficiency. Thus, uni-
versities today must strive to provide students with the in-
tellectual studies, critical thinking skills necessary for high-
level leaders in a complex future society.

B. The role of legal education in strengthening
cybersecurity and sustainable societal development

In today's digital age, legal education plays a crucial
role not only in promoting public safety and sustainable de-
velopment but also in strengthening cybersecurity. An ef-
fective legal education ensures that future and current law-
yers, judges, and other legal professionals are well-versed
in existing regulatory frameworks and policy planning doc-
uments while also being equipped to address new chal-
lenges posed by rapid technological advancements.

One of the key issues is how legal education can pre-
pare specialists to effectively prevent cyber threats and re-
spond to cybersecurity incidents. How can we ensure that
lawyers are not only familiar with legal regulations but also
capable of applying this knowledge in practice by develop-
ing and implementing effective security measures? [9]. An-
other critical concern is the readiness of students to work
with digital legal resources and their ability to mitigate po-
tential security risks associated with using online databases
and other digital tools [5].

Cybersecurity legislation and policy documents estab-
lish the legal framework necessary to protect critical infra-
structure, personal data, and other sensitive information.
The European Union's Directive on security of network and
information systems (NIS Directive) [14] and the General
Data Protection Regulation (GDPR) are prime examples of
the growing importance of cybersecurity legislation.

To ensure the effective implementation of cybersecu-
rity policies, legal education must include specialized
knowledge of cybersecurity laws and their practical appli-
cation. Lawyers specializing in cybersecurity can make a
significant impact in both the public and private sectors,
helping to create a secure and well-regulated digital envi-
ronment [15].

C. Cybersecurity in education: challenges and solutions

Cybersecurity has become one of the most critical areas
affecting all aspects of life, including education. Higher ed-
ucation institutions increasingly rely on e-learning plat-
forms, which, while offering flexibility and accessibility,
also introduce new risks related to the security of sensitive
data and academic content. The main threats include unau-
thorized access to study materials, personal data leaks, and
ransomware attacks, all of which can disrupt academic pro-
cesses and have serious consequences for both students and
faculty.

Recognizing these challenges, Regulation 2021/887 of
the European Parliament and of the Council, adopted on 21
May 2021, established the European Cybersecurity Indus-
trial, Technology and Research Competence Centre
(ECCC). The primary objective of the ECCC is to promote
research, innovation, and implementation in the field of cy-
bersecurity by supporting the European Union (EU) Cyber-
security Competence Community. This community con-
sists of public authorities and private sector participants
working together under the framework defined by the Reg-
ulation. In Latvia, the National Cybersecurity Center has
been actively addressing cybersecurity risks in the educa-
tion sector, particularly concerning the use of e-learning
platforms and university study resources [15].

The academic environment has become an attractive
target for cyber attackers. Various digital platforms used in
the study process store both academic and personal data,
making secure data management crucial to prevent
breaches and unauthorized access. Data leaks can have se-
vere consequences for students and educational institutions
alike. For example, at the end of 2024, a significant data
breach occurred in Latvia's Unified Local Government In-
formation System, affecting residents of 42 municipalities
(excluding Riga). The leaked data included names, sur-
names, personal identification numbers, declared ad-
dresses, and even metadata from municipal employee doc-
uments. This incident is considered the largest known data
breach in Latvia [16].

Such security breaches pose significant risks, as the ex-
posed information can be exploited for fraudulent activi-
ties, including phishing scams and identity theft. The sci-
entific literature highlights that “academic institutions are
particularly vulnerable to cyber threats due to their valuable
intellectual property, sensitive personal data, and research
data.” Cyberattacks targeting universities range from
phishing schemes and ransomware attacks to sophisticated
attempts to steal research data, ultimately threatening the
integrity of research and financial stability [6].

Latvian universities are increasingly facing cyberat-
tacks that involve both data leaks and damage to infor-
mation systems. These incidents not only disrupt the learn-
ing process but also create dissatisfaction among students
and faculty, undermining trust in digital education. The
CERT.LV activity report for the third quarter of 2024 re-
vealed a 267% increase in cyber threats, highlighting a
surge in attacks on virtual environments. Analysis indicates
that many of these attacks are politically and commercially
motivated, with support from Russia and China, though the
majority have been successfully neutralized [17]. This
alarming trend underscores the urgent need for enhanced
cybersecurity measures and effective cooperation between
academic institutions and security experts to ensure a safe
and stable learning environment.

The rapid advancement of artificial intelligence (Al)
technologies presents new challenges in education. Al can
be exploited to conduct automated phishing campaigns,
generate fake academic resources, and simulate cyber
threats, misleading students and faculty and endangering
academic integrity. Additionally, deep fake technology
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enables the creation of falsified video and audio materials,
which could compromise the reputation of educational in-
stitutions or spread disinformation. Disinformation cam-
paigns aim to destabilize academic institutions and erode
public trust in the education system [6]. These emerging
threats highlight the necessity of a comprehensive cyberse-
curity approach in education, combining technological so-
lutions with the development of critical thinking skills.

Cybersecurity has gained increasing importance at the
national level as security threats continue to evolve. To
strengthen national cybersecurity, the Cabinet of Ministers
approved the Latvian Cybersecurity Strategy for 2023—
2026 on 14 March 2023. This strategy outlines key policy
directions and identifies future threats, focusing not only on
strengthening technological protection but also on fostering
international cooperation and enhancing public awareness
of cybersecurity issues. The education sector plays a crucial
role in implementing cybersecurity policies and developing
protection systems [4].

Latvia has been actively developing cybersecurity pol-
icies in the education sector, involving various organiza-
tions. The Ministry of Defence, in collaboration with
CERT.LV, the University of Latvia, and the National
Guard Cyber Defence Unit, annually organizes a cyberse-
curity challenge for young people to develop their
knowledge and skills in this field [18]. Additionally, Riga
Technical University (RTU) has launched a two-year cy-
bersecurity education project aimed at preparing students
and professionals for careers in cybersecurity [19]. Simi-
larly, the professional master’s study programme “Cyber-
security Engineering” at Vidzeme University of Applied
Sciences provides in-depth knowledge and essential skills
for security testers and other specialists in this field [20].

D. Cybersecurity risks in legal education

Modern legal education increasingly relies on digital
technologies and information systems, particularly in dis-
tance learning and online assessments. However, this grow-
ing dependence on digital tools also exposes legal educa-
tion to various cybersecurity risks, which can be catego-
rized as follows:

1) Disruptions to the Study and Research Process
Cyberattacks targeting the websites and databases of edu-
cational institutions, as well as online study and examina-
tion tools, can severely disrupt legal education. Unauthor-
ized access or remote manipulation of information systems
may lead to the complete suspension of distance learning,
compromise the objectivity of assessments, or interfere
with automated grading algorithms. Additionally, the un-
controlled advancement of disruptive technologies, partic-
ularly artificial intelligence solutions, heightens the risk of
their malicious use [21].

2) Threats to Data Availability and Integrity
Cyberattacks can compromise data availability—for in-
stance, by encrypting critical data, rendering cloud-hosted
information inaccessible, or even deleting data entirely
[10]. Moreover, attackers can alter original files without
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authorization, undermining data integrity. Such risks pose
significant challenges to the continuity of legal education.

3) Reputational and  Confidentiality  Risks
Data breaches that expose sensitive information to unau-
thorized third parties can damage the reputation of educa-
tional institutions. These risks may involve data leaks, in-
dustrial cyber espionage, and intellectual property theft, all
of which can have long-term consequences for both stu-
dents and faculty.

4) Cybercrime Risks Security vulnerabilities in the dig-
ital environment also make legal education institutions po-
tential targets for cyber fraud and other cybercrime activi-
ties [22].

While cybersecurity risks cannot be entirely eliminated,
legal education institutions can implement a range of
measures to ensure minimum cybersecurity standards, mit-
igate system vulnerabilities, and develop business continu-
ity plans. However, there are currently no external regula-
tions that require legal education institutions to adopt man-
datory cybersecurity protection measures. It is also im-
portant to note that most cybersecurity measures do not re-
quire significant financial investments [23].

E. Regulatory acts and policy planning documents for
strengthening cybersecurity in legal education

Technological developments and new risks, as well as
several current geopolitical events, have contributed to the
relatively rapid development of cybersecurity regulation,
especially in the last five years. Political scientists Evija
Djatkovica and Maris Andzans have published an overview
of significant regulatory enactments and policy planning
documents in this area until 2021 [24]. Therefore, this part
of the article focuses on the most recent documents, as well
as those aspects that affect legal education.

On 1 September 2024, the National Cybersecurity Law
entered into force, defining cybersecurity in Article 1 as
“activities that meet the definition set out in Article 2(1) of
Regulation 2019/881” [25], i.e. ““cybersecurity’ means ac-
tivities that must be carried out to protect network and in-
formation systems, their users and other persons affected
by cyber threats” [26].

The Latvian Cybersecurity Strategy for 2023-2026 en-
visages identifying the current training opportunities for
cybersecurity specialists and identifying the needs of future
cybersecurity specialist education programs, accordingly
developing a plan for the training of cybersecurity special-
ists, starting from secondary vocational education to sec-
ond-level higher education. The document also recognizes
that “the introduction of professional standards, which need
to be developed in accordance with existing international
standards, is also essential”, as well as promoting the rule
of law in cyberspace and reducing cybercrime [4].

This directly resonates with the goal set out in the Dig-
ital Transformation Guidelines for 2021-2027: “A high
level of digital security and trust in Latvia’s digital space is
ensured by the implementation of a modern cybersecurity
policy, intensive use of reliable electronic identification
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and other trust services, as well as effective protection of
personal data and other rights in the digital environment,”
which actually requires every citizen to master various dig-
ital technologies and develop digital skills, because “the in-
dividual’s opportunities to get educated, compete in the la-
bor market, and fully participate in social processes depend
on them” [27].

The provisions of these documents create the need to
implement significant changes in education, including legal
education, by improving studies and integrating relevant
study courses into the study process in order to reduce the
threat to both students themselves and various institutions,
as well as develop the competence to identify and assess
specific cyber problem cases.

It should be noted that critical thinking, safety and cy-
bersecurity issues are already an essential part of the cur-
riculum developed in the competency-based approach at
the primary and secondary levels of education, as a cross-
cutting skill in developing digital literacy - the learner ef-
fectively uses digital technologies for various purposes, an-
alyzes the benefits and risks of digital communication, crit-
ically analyzes the reliability of information in the media;
when creating their own content, they observe privacy, eth-
ical and legal conditions; evaluate, adapt to their needs and
follow healthy and safe technology usage habits [28].

In primary education, the learner must be able to ana-
lyze and assess the impact of technology on mental and
physical health, society and the environment. To observe
healthy and safe habits of using technology, justify their
necessity. To construct, control and manage their digital
identity [29]. In secondary education, in order to implement
diverse plans, the learner must be able to purposefully
choose or adapt and effectively use appropriate digital tech-
nologies, analyze the benefits and risks of digital commu-
nication, behave responsibly and communicate in the digi-
tal environment in accordance with their own and others'
interests [28], [30].

The latest national professional higher education stand-
ard also states that the strategic goals of the first and second
cycle professional higher education study programs are to
ensure that graduates are able to responsibly and safely
choose and use information technologies for the perfor-
mance of work duties, research and lifelong learning, as
well as for the acquisition, creation and sharing of digital
content [30].

These goals also directly correspond to the challenges
posed by the use of artificial intelligence, stipulating that “a
data analytics course should be integrated into most pro-
grams in higher education” [7]. In turn, the information re-
port “Strategic Roadmap for the Digital Decade for Latvia
by 2030 states: “In the 2023 Digital Decade Report on
Latvia, the European Commission has recommended accel-
erating efforts in the field of digital skills. Namely, Latvia
is encouraged to continue implementing measures to inte-
grate digital solutions into the education system throughout
the entire education cycle, integrating them into all sub-
jects” [31].

Combining the importance of legal education in public
safety and sustainable development with regulatory enact-
ments and policy planning documents to strengthen cyber-
security, it can be concluded that legal education is indis-
pensable in modern society. Its main challenge is to ensure
that lawyers are prepared to identify and prevent cyber
threats, promoting a safe and sustainable digital environ-
ment.

IV. CONCLUSION

In legal science study programs, student training usu-
ally focuses on the analysis and interpretation of legal acts,
developing practical skills for working with various legal
sources, but cybersecurity issues, including those set forth
in the legal profession standard, may currently often not be
sufficiently addressed during the study program.

In the legal education process, cybersecurity and the
protection of sensitive data are of fundamental importance,
as students regularly work with confidential information,
law enforcement and court practice materials, and legal da-
tabases during both academic studies and professional
practice. However, there are several significant challenges
in the current system:

Firstly, a lack of education on cybersecurity among

students could pose a significant risk of data breaches. To
mitigate this risk, it is imperative that law students have
access to supplementary learning materials and training in
secure computing and the protection of digital information.
This will serve to reduce the likelihood of accidental or
unintentional data leakage.
Second, digital resources used in legal databases and
distance learning may not be adequately protected against
potential cyber-attacks. Access to electronic court systems
could be vulnerable if secure authentication mechanisms
are not used, but this depends on the specific safeguards in
place.
Thirdly, breaches of confidentiality may occur during
student placements, particularly where there are no clear
guidelines for the secure storage and transmission of
sensitive documents. Personal email accounts, insecure
cloud storage and poorly chosen passwords are sometimes
used, which can increase the risk.
Fourthly, security vulnerabilities in students' personal
devices could pose a risk to the protection of sensitive data.
This can happen if students use poorly secured devices that
may not have the necessary encryption tools and
cybersecurity solutions.

Fifth, the specificity of legal education is associated
with good skills in using information and communication
technologies, as, for example, the national unified profes-
sional qualification exam for lawyers is taken in an elec-
tronic environment, as well as with several challenges of
using various technologies and artificial intelligence in le-
gal studies and research (which simultaneously raises sev-
eral issues related to academic integrity).

Furthermore, although universities already offer vari-
ous security solutions, current cybersecurity policies are of-
ten not sufficiently strict or effective to prevent potential
threats.
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To ensure confidentiality and the protection of sensitive
legal data in legal education, specific measures are needed
in two main areas: practical measures and the inclusion of
requirements in legislation.

Although cybersecurity issues in legal education are not
yet sufficiently developed, it is clear that they are becoming
increasingly relevant as digitalization continues to affect
the study process. To ensure that law students are prepared
to work with sensitive data and understand security risks,
universities need to take targeted measures to improve cy-
bersecurity.

By introducing specialized training, improving e-study
security mechanisms, and developing stricter confidential-
ity and quality guidelines, it is possible to achieve that the
legal education environment becomes safer and more re-
sponsive to today's digital and security challenges.

Students who learn to use secure digital tools and un-
derstand the principles of data protection will be better pre-
pared to work in courts, law firms, law enforcement agen-
cies, etc. in the future, promoting trust and security in gen-
eral.

Proposals for practical measures: 1) Integrating cyber-
security training into the study process — include cyberse-
curity and data protection courses as mandatory study con-
tent in law study programs; organize practical seminars and
training on secure processing of sensitive data using real
cases from legal practice; provide students with infor-
mation resources on cybersecurity, including guidelines on
secure password use, encryption technologies and secure
data storage. 2) Strengthen the protection of sensitive data
during student internships — set clear guidelines for stu-
dents’ handling of confidential data, for example, prohibit-
ing storing it on personal smart devices/computers or trans-
ferring it using insecure emails; ensure that documents used
during student internships are encrypted and accessible
only to authorized persons; universities should work more
closely with internship sites (courts, law firms, etc.) to en-
sure compliance with confidentiality policies and necessary
training for students and internship sites; develop guide-
lines for secure device use, emphasizing the need for strong
passwords, secure cloud storage, and regular system up-
dates; promote student awareness of secure online commu-
nication using encrypted emails and file transfer tools.

Proposals for improving the regulatory framework: 1)
Internal regulations of higher education institutions on data
security — develop and implement a unified cybersecurity
policy that regulates student access, document storage and
information protection; clarify liability for violations of
sensitive data processing and provide for liability for con-
fidentiality violations in the study process. 2) Amendments
to legal acts to strengthen cybersecurity in legal education
— develop guidelines for universities on minimum data pro-
tection standards based on GDPR requirements; review the
regulation of access to legal databases, ensuring that only
registered users with appropriate rights can access sensitive
legal materials; regulate the security of digital exams and
distance learning, stipulating that secure authentication and
monitoring mechanisms are used during exams; improve
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the standard of the legal profession by supplementing the
acquisition of content related to (cyber)security and data
protection during legal studies. 3) Cooperation between the
judicial system and universities on cybersecurity issues —
promote cooperation between universities and judicial in-
stitutions in the development of cybersecurity policy to
provide students with practical knowledge of data protec-
tion in the judicial system; cooperate with IT security spe-
cialists to adapt study processes to the latest technological
requirements; prepare recommendations for the Ministry of
Justice for the implementation of digital security measures
in legal education.

Overall, ensuring the security of sensitive data in legal
education requires both a practical approach to student ed-
ucation and improving the use of technology, as well as the
development of legislation that sets stricter security and
data protection standards in higher education. The imple-
mentation of these measures would not only help reduce
cybersecurity risks in legal education, but would also pre-
pare students for professional activities in the digital age,
where mitigating and protecting against cybersecurity risks
is a key issue of professional ethics and responsibility.
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