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Abstrac-The article analyses certain implications for 

global security architecture of using international law as an 

instrument of power by states in the digital age. The author’s 

point of view is that in conditions of rising geopolitical 

competition, using international legal warfare to achieve 

strategic objectives increases the risks and threats for 

stability of international order.  The scientific paper is 

divided into four sections. In the introduction, the main 

problem related to international lawfare is defined, including 

its significance for our international community. The first 

section defines a legal research methodology that is applied. 

The second conceptualizes international legal warfare. The 

third examines different cases of lawfare that have negative 

implications for global security architecture. The fourth 

deals with emerging and disruptive technologies that define 

geopolitical competition and how they relate to lawfare. In 

the conclusion, an assessment is provided regarding 

developments of international law, including its normative 

role for the global security architecture. The paper makes 

few recommendations for preservation of current 

international order, which is being challenged by the growing 

number of legal warfare practices between various 

geopolitical actors.  
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I.INTRODUCTION 

In conditions of resource depletion and changing 
international order, the strategic competition between states 
is increasing [1]. New powerful actors emerge in the Global 
South, which challenge the geopolitical status quo. They 
demand a greater share in the global governance, as well as 
a stronger role in the global financial system. Meanwhile, 
the emerging and disruptive technologies (EDT) are 
changing the nature of state confrontation, including the 
means and methods of warfare. International actors are 
using old and new instruments of national power to achieve 
strategic advantage [2] over their opponents. International 
law is instrumentalized and misused in order to consolidate 
or undermine established relations of power [3].  

However, using the international legal system as an 
instrument of power or as a catalyst to achieve national 
strategic objectives, undermines the main role and purpose 
of international law, which is to regulate the relations 
between states. Since international law is becoming 
ineffective in resolving interstate issues, countries are 
increasingly referring to hard power-based mechanisms for 
resolving their disputes. The implications of this negative 
trend are an increased militarization of international 
relations and emergence of new risks and threats to the 
global security architecture. The most relevant case in point 
of legal warfare (lawfare) is the intentional dismantlement 
of several arms control treaties during the last decade by 
states in order to gain strategic advantage over their 
competitors. In a digital era of EDT, removing the mutually 
agreed upon restraints on specific weapons or the 
infringement of legal norms, related to global security, is 
even more dangerous than the times of the Cold War, and 
might cause serious military consequences for the 
international order and the humankind. 

II.MATERIALS AND METHODS 

The study applies a legal research methodology, 
including doctrinal research and legal scholarship. 
Doctrinal research as a legal method is employed to 
systematize, interpret, and clarify the law pertaining to 
several cases of international lawfare by analysing 
authoritative texts. Primary legal sources include the UN 
Charter, the UN Convention on the Law of the Sea 
(UNCLOS), the Outer Space Treaty (OST), the 
Comprehensive Nuclear-Test-Ban Treaty (CTBT), the 
Measures for the Further Reduction and Limitation of 
Strategic Offensive Arms (New START), and the 
Intermediate-Range Nuclear Forces (INF) Treaty, as well 
as case law of the International Court of Justice (ICJ). 
Secondary legal sources include the Journal of Strategic 
Studies, the Journal of National Security Law and Policy, 
the Journal on Baltic Security, the Journal on the Use of 
Force and International Law, as well as publications from 
authoritative think tanks such as the RAND Corporation, 
the Center for Strategic and International Studies, the 
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Stockholm International Peace Research Institute (SIPRI), 
the Institut français des relations internationals, etc.  

The study applies empirical legal scholarship in which 
qualitative methods from international relations are 
combined and employed, including content analysis, case 
selection, and process tracing in order to assess the 
implications of lawfare for international security system in 
the 21st century. Empirical arguments are provided in order 
to highlight the normative points made in the article.  

III. RESULTS AND DISCUSSION  

A. Defining International Lawfare 

International law is the product of aspiration of 
international community to establish world order, wherein 
each country is able to realize peacefully its national 
interests and its full potential, as well as to interact in a 
constructive manner with other states [4]. In other words, 
the regulative role of international law is based on the 
perception and consensus of all states that certain rules and 
principles must be observed, since the whole global 
community benefits from this.  

In light of the foregoing, international law is a symbol 
of hope and desire of humankind for peace. Whatever its 
shortcomings, it exists as a promise to establish justice and 
as a motivating factor for the realization of political 
transformation [5] on a global scale. Further, international 
law provides weaker states with an opportunity to file 
claims before courts against stronger countries, as well as 
to compete with them in the legal domain on equal basis. 
In this regard, it is a standard for criticism against power 
politics and a means of protecting infringed interests. 
However, international law is also used as an instrument of 
power, supporting the realization of national interests and 
geopolitical ambitions of particular state leaders.  

International lawfare corresponds with the last purpose 
mentioned hereinabove. It is defined as the use of an 
international legal system to establish, perpetuate, or 
amend power relations in order to counter an adversary [6] 
and disrupt its actions. This is achieved by overcoming 
legal constraints through reinterpreting existing rules of 
law. Another way is by virtue of creating new norms or by 
means of using international litigation to achieve a strategic 
effect. Finally, international law can be utilized to inflict 
reputational damages to the opponent [6, pp. 10-15]. An 
important feature of lawfare is that the use or misuse of the 
international legal system should be a substitute for 
traditional military means [7] or to complement them. 
Therefore, in order to define a legal act as lawfare, it is 
mandatory to be in relation to ongoing military activity. It 
can be applied on the tactical, operational, and strategic 
level [8]. 

Nonetheless, some authors claim that lawfare might 
have a positive connotation. For instance, using lawfare 
instead of military means can reduce the destructiveness of 
war [7] or at least its intensity. Furthermore, lawfare can 
serve weaker states as a tool for overcoming material and 
power inequality against their stronger foes. This is 

achieved through strategic litigations, since the parties to a 
lawsuit are equal before the law and before the court.  

International law has evolved throughout the time – 
from practices based on the code of chivalry to becoming a 
crucial element in defining strategic competition and 
modern warfare [9] in the 21st century. In the past, it was 
narrowly used to assess what is permitted and what is 
forbidden during a conflict. Nowadays, it is often applied 
by states as a mode of warfare to legitimize or challenge 
certain activities in condition of strategic competition in 
order to achieve advantage against their opponents, as well 
as to justify the use of force (jus ad bellum) or the conduct 
of hostilities (jus in bello) in armed conflicts.  

Lawfare is often included in information and 
psychological operations in order to strengthen certain 
claims and narratives. In other words, nowadays, the legal 
preparation of the battlefield, as well as using legal systems 
during the conflict, are of crucial importance for the success 
of the political and/or military strategy in terms of the 
ability of the state leadership to legitimize a military 
operation or a geopolitical project in order to gain societal 
support. Lawfare leverages activities within the legal “grey 
zone”, wherein it is extremely difficult to apply basic norms 
and principles related to strategic deterrence, harnessing 
cutting-edge technologies or the use of force [10].  

Further, EDT has accelerated states’ capabilities to use 
the legal “grey zone” in order to achieve their national 
objectives, thus making these legal challenges the norm, 
rather than the exception [10]. For instance, malicious 
activities of states in cyber space are highly difficult to 
attribute to. Moreover, lawfare is employed by states even 
out of the legal “grey zone”, where international norms and 
principles are being violated for the sake of strengthening 
strategic deterrence or improving communication 
capabilities. However, such cases of international lawfare 
in conditions of global militarization [11] and EDT 
generate new risks for the global security architecture. 

B. Cases of International Lawfare with Negative 

Implications for the Global Security Architecture 

China has developed the most sophisticated lawfare 
strategy in the world within the framework of its “Three 
Warfares” concept. The Chinese leadership perceives legal 
warfare as an instrument of power that is capable of 
strengthening the geopolitical initiatives or supporting 
potential war efforts [12] of the country. For instance, 
Beijing’s expansionist strategy in South China Sea is based 
on combination of lawfare tactics and nationalist 
misinterpretation of history. The Chinese leadership has 
made several legal claims regarding sovereignty and 
territorial rights over disputed islands and archipelagos in 
South China Sea such as the Paracel and Spratly Islands. 
Meanwhile, Beijing has ignored the South China Sea 
Arbitration award [13], which concluded that China’s 
claims have no sufficient legal grounds under the 
UNCLOS. Further, Beijing is expanding its Exclusive 
Economic Zone (EEZ) through the creation of artificial 
islands on top of coral reefs, which subsequently 
militarizes, thus violating the EEZ of other countries in the 
region and undermining the limitations stipulated in 
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UNCLOS. Meanwhile, China claims that according to 
international law, foreign military activities in its EEZ, 
such as reconnaissance flights, are forbidden.  

The purpose of China’s lawfare strategy regarding 
UNCLOS is to consolidate Beijing’s control over South 
China Sea [14] and its abundant resources. However, this 
approach in a region of geostrategic importance such as 
South China Sea, might have enormous negative military 
consequences, since Chinese lawfare is directed towards 
challenging the USA military presence in the area, thus 
increasing the risk of serious incidents between two nuclear 
powers [3, p. 13-17].  

Another case of lawfare is China’s active engagement 
in establishing the legal framework that will govern outer 
space activities in the next decades. Beijing perceives it as 
a strategic domain for future competition with other states 
such as Russia and the USA, where harnessing advanced 
space technologies will lead to advantages [15]. Space 
activities are governed by the OST, which only stipulates 
the main principles and basic rules of law. It defines the 
exploration and utilization of outer space to be for the 
benefit and in the interests of the humankind. As per the 
OST, outer space shall be free for exploration and use by 
all countries and shall not be a subject to national 
appropriation by claims of sovereignty. Furthermore, OST 
prohibits the placement of nuclear weapons or other 
weapons of mass destruction in orbit or on celestial bodies. 
Therefore, the limited body of international law in this field 
provides China with opportunities to engage and shape the 
normative dialogue regarding future space regulations in its 
own interest.  

By virtue of lawfare, China’s assertion of sovereignty 
over outer space above its national territory aims at 
countering or controlling the satellites overflown over the 
state [16]. However, claims of “vertical sovereignty” is in 
contradiction to OST [17, p. 168], since it restricts the 
freedom of action of other states in outer space. 
Furthermore, on false legal grounds of self-defence (art. 51 
of the UN Charter), Beijing is actively improving its 
counterspace weapons capabilities and has implemented 
reforms to integrate more effectively cyberspace, space and 
electronic warfare into joint military operations [16, p. 
464].  

The Chinese perception of sovereignty also extends to 
cyber security, thereby including the protection of both the 
technology and the actual data transmitted and stored 
across the Internet. The government has imposed strict 
regulations in order to control and monitor the internet 
resources and data traffic. However, this approach goes in 
contradiction to China’s practice of harvesting data from 
other states, conducting cyber operations, thereby 
establishing a double-standard that makes it difficult to 
predict if Beijing is going to comply or not with 
international law [18]. Moreover, the Chinese leadership 
has refused on many occasions to recognize that 
international law, including jus ad bellum and jus in bello, 
applies to cyberspace [17, p. 169].  

The gravest challenge for the international order in the 
21st century stems from Russia’s pursuit of great power 
status through force and use of legal warfare. In order to 
achieve its geopolitical objectives, the Kremlin is 
undermining basic legal principles such as the obligation to 
comply with international treaties and the inviolability of 
national borders in Europe [19]. Moscow is also eroding 
nuclear norms and institutions [20].  

Russia has used on several occasions lawfare to make 
territorial, political, and economic claims against its 
neighbouring countries (Moldova, Georgia, Ukraine). The 
Russian leadership has tried to advance a legal justification 
for its use of force against Ukraine in order to receive 
support from the international community and its own 
population. However, the Russian legal claims (self-
defence, humanitarian intervention, etc.) failed on multiple 
grounds. The Russian “special military operation” in 
Ukraine constitutes an unlawful use of force [21], which 
can be defined as an act of aggression and a grave breach 
of article 2 (4) of the UN Charter which is a jus cogens 
norm with erga omnes effects. In terms of jus in bello, 
during the armed conflict, Russia has perpetrated a wide 
range of war crimes, including the intentional targeting of 
civilians and critical infrastructure [22].  

Furthermore, Moscow has ignored the ICJ provisional 
measures order to immediately suspend its military 
operations in the territory of Ukraine [23], as well as ICJ’s 
judgement, confirming Russia’s international law 
breaches, including the failure to investigate terrorism 
financing and the suppression of Ukrainian language and 
culture in Crimea [24]. Moscow has also ignored the 
International Criminal Court’s (ICC) arrest warrants 
against representatives of the Russian military and political 
leadership on the grounds that the Kremlin does not 
recognize the ICC’s jurisdiction. In accordance with the 
responsibility of states for internationally wrongful acts, the 
West has taken collective countermeasures against Russia, 
including but not limited to the blocking of around $300 
billion of sovereign Russian assets [25]. Moscow has tried 
to unblock a significant part of them by virtue of lawfare, 
including through strategic litigation, but to this day its 
attempts are unsuccessful [26]. 

Russia employs lawfare as part of its strategic 
deterrence policy against the West. For instance, on 19 
November 2024, the Kremlin approved new nuclear 
doctrine, lowering the nuclear threshold as a signal to the 
West [27]. Further, the Kremlin withdrew its ratification of 
the CTBT, which prohibits all nuclear explosions, whether 
for military or for peaceful purposes. It suspended the New 
START treaty last year, which reduces nuclear arms 
between the US and Russia, and establishes a limit on 
deployed strategic warheads. Before that Moscow 
breached the INF Treaty, which had stipulated the 
prohibition of all US and Soviet missiles with ranges 
between 500 and 5,500 kilometres. 

In light of the foregoing, Russia’s lawfare in arms 
control undermines nuclear institutions and norms, 
including nonproliferation, nonuse, and nontesting [20, p. 
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4], thus increasing the risks for the global security 
architecture. On the other hand, Russia continues to pretend 
that it is adhering to arms control treaties, while 
modernizing its nuclear capabilities and escalating nuclear 
threats in order to advance its objectives in the war in 
Ukraine [28].  

Through lawfare Russia exploits successfully 
UNCLOS norms in order to increase its influence and 
sovereignty rights in the Arctic area. Moscow perceives the 
region as being of strategic importance for its defence 
planning and economic development, thus rebuilding its 
military capabilities and modernizing its regional military 
infrastructure [29]. Meanwhile, the Kremlin had made a 
claim to the Commission on the Limits of the Continental 
Shelf (CLCS) regarding North Pole territory. These claims 
have significantly increased its limits of the continental 
shelf beyond 200 M from the baselines in respect of the 
Arctic Ocean. While the CLCS did not approve the entirety 
of the approximate 2 million square kilometres claimed by 
the Russian Federation, the submission to a great extent 
was approved in February 2023, rejecting only 
approximately 300 000 square km of claimed entitlement 
[30]. The Russian claim collides with sovereignty demands 
of Greenland/Denmark and Canada, especially regarding 
the Lomonosov Ridge area. Even though the dispute is not 
resolved, and the recommendations of CLCS are not legally 
binding, they have normative value, since the Kremlin’s 
claim is recognized by the highest international authority in 
the field.  

Russia’s lawfare strategy is aimed at influencing the 
polar governance in its favour in the long-term, including 
the ability to exercise control, claim sovereignty rights over 
the Northern Sea Route, and generate denial capabilities 
[29]. However, this highly securitized and militarized 
approach to the Arctic area has direct negative 
consequences for other polar nations such as Canada, 
Denmark, Finland, Norway, Sweden, and US, which have 
experienced infringement of their maritime rights by 
Russia and are being engaged in another area of 
competition. 

Furthermore, the Kremlin applies lawfare in the UN 
Security Council (UNSC) to advance its own interests. For 
instance, Moscow’s decision to exercise a veto in March 
2024 against the United Nations’ renewal of the panel of 
UN experts blocks the ability of the international 
community to monitor North Korea’s compliance with 
international sanctions. Deepening Russia-North Korea 
relations, including via a new revised security alliance [31], 
would encourage Pyongyang to continue endangering the 
global security architecture by virtue of nuclear threats and 
the development of long-range ballistic missiles. 

While the US does not have a clear lawfare strategy like 
China or Russia, it has resorted to legal techniques in order 
to deal with foreign policy challenges in the past. In fact, 
there are several attempts to conceptualize, operationalize 
and legitimize lawfare in the US in order to create legal 
combat capabilities [32]. The decision of Washington to 
withdraw from the Treaty on Open Skies in 2020 and from 
the INF treaty in 2019 is an example of lawfare which 

aimed at addressing non-compliance issues with Russia. 
The Treaty on Open Skies allowed the parties, including 
the US and Russia, to operate unarmed observation flights 
over one another’s territory. Even though Washington’s 
actions had been provoked by Russia’s intentional and 
systematic violations of these treaties, they had a huge 
negative impact on the arms control efforts of the 
international community.  

The US employs lawfare by targeting geopolitical 
competitors with financial and economic sanctions [3], 
including China, Iran, Cuba, Venezuela, Russia, etc. These 
coercive measures have a significant negative effect on 
GDP growth and consumption in the targeted countries, as 
well as on their trade and foreign direct investments [33]. 
However, sanctions on such a scale as observed nowadays, 
might cause negative shocks within the world economy, 
capable of disrupting global supply chains and increasing 
costs for consumers and businesses the world over. 

Lawfare has also been used by weaker states against 
their stronger competitors. For instance, during the war, 
Ukraine has employed strategic litigation against Russia as 
a lawfare tactic. It has filed two cases at the ICJ and two 
arbitrations before the International Tribunal for the Law of 
the Sea. ICC investigations are also underway, as well as 
efforts to isolate Moscow from international institutions. 
Ukraine is also using domestic courts to prosecute Russian 
war criminals and to provide the international community 
with information regarding Russia’s violations of jus in 
bello. Furthermore, certain steps are being taken towards 
creating a Special Tribunal for the Crime of Aggression 
against Ukraine, within the framework of the Council of 
Europe.  

Another example of lawfare is Palestine’s inter-State 
communication against Israel before the Committee on the 
Elimination of Racial Discrimination with regard to Israel’s 
conduct in the Occupied Palestinian Territory (OPT). 
Moreover, in a nonbinding advisory opinion, in July 2024, 
ICJ ruled out in favour of Palestine that Israel’s continued 
presence in the OPT is unlawful [34] and must be ceased.  

The abovementioned cases of lawfare do not occur in a 
vacuum. They are interrelated and emerge in a digital era 
of fast-paced technological development, wherein states 
compete and cooperate with each other in order to secure 
resources and new technologies, including in the military 
domain. 

C. Lawfare in Conditions of Emerging and Disruptive 

Technologies 
Technological progress has defined every aspect of our 

lives. In the digital age, EDT such as big data, artificial 
intelligence (AI), blockchain, cloud-based solutions, and 
automation, have a profound effect on the business, 
economy, interstate relations, and on human interactions all 
over the world. On the one hand, these technologies can 
contribute for the realization of global sustainable 
development goals. In reference to security and defense, 
EDT are perceived as crucial components of national, 
institutional and economic growth, contributing to the 
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realization of strategic autonomy, technological and digital 
sovereignty, necessary for survival of the state [35].  

On the other hand, EDT are capable of eroding global 
security architecture if applied for malicious purposes. 
States are engaged in a competition in the field of 
innovation and breakthrough capabilities [36]. As a result, 
certain risks from the application of EDT have emerged for 
the global security architecture, as well as new dilemmas 
regarding strategic deterrence [37, p. 5]. EDT are defined 
as cutting-edge technological innovations capable of 
resolving sophisticated security and defence matters and 
providing strategic, operational or tactical advantage 
against the competitor [38], thus revolutionizing military 
affairs. 

Lawfare and EDT are intertwined. States wage lawfare 
to create and/or influence governing mechanisms that are 
meant to deal with EDT in the future. The main objectives 
might include securing better positions in terms of creating 
new and interpreting existing rules of law, which govern 
contested domains such as cyber or outer space; protecting 
own high-tech companies; ensuring better access to global 
supply chains, thus ensuring the flow of critical materials 
and resources necessary for technological development 
[39], [40].  

Meanwhile, the application of EDT by states in most of 
the cases is situated within the “grey zone” of international 
law, since rules of engagement are weak or do not exist. In 
other words, while there is no international legal 
framework that govern disruptive technologies [41], 
different geopolitical actors are exploiting this opportunity. 
For instance, cyber-attacks, initiated by Russia and China, 
against digitalized critical infrastructure, are difficult to 
attribute. And if successfully attributed, there is no law-
enforcement mechanism to be applied against them. 
Further, there is no comprehensive legal framework, 
regulating “dual activities” in outer space, examples of 
which are Beijing’s pursuit of space and counterspace 
capabilities [42] and its exploitation of maritime “grey” 
zone situations in South China Sea [43]. There is no 
universal consensus on a legal regime governing the use of 
generative AI, which can be exploited for spreading 
disinformation and propaganda by states such as China [44] 
and Russia.  

As part of EDT, the development of quantum 
computing capabilities can also be subsumed under the 
“grey zone” of international law. Harnessing the potential 
of quantum technologies can provide a state with the ability 
to read encrypted information transferred over the internet, 
thus obtaining access to critically sensitive information and 
securing strategic advantage over its opponents [45].  

IV.CONCLUSIONS 

International law has structural problems that should be 
addressed in an urgent manner. At the moment, the UN 
system is not capable of managing global security matters. 
Key UN institutions such as the ICJ and the UNSC are 
unreformed since 1945, as well as the UN Charter 
provisions on the peaceful settlement of disputes [46]. As a 

result, the propensity of states to refer to hard power-based 
methods and violence instead of international law to solve 
their contested matters is increasing. Revisionist powers 
such as Russia, China, and North Korea demonstrate 
willingness and resoluteness to undermine international 
law or misuse it for their own benefit. Meanwhile, the US 
is ready to wage lawfare in order to deter them.  

Although there is a notion that lawfare can operate as a 
positive “good” [7], the author’s point of view is that the 
more often states refer to legal warfare to achieve their 
strategic objectives, the greater the risks and threats 
become for the stability of international order. This applies 
especially in times of increasing geopolitical competition 
between leading powers, as we are witnessing today. This 
hypothesis has been tested and proven by the factual impact 
on the global security architecture of the aforementioned 
cases of Russian, Chinese, and American lawfare, as well 
as by the numbers from SIPRI’s Military Expenditure 
Database. 

 First, Russia’s legal warfare is likely to have the 
strongest negative impact on nuclear norms and 
institutions, as well as on the prohibition of the use of force 
in international relations. The Chinese lawfare gravely 
affects the maritime order that preserves the freedom of the 
seas, while the American legal warfare disrupts supply 
chains and create trade barriers on a global scale.  

Second, the increasing number of legal warfare cases 
during the last decade indicates that more states perceive 
international law as an instrument of power, which is not 
effective enough or capable of resolving interstate disputes 
in security, economy, maritime matters, etc. As a result, 
geopolitical actors more often refer to hard power-based 
methods to deal with their enemies and competitors. This 
negative trend has been statistically proven by the fact that 
the world military expenditure increased for the ninth 
consecutive year in 2023, reaching a total of 2 443 billion 
USD [11]. 

Overall, the potential for a global catastrophic risk has 
been increasing in recent years and appears likely to 
increase in the coming decade [47]. International law 
should be reinvented and legal culture has to be improved 
in order to meet these challenges and to manage the tectonic 
geopolitical shifts in the balance of power, including the 
strategic competition between the leading states of the day. 
Critical institutions of the UN system must be reformed in 
order to receive more legitimacy. At the moment, a lot of 
states are no longer believing in the absolute benefits of 
global cooperation, but are increasingly concerned that 
they are gaining less from the international order than 
others [48].  

A good starting point for reforms should be to transfer 
more powers related to security matters from the UNSC to 
the UN General Assembly in order to overcome the current 
deadlock [48]. Furthermore, an entirely new structure 
within the UN system, dealing with risk escalation 
management, based on global consensus, should be 
established and enabled as soon as possible. Last but not 
least, the international community has to create a legal 
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framework for the initiation of a dialogue on strategic 
stability between all nuclear powers.  

In an era of fast-paced technological developments and 
geopolitical competition, international law should be a 
driving force in defining a legal and ethical framework to 
minimize the negative effect of EDT on the global security 
architecture. International legal regimes and 
standardization are necessary in the fields of big data, 
quantum technologies, generative AI, bio-, nano-, 
geospatial technology, blockchain, cloud-computing, 
FinTech, etc. The “Soft Law” instruments should play an 
important role in this process, since they are more flexible 
than “hard law” in achieving consensus on such contested 
matters.  

Further, states must strengthen the concept of 
compliance (rule of observance) in international law. They 
should make extra efforts to uphold and reinforce nuclear 
norms in order to address the risk of weakening arms 
control in the context of EDT [20]. Moreover, new rules 
and principles of law protecting the development of 
technical standards in EDT, from malicious influence 
should be created and respected.  

The international community should achieve consensus 
on the existence and validity of jus cogens norms with 
universal legal force and legally binding effect. Well-timed 
and resolute collective countermeasures must be adopted 
all the time, when states decide to wage lawfare and 
perpetrate grave breaches of these norms. This would have 
a legitimizing and strengthening effect on international 
law. However, ignoring one’s systemic violations of 
imperative international rules and principles might 
motivate others to follow suit, which has the potential to 
bring the humankind back to the Hobbesian state of nature. 

REFERENCES 

[1] M. J. Mazarr, “Understanding competition. Great Power Rivalry 

in a Changing International Order - Concepts and Theories,” 

RAND Corporation, March 2022. [Online]. Available: 
https://www.rand.org/pubs/perspectives/PEA1404-1.html 
[Accessed November 03, 2024].  

[2] G. Elefteriu, W. Freer, and J. Rogers, “What is Strategic 

Advantage?,” Council of Geostrategy, November 2023. [Online]. 

Available: https://www.geostrategy.org.uk/research/what-is-

strategic-advantage/?cmplz-force-reload=1730636254400 
[Accessed November 03, 2024].  

[3] J. C. Pinos and M. F. Hau, Lawfare. New Trajectories in Law. 
London: Routledge, 2023. 

[4] M. E. O’Connell, The Power & Purpose of International Law: 

Insights from the Theory & Practice of Enforcement. New York: 
Oxford University Press, 2008. 

[5] M. Koskenniemi, “What Is International Law For?” in 

International Law, M. Evans, Ed. New York: Oxford University 
Press, 2018, pp. 28-50.  

[6] A. Ferey, “Towards a War of Norms? From Lawfare to Legal 

Operations,” Institut français des relations internationales, April 
2022. 

[7] C. J. Dunlap, Jr., “Lawfare Today: A Perspective,” Yale Journal 

of International Affairs, Winter 2008, pp. 146-154. 

[8] L. Sanders, “Lawfare in the 21st century,” in Routledge Handbook 

of the Future of Warfare, A. Gruszczak and S. Kaempf, Eds. New 
York: Routledge, 2024, 109-119. 

[9] D. Kuwali, “Local Conflict, Global Impact: Lawfare in Warfare,” 

Raoul Wallenberg Institute, September 2024. [Online]. Available: 

https://rwi.lu.se/blog/local-conflict-global-impact-lawfare-in-
warfare/ [Accessed November 14, 2024].  

[10] R. Brooks, “Rule of Law in the Gray Zone,” Modern War Institute 

at West Point, February 2018. [Online]. Available: 

https://mwi.westpoint.edu/rule-law-gray-zone/ [Accessed 
November 14, 2024].  

[11] N. Tian, D. L. Da Silva, X. Liang, and L. Scarazzato, “Trends in 

World Military Expenditure, 2023,” Stockholm International 

Peace Research Institute, April 2024. [Online]. Available: 

https://www.sipri.org/sites/default/files/2024-
04/2404_fs_milex_2023.pdf [Accessed November 14, 2024].  

[12] S. Lee, “China’s ‘Three Warfares’: Origins, Applications, and 

Organizations,” Journal of Strategic Studies, vol. 37, no. 2, pp. 

198-221, April 2014. [Online]. Available: 
https://doi.org/10.1080/01402390.2013.870071 [Accessed 
November 14, 2024]. 

[13] The Republic of Philippines v. The People's Republic of China, 

Permanent Court of Arbitration, Case number 2013–19, pp. 471-
477, July 2016. [Online]. Available: 

https://pcacases.com/web/sendAttach/2086 [Accessed November 
16, 2024].  

[14] D. Guilfoyle, “The rule of law and maritime security: 

Understanding lawfare in the South China Sea,” International 

Affairs, vol. 95, no. 5, pp. 999-1017, May 2019. [Online]. 

Available: 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3378904 
[Accessed November 16, 2024].  

[15] D. Cheng, “China and Space: The Next Frontier of Lawfare,” 

United States Institute of Peace, August 2023 [Online]. Available: 

https://www.usip.org/publications/2023/08/china-and-space-next-
frontier-lawfare [Accessed November 16, 2024]. 

[16] B. A. White, “Reordering the Law for a China World Order: 

China’s Legal Warfare Strategy in Outer Space and Cyberspace,” 
Journal of National Security Law & Policy, vol. 11, no. 435, pp. 

435-488, June 2021. [Online]. Available: https://jnslp.com/wp-

content/uploads/2021/06/Reordering-the-Law-for-a-China-World-
Order_2.pdf [Accessed November 16, 2024]. 

[17] O. F. Kittrie, Lawfare. Law as Weapon of War. Oxford: Oxford 
University Press, 2016. 

[18] J. Foley, “Multi-Domain Legal Warfare: China’s Coordinated 

Attack on International Rule of Law,” Lieber Institue at West 
Point, May 2024. [Online]. Available: 

https://lieber.westpoint.edu/multi-domain-legal-warfare-chinas-

coordinated-attack-international-rule-law/ [Accessed November 
16, 2024].  

[19] M. Voyger, “Russian Lawfare – Russia’s Weaponisation Of 

International And Domestic Law: Implications For The Region 

And Policy Recommendations,” Journal on Baltic Security, vol. 4, 
no. 2, pp. 35-42, December 2018. [Online]. Available: 

https://journalonbalticsecurity.com/journal/JOBS/article/54/info 
[Accessed November 16, 2024]. 

[20] H. Williams and D. Horschig, “House of Cards? Nuclear Norms in 

an Era of Strategic Competition,” Center for Strategic and 
International Studies, July 2018. [Online]. Available: 

https://www.csis.org/analysis/house-cards [Accessed November 
16, 2024].  

[21] J. A. Green, C. Henderson, and T. Ruys, “Russia’s attack on 

Ukraine and the jus ad bellum,” Journal on the Use of Force and 

International Law, vol. 9, no. 1, pp. 4-30, March 2022. [Online]. 

Available: https://doi.org/10.1080/20531702.2022.2056803 
[Accessed November 16, 2024]. 

[22] A. S. Bowen and M. C. Weed, “War Crimes in Ukraine,” 

Congressional Research Service, Report № R47762, Washington, 

October 2023. [Online]. Available: 

https://www.rand.org/pubs/perspectives/PEA1404-1.html
https://www.geostrategy.org.uk/research/what-is-strategic-advantage/?cmplz-force-reload=1730636254400
https://www.geostrategy.org.uk/research/what-is-strategic-advantage/?cmplz-force-reload=1730636254400
https://rwi.lu.se/blog/local-conflict-global-impact-lawfare-in-warfare/
https://rwi.lu.se/blog/local-conflict-global-impact-lawfare-in-warfare/
https://mwi.westpoint.edu/rule-law-gray-zone/
https://www.sipri.org/sites/default/files/2024-04/2404_fs_milex_2023.pdf
https://www.sipri.org/sites/default/files/2024-04/2404_fs_milex_2023.pdf
https://doi.org/10.1080/01402390.2013.870071
https://pcacases.com/web/sendAttach/2086
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3378904
https://www.usip.org/publications/2023/08/china-and-space-next-frontier-lawfare
https://www.usip.org/publications/2023/08/china-and-space-next-frontier-lawfare
https://jnslp.com/wp-content/uploads/2021/06/Reordering-the-Law-for-a-China-World-Order_2.pdf
https://jnslp.com/wp-content/uploads/2021/06/Reordering-the-Law-for-a-China-World-Order_2.pdf
https://jnslp.com/wp-content/uploads/2021/06/Reordering-the-Law-for-a-China-World-Order_2.pdf
https://lieber.westpoint.edu/multi-domain-legal-warfare-chinas-coordinated-attack-international-rule-law/
https://lieber.westpoint.edu/multi-domain-legal-warfare-chinas-coordinated-attack-international-rule-law/
https://journalonbalticsecurity.com/journal/JOBS/article/54/info
https://www.csis.org/analysis/house-cards
https://doi.org/10.1080/20531702.2022.2056803


Environment. Technology. Resources. Rezekne, Latvia 

Proceedings of the 16th International Scientific and Practical Conference. 2025. Volume V, 363-370 

369 

https://crsreports.congress.gov/product/pdf/R/R47762 [Accessed 
November 16, 2024].  

[23] Allegations of Genocide under the Convention on the Prevention 

and Punishment of the Crime of Genocide (Ukraine v. Russian 

Federation), International Court of Justice, Request for the 

Indication of Provisional Measures, Order of 16 March 2022. 
[Online]. Available: https://www.icj-cij.org/node/106135 
[Accessed November 16, 2024]. 

[24] Application of the International Convention for the Suppression of 

the Financing of Terrorism and of the International Convention on 
the Elimination of All Forms of Racial Discrimination (Ukraine v. 

Russian Federation), International Court of Justice, Judgement of 

31 January 2024. [Online]. Available: https://www.icj-
cij.org/node/203473 [Accessed November 16, 2024]. 

[25] E. Fabrichnaya and G. Faulconbridge, “What and where are 

Russia’s $300 billion in reserves frozen in the West?” Reuters, 

December 2023. [Online]. Available: 
https://www.reuters.com/world/europe/what-where-are-russias-

300-billion-reserves-frozen-west-2023-12-28/ [Accessed 
November 18, 2024].  

[26] NKO AO National Settlement Depository v Council of the 

European Union, General Court of the European Union, 

Judgment in Case T-494/22, September 2024. [Online]. Available: 

https://curia.europa.eu/juris/documents.jsf?num=T-494/22 
[Accessed November 18, 2024].  

[27] G. Faulconbridge and A. Kolodyazhnyy, “Putin issues warning to 

United States with new nuclear doctrine,” Reuters, November 

2024. [Online]. Available: 
https://www.reuters.com/world/europe/putin-issues-warning-us-

with-new-nuclear-doctrine-2024-11-19/ [Accessed November 19, 
2024].  

[28] H. Williams, K. Hartigan, L. MacKenzie, and R. Younis, “Russian 

Nuclear Calibration in the War in Ukraine,” Center for Strategic 

and International Studies, February 2024. [Online]. Available: 

https://www.csis.org/analysis/russian-nuclear-calibration-war-
ukraine [Accessed November 16, 2024].  

[29] M. Boulègue, “The militarization of Russian polar politics,” The 

Royal Institute of International Affairs, October 2023. [Online]. 

Available: https://www.chathamhouse.org/2022/06/militarization-
russian-polar-politics/summary [Accessed November 18, 2024]. 

[30] B. Kunoy, “Recommendations on the Russian Federation’s 

Proposed Outer Continental Shelf in the Arctic Area,” Blog of the 

European Journal of International Law, March 2023. [Online]. 
Available: https://www.ejiltalk.org/recommendations-on-the-

russian-federations-proposed-outer-continental-shelf-in-the-arctic-
area/ [Accessed November 18, 2024].  

[31] V. Cha and E. Kim, “The New Russia-North Korea Security 

Alliance,” Center for Strategic & International Studies, June 

2024. [Online]. Available: https://www.csis.org/analysis/new-

russia-north-korea-security-alliance [Accessed November 19, 
2024]. 

[32] J. Williams, “Legitimizing and Operationalizing US Lawfare: The 

Successful Pursuit of Decisive Legal Combat in the South China 

Sea,” Journal of Indo-Pacific Affairs, December 2020. [Online]. 
Available: 

https://www.airuniversity.af.edu/JIPA/Display/Article/2452650/le

gitimizing-and-operationalizing-us-lawfare-the-successful-pursuit-
of-decisive/ [Accessed February 01, 2025]. 

[33] J. Gutmann, M. Neuenkirch, and F. Neumeier, “The economic 

effects of international sanctions: An event study,” Journal of 

Comparative Economics, vol. 51, no. 4, pp. 1214-1231, December 
2023. [Online]. Available: 

https://doi.org/10.1016/j.jce.2023.05.005 [Accessed February 01, 

2025]. 

[34] Legal Consequences arising from the Policies and Practices of 
Israel in the Occupied Palestinian Territory, including East 

Jerusalem - The Court gives its Advisory Opinion and responds to 
the questions posed by the General Assembly, International Court 

of Justice, 19 July 2024. [Online]. Available: https://www.icj-

cij.org/sites/default/files/case-related/186/186-20240719-pre-01-
00-en.pdf [Accessed February 01, 2025]. 

[35] R. Csernatoni, “The EU’s hegemonic imaginaries: from European 

strategic autonomy in defence to technological sovereignty,” 

European Security, vol 31, no. 3, pp. 395-414, September 2022. 
[Online]. Available: 

https://doi.org/10.1080/09662839.2022.2103370 [Accessed 
November 19, 2024]. 

[36] S. Adorf, A. Knack, B. Ohara, and M. Shizu, “Exiting Normal: 

Emerging Disruptive Technologies and their Impact on Military 
Operations and Equipment,” GLOBSEC Policy Institute & 

Sasakawa Peace Foundation, September 2021. [Online]. 
Available: https://www.globsec.org/what-we-

do/publications/exiting-normal-emerging-disruptive-technologies-
and-their-impact-military [Accessed November 18, 2024].  

[37] J. Bergeron, “Emerging disruptive technologies: Dilemmas of 

deterrence,” Council on Geostrategy, May 2024. [Online]. 
Available: https://www.geostrategy.org.uk/research/emerging-

disruptive-technologies-dilemmas-of-deterrence/ [Accessed 
November 18, 2024].  

[38] R. Csernatoni and B. O. Martins, “Disruptive Technologies for 

Security and Defence: Temporality, Performativity and 

Imagination,” Geopolitics, vol. 29, no. 3, pp. 849-872, June 2023. 

[Online]. Available: 
https://doi.org/10.1080/14650045.2023.2224235 [Accessed 
November 19, 2024]. 

[39] D. Criekemans, “Geotechnical Ensembles: How New 

Technologies Change Geopolitical Factors and Contexts in 

Economy, Energy, and Security,” in Geopolitics and International 

Relations. Grounding World Politics Anew, D. Criekemans, Ed. 
Leiden: Brill, 2023, pp. 61-96. 

[40] G. Csurgai, “The Increasing Importance of Geoeconomics in 

Power Rivalries: From the Past to the Present,” in Geopolitics and 

International Relations. Grounding World Politics Anew, D. 
Criekemans, Ed. Leiden: Brill, 2023, pp. 244-257. 

[41] T. Christou and I. Walden, “Legal and Regulatory Implications of 

Disruptive Technologies in Emerging Market Economies,” Centre 

for Commercial Law Studies, August 2018. [Online]. Available: 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3230674 
[Accessed November 19, 2024]. 

[42] A. Schaffer and K. Bingen, “Engaging China on Space with Eyes 

Wide Open,” Center for Strategic & International Studies, 

October 2024. [Online]. Available: 
https://www.csis.org/analysis/engaging-china-space-eyes-wide-

open [Accessed November 18, 2024]. 

[43] Y. Shinji, Y. Masaaki, and M. Rira, “China’s Quest for Control of 

the Cognitive Domain and Gray Zone Situations,” National 
Institute for Defense Studies, Japan, 2023. [Online]. Available: 

https://www.nids.mod.go.jp/publication/chinareport/pdf/china_rep
ort_EN_web_2023_A01.pdf [Accessed November 21, 2024].  

[44] N. Beauchamp-Mustafaga, K. Green, W. Marcellino, S. Lilly, and 
J. Smith, “Dr. Li Bicheng, or How China Learned to Stop 

Worrying and Love Social Media Manipulation. Insights Into 

Chinese Use of Generative AI and Social Bots from the Career of 
a PLA Researcher,” RAND Corporation, October 2024. [Online]. 

Available: https://www.rand.org/pubs/research_reports/RRA2679-
1.html [Accessed November 20, 2024].  

[45] E. Parker, “When a Quantum Computer Is Able to Break Our 
Encryption, It Won't Be a Secret,” RAND Corporation, September 

2023. [Online]. Available: 

https://www.rand.org/pubs/commentary/2023/09/when-a-
quantum-computer-is-able-to-break-our-encryption.html 
[Accessed November 18, 2024].  

https://crsreports.congress.gov/product/pdf/R/R47762
https://www.icj-cij.org/node/106135
https://www.icj-cij.org/node/203473
https://www.icj-cij.org/node/203473
https://www.reuters.com/world/europe/what-where-are-russias-300-billion-reserves-frozen-west-2023-12-28/
https://www.reuters.com/world/europe/what-where-are-russias-300-billion-reserves-frozen-west-2023-12-28/
https://curia.europa.eu/juris/documents.jsf?num=T-494/22
https://www.reuters.com/world/europe/putin-issues-warning-us-with-new-nuclear-doctrine-2024-11-19/
https://www.reuters.com/world/europe/putin-issues-warning-us-with-new-nuclear-doctrine-2024-11-19/
https://www.csis.org/analysis/russian-nuclear-calibration-war-ukraine
https://www.csis.org/analysis/russian-nuclear-calibration-war-ukraine
https://www.chathamhouse.org/2022/06/militarization-russian-polar-politics/summary
https://www.chathamhouse.org/2022/06/militarization-russian-polar-politics/summary
https://www.ejiltalk.org/recommendations-on-the-russian-federations-proposed-outer-continental-shelf-in-the-arctic-area/
https://www.ejiltalk.org/recommendations-on-the-russian-federations-proposed-outer-continental-shelf-in-the-arctic-area/
https://www.ejiltalk.org/recommendations-on-the-russian-federations-proposed-outer-continental-shelf-in-the-arctic-area/
https://www.csis.org/analysis/new-russia-north-korea-security-alliance
https://www.csis.org/analysis/new-russia-north-korea-security-alliance
https://www.airuniversity.af.edu/JIPA/Display/Article/2452650/legitimizing-and-operationalizing-us-lawfare-the-successful-pursuit-of-decisive/
https://www.airuniversity.af.edu/JIPA/Display/Article/2452650/legitimizing-and-operationalizing-us-lawfare-the-successful-pursuit-of-decisive/
https://www.airuniversity.af.edu/JIPA/Display/Article/2452650/legitimizing-and-operationalizing-us-lawfare-the-successful-pursuit-of-decisive/
https://doi.org/10.1016/j.jce.2023.05.005
https://www.icj-cij.org/sites/default/files/case-related/186/186-20240719-pre-01-00-en.pdf
https://www.icj-cij.org/sites/default/files/case-related/186/186-20240719-pre-01-00-en.pdf
https://www.icj-cij.org/sites/default/files/case-related/186/186-20240719-pre-01-00-en.pdf
https://doi.org/10.1080/09662839.2022.2103370
https://www.globsec.org/what-we-do/publications/exiting-normal-emerging-disruptive-technologies-and-their-impact-military
https://www.globsec.org/what-we-do/publications/exiting-normal-emerging-disruptive-technologies-and-their-impact-military
https://www.globsec.org/what-we-do/publications/exiting-normal-emerging-disruptive-technologies-and-their-impact-military
https://www.geostrategy.org.uk/research/emerging-disruptive-technologies-dilemmas-of-deterrence/
https://www.geostrategy.org.uk/research/emerging-disruptive-technologies-dilemmas-of-deterrence/
https://doi.org/10.1080/14650045.2023.2224235
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3230674
https://www.csis.org/analysis/engaging-china-space-eyes-wide-open
https://www.csis.org/analysis/engaging-china-space-eyes-wide-open
https://www.nids.mod.go.jp/publication/chinareport/pdf/china_report_EN_web_2023_A01.pdf
https://www.nids.mod.go.jp/publication/chinareport/pdf/china_report_EN_web_2023_A01.pdf
https://www.rand.org/pubs/research_reports/RRA2679-1.html
https://www.rand.org/pubs/research_reports/RRA2679-1.html
https://www.rand.org/pubs/commentary/2023/09/when-a-quantum-computer-is-able-to-break-our-encryption.html
https://www.rand.org/pubs/commentary/2023/09/when-a-quantum-computer-is-able-to-break-our-encryption.html


Zhuliyan Zhelezov. Implications of International Lawfare for the Global Security Architecture 

370 

[46] A. Lopez-Claros, A. L. Dahl, and M. Groff, Global Governance 

and the Emergence of Global Institutions for the 21st Century. 
Cambridge: Cambridge University Press, 2020, pp. 208-235. 

[47] H. H. Willis et al., “Global Catastrophic Risk Assessment,” RAND 

Corporation, October 2024. [Online]. Available: 
https://www.rand.org/pubs/research_reports/RRA2981-1.html 
[Accessed November 20, 2024]. 

[48] T. Bunde, S. Eisentraut, and L. Schütte, “Munich Security Report, 

2024: Lose-Lose?” Presented at the Munich Security Conference 

2024, Munich, Germany, February 2024. [Online]. Available: 

https://securityconference.org/en/publications/munich-security-
report-2024/ [Accessed November 18, 2024]. 

[49] R. Gowan, “The UN Security Council between Rifts and Reform,” 

International Crisis Group, July 2023. [Online]. Available: 

https://www.crisisgroup.org/global/un-security-council-between-
rifts-and-reform [Accessed November 19, 2024]. 

 

 

https://www.rand.org/pubs/research_reports/RRA2981-1.html
https://securityconference.org/en/publications/munich-security-report-2024/
https://securityconference.org/en/publications/munich-security-report-2024/
https://www.crisisgroup.org/global/un-security-council-between-rifts-and-reform
https://www.crisisgroup.org/global/un-security-council-between-rifts-and-reform

