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VIDE. TEHNOLOGIJA. RESURSI. 16. starptautiskas zinatniski praktiskas konferences materiali. 2025.gada 19.-20.
junijs. 5.sejums: RTU Rézeknes akadémija, Rézekne, Latvija, 2025. 370 lpp.

ENVIRONMENT. TECHNOLOGY. RESOURCES. Proceedings of the 16" International Scientific and Practical
Conference on June 19-20, 2025. Volume V: Rezekne Academy of Riga Technical University, Rezekne, Latvia, 2025. pp.
370.

16.starptautiskas zinatniski praktiskas konferences “Vide. Tehnologija. Resursi” materialos Getros s€jumos ir parstaveti jaunakie
pétijumi vides inZenierzinatng, vides un dabas aizsardziba, ilgtspgjiga lauksaimnieciba, energétika, materialzinatné, mehanika,
metalapstradg, lazeru tehnologijas, matematiskaja modelésana, elektrotehnika, vides ekonomika un vadiba, informacijas tehnologijas
un sociotehnisko sistému modelésana, vides izglitiba un ilgtsp&jigas attistibas procesos, izglitiba inZenierzinatnés, aizsardzibas un
drosibas tehnologijas. Krajuma parstavéto pétijumu joma ir daudzpusiga un starpdisciplinara, balstita uz starptautisko zinatnieku
kolekttvu sasniegumu rezultatiem. Konferences materialos ieklauti 317 zinatniskie raksti. Konferences dalibnieki parstav 28 valstis.

16.starptautiskas zinatniski praktiskas konferences “Vide. Tehnologija. Resursi” norises vieta ir RTU Rézeknes akadémija, Rézekne,
Latvija.

Proceedings of the 16" International Scientific and Practical Conference “Environment. Technology. Resources” include recent
research in fields of engineering, environmental and nature protection, sustainable agriculture, energy, material science, mechanics,
metalworking, laser technologies, mathematical modelling, electrical engineering, environmental economics and management,
information technologies and sociotechnical systems modelling, environmental education and sustainable development, education in
engineering sciences, defense and security technologies. The research area presented in the proceedings is comprehensive and cross-
disciplinary, on the advances of international researchers. The proceedings comprise 317 scientific papers. Conference participants
represent 28 countries.

16th International Scientific and Practical Conference “Environment. Technology. Resources.” hosted by Rezekne Academy of Riga
Technical University, Rezekne, Latvia

https://conferences.rta.lv/index.php/ETR/ETR2025
Link to conference proceedings: http://journals.rta.lv/index.php/ETR
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Abstract - The necessity of individualizing military
training for cadets and servicemen is driven by technological
advancements and changes in combat tactics. The specialized
literature emphasizes the importance and timeliness of an
individualized approach; however, the methods of its
implementation are not specified. Purpose. The study aims to
identify groups of cadets with similar professionally
important qualities, develop their characteristics, and justify
approaches to individualizing the process of physical training
and sports to enhance the effectiveness of military-
professional activities. Methodology. A survey was conducted
among cadets (n=282) of the Kyiv Institute of the National
Guard of Ukraine. The questionnaire included standard
methodologies for assessing anxiety levels (STAI), emotional
control (Cortlaud Emotional Control Scale), life satisfaction
(SWLS, Diener, Emmons, Larsen, and Griffith), and coping
strategies (R. Lazarus and S. Folkman). The physical fitness
levels of cadets (n=282) were also tested. Descriptive statistics
and cluster analysis methods were applied. Results. The
cadets were divided into clusters based on their physical
fitness and psycho-emotional characteristics. Five groups
with relatively homogeneous indicators were identified. We
developed "profiles”" of psychophysical preparedness. The
use of these profiles allowed us to substantiate approaches to
individualizing the physical training and sports processes for
cadets of five different types to ensure effective military-
professional training. During physical training, appropriate

physical loads were selected for cadets in each group,
considering volume and intensity. Recommendations were
provided on suitable physical activities for independent
training for cadets of different types. Conclusions. The
implementation of an individualized approach to cadets'
physical training, particularly through group segmentation,
improves their professionally important qualities, enhances
physical fitness, and increases competencies in physical
education and sports, ultimately contributing to the
effectiveness of their military-professional activities.

Keywords: physical fitness, anxiety, emotional control, life
satisfaction, coping strategies.

L INTRODUCTION

In the current context of military aggression on the
territory of Ukraine, there is an urgent need to improve the
psychophysical readiness of military personnel. This
necessity is driven by the insufficient preparedness of
security and defense sector personnel to operate
effectively under extreme and psychologically challenging
conditions [1; 2; 3]. Psychophysical readiness plays a
crucial role in ensuring the long-term effectiveness of
professional activity in stressful environments [4; 5].
Physical training and sports are foundational to the
professional development of future specialists [6; 7], as
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there is a proven link between physical fitness and psycho-
emotional stability [8; 9]. Recent research also highlights
the importance of individualizing military training for
cadets and service members [10—13]. However, the lack of
consistent and systematic data in the specialized literature
complicates the development of effective training
programs for cadets of higher educational institutions of
the National Guard of Ukraine. This undermines their
ability to perform professional duties efficiently, resist
burnout, and ultimately weakens national defense and
public safety. The aim of the study is to identify groups of
cadets with similar professionally significant qualities,
develop their characteristics, and justify approaches to the
individualization of physical training and sports to

improve the effectiveness of their military-professional
activities.

II. MATERIALS AND METHODS

A survey was conducted among cadets (n=282) of the
Kyiv Institute of the National Guard of Ukraine. The
questionnaire included standardized methods to determine
the level of anxiety (STAI), emotional control (Cortlaud
Emotional Control Scale), life satisfaction (SWLS,
Diener, Emmons, Larsen, and Griffith), and coping
strategies (R. Lazarus and S. Folkman). The level of
physical fitness of cadets (n=282) was also tested.

TABLE 1 PHYSICAL FITNESS INDICATORS OF CADET CLUSTERS

Indicators Clusters M SD SE Score Median | Variance Shapiro-Wilk
points W P
3000 m run, sec 1 741,65 | 43.38 9.0466 5 750.00 1882.328 0.941 0.187
2 782.64 | 70.28 13.2834 3 780.00 4940.534 0.967 0.496
3 773.44 | 33.32 4.1991 3 780.00 1110.832 0.909 <.001
4 751.11 | 32.92 3.8275 4-5 750.00 1084.098 0.964 0.033
5 767.83 | 38.22 7.8030 3-4 765.00 1461.275 0.898 0.020
Shuttle run 10x10 1 54.22 7.61 1.5867 2 53.00 57.905 0.949 0.283
m, sec 2 28.54 5.90 1.1156 4 27.00 34.851 0.842 <.001
3 31.86 5.96 0.7450 2 29.00 35.520 0.874 <.001
4 30.43 5.37 0.6247 2 28.00 28.879 0.851 <.001
5 55.50 7.54 1.5405 2 54.00 56.957 0.936 0.134
Pull-over exercise, 1 7.65 3.47 0.7240 5 6.00 12.055 0.850 0.003
reps 2 10.75 791 1.4957 5 10.00 62.639 0.910 0.020
3 6.14 3.80 0.4750 5 5.00 14.440 0.811 <.001
4 8.57 5.03 0.5855 5 6.00 25.372 0.751 <.001
5 5.25 2.27 0.4633 4 4.50 5.152 0.832 0.001
Pull-ups on a 1 16.17 4.07 0.8497 5 15.00 16.605 0.927 0.096
horizontal bar, reps 2 16.96 6.05 1.1449 5 17.50 36.702 0.975 0.726
3 12.81 3.06 0.3831 3 13.00 9.393 0.974 0.202
4 15.49 435 0.5063 5 15.00 18.966 0.953 0.008
5 12.67 2.03 0.4156 3 13.00 4.145 0.951 0.278
Grenade throwing, 1 40.78 6.09 1.2698 5 38.00 37.087 0.881 0.011
m 2 35.68 | 12.50 2.3632 4 35.00 156.374 0.937 0.093
3 34.17 6.45 0.8069 4 34.50 41.668 0.936 0.003
4 38.09 8.78 1.0209 5 36.00 77.128 0.745 <.001
5 34.17 6.09 1.2448 4 34.00 37.188 0.968 0.608
Complex strength 1 56.61 9.14 1.9077 5 55.00 83.704 0.795 <.001
exercise, reps 2 50.57 | 12.90 2.4389 4 52.00 166.550 0.894 0.008
3 48.84 5.28 0.6600 4 48.50 27.880 0.940 0.004
4 51.97 5.80 0.6743 5 52.00 33.643 0.930 <.001
5 48.58 3.61 0.7370 4 49.50 13.036 0.885 0.011
Pistol shooting, hits 1 2.83 0.38 0.0808 4 3.00 0.150 0.463 <.001
2 2.82 0.39 0.0737 4 3.00 0.152 0.468 <.001
3 2.59 0.52 0.0658 4 3.00 0.277 0.660 <.001
4 2.74 0.47 0.0546 4 3.00 0.221 0.558 <.001
5 2.79 0.41 0.0847 4 3.00 0.172 0.503 <.001
Obstacle course, sec 1 101.74 | 8.75 1.8245 4-5 102.00 76.565 0.964 0.543
2 163.39 | 11.80 2.2309 2 162.00 139.358 0.934 0.080
3 126.97 | 6.37 0.7974 3 129.00 40.697 0.943 0.005
4 103.14 | 7.65 0.8904 4 104.00 58.666 0.909 <.001
5 122.17 | 8.95 1.8274 3 121.00 80.145 0.957 0.386

To quantitatively describe the empirical data, the
method of descriptive statistics was applied. Cluster
analysis was performed to identify groups of cadets with
similar characteristics, needs, or behaviors and to segment
them into groups. This segmentation allows for a better
understanding of the target audience of cadets and

facilitates the development of more effective training
strategies for them.

III. RESULTS AND DISCUSSION

Physical Readiness. The analysis of indicators (Table
1) showed that a normal distribution was mostly not
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observed. The summarized data confirmed that all cadet
clusters demonstrated a high level of physical qualities.
The only test in which cadets performed poorly was the
shuttle run (10x10 m), as indicated by low scores in four
clusters.

Based on the generalization of the results of our study,
we were able to distinguish five clusters of cadets with
relatively homogeneous psycho-emotional indicators and
physical fitness levels. The cluster analysis provided
comprehensive information about the performance levels
and their assessments for representatives of each cluster.

Cadets in the first cluster were characterized by
relatively high physical fitness levels. They exhibited
well-developed endurance, strength endurance, and
specialized endurance. However, their performance in the
shuttle run 10x10 m (54.22+7.61 s) indicated a low level
of specialized (speed) endurance.

The second cluster demonstrated the highest
performance in the pull-over exercise (10.75+7.91 reps)
and pull-ups on a horizontal bar (16.96+6.05 reps), which
received the highest scores. This suggests a relatively
superior level of upper body strength and strength
endurance.

The third cluster had average results in almost all test
exercises. They showed a relatively low level of

specialized endurance but a high level of upper body
strength endurance. The fourth cluster stood out with the
highest overall physical fitness level. Their performance in
grenade throwing (38.09+8.78 m) indicated the highest
level of speed strength. The only weak point was the
shuttle run, which received a low score (2 points), although
their result (30.43+5.37 s) was not the worst among the
clusters.

In contrast, the fifth cluster had the lowest level of
physical fitness. The results of five test exercises were
significantly lower than those of the other clusters.

Psycho-emotional indicators (Table 2). The life
satisfaction scores (23.61+£6.68 points) characterized
participants of the first two clusters as somewhat satisfied
with life. In contrast, in the third cluster, this score
(20.68+7.54 points) was closest to the average level (20
points). The fifth cluster was conditionally named the
"average group" since none of its indicators were rated as
extreme (either maximum or minimum) compared to other
clusters. The second and third clusters contained the most
and least satisfied cadets, respectively.

TABLE 2 PSYCHO-EMOTIONAL INDICATORS OF CADET CLUSTERS

General data Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5
Indicators
Mean SE Mean SD Mean SD Mean SD Mean SD Mean SD
Life Satisfaction 2228 | 04438 | 22.63 | 7.85 | 23.61 | 6.68 | 20.68 | 7.54 21.61 | 884 | 22.70 | 7.18
State Anxiety 57.10 | 0.6145 | 59.42 | 10.83 | 58.00 | 1041 | 5625 | 959 | 54.87 | 9.50 | 57.87 | 10.27
Trait Anxiety 58.84 | 0.6354 | 60.08 | 10.75 | 59.58 | 10.57 | 57.21 | 1227 | 57.43 | 831 | 59.11 | 10.99
Aggression Control | 15.66 | 02709 | 15.92 | 459 | 1645 | 3.98 | 1550 | 4.89 15.04 | 438 | 16.11 | 4.32
Depression Control | 14.35 | 02924 | 13.67 | 4.45 | 14.95 | 4.60 | 14.07 | 5.62 13.70 | 5.09 | 14.47 | 4.82
Anxiety Control 13.61 | 02423 | 13.67 | 3.56 | 1431 | 324 | 1411 | 561 13.74 | 3.80 | 14.13 | 3.97
Confrontational 703 | 02302 | 654 | 345 | 689 | 352 | 7.71 4.46 6.04 | 378 | 7.02 | 3.74
Coping
Distancing 652 | 02291 | 579 | 3.01 | 700 | 332 | 732 | 455 6.09 | 3.82 | 683 | 3.6l
Self-Control 8.56 | 02717 | 8.13 | 395 | 9.02 | 444 | 921 5.51 783 | 451 | 888 | 4.60
Seeking Support 739 | 02327 | 658 | 3.26 | 7.78 3.55 8.36 5.04 6.30 397 | 7.67 | 3.92
Acoeptance of 461 | 01639 | 450 | 247 | 486 | 238 | 482 | 333 426 | 305 | 478 | 2.63
Responsibility
Escape-Avoidance | 795 | 02796 | 7.46 | 3.81 | 7.88 | 436 | 939 | 5.8 696 | 3.84 | 8.16 | 4.69
Problem-Solving 938 | 02889 | 883 | 468 | 977 | 481 | 954 | 519 826 | 450 | 952 | 485
Planning
Positive Reappraisal | 8.98 | 02784 | 7.71 | 356 | 9.13 | 450 [ 1057 | 5.32 748 | 447 | 9.18 | 4.60
The highest anxiety scores, both state anxiety lowest (13.67+4.45 points and 13.67+£3.56 points,

(59.42+£10.83 points) and trait anxiety (60.08+10.75
points), were observed among cadets in the first cluster.
Meanwhile, cadets in the fourth cluster had relatively
lower anxiety levels (54.87+9.50 points and 57.43+8.31
points, respectively).

The level of emotional control was moderate across all
clusters. However, the control (suppression) of anxiety and
depression in cadets of the first cluster was relatively the
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respectively). The highest indicators of emotional control
were observed in the second cluster, indicating a relatively
high level of suppression (aggression — 16.45+3.98 points,
depression — 14.954+4.60 points, anxiety — 14.31+£3.24
points). The anger levels of cadets in the fourth cluster
were relatively the lowest (15.04+0.914 points).

Confrontational coping was the lowest in cadets of the
fourth cluster and was rated below the general data level
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(6.04+4.38 points), indicating a low level. Similar low
values were recorded in the first cluster (6.5443.45 points).
The highest indicators of confrontational coping were
found in cadets of the third cluster (7.71+4.46 points).

A similar situation was observed in distancing: the
lowest indicator was recorded in cadets of the first cluster,
rated below the general data level (5.79+£3.01 points),
which is considered a low level. Low values were also
noted in the fourth cluster (6.09+3.82 points), while the
highest values were recorded in the third cluster
(7.32+4.55 points).

In the coping strategy of seeking support, the trend was
similar: it was the lowest in cadets of the fourth cluster and
was rated below the general data level (6.30+3.97 points),
indicating a low level. Low values were also observed in
the first cluster (6.58+3.26 points). The highest values
were found in the third cluster (8.36+5.04 points).

Self-control showed a similar pattern, except that
cadets in the first cluster had moderate rather than low
indicators (8.13+3.95 points). However, cadets of the third
cluster had the highest values (9.214£5.51 points),
consistent with previous subscales. Cadets of the fourth
cluster had the lowest values relative to other clusters
(7.83+4.51 points), but these were rated as moderate rather
than low, unlike the previous subscales.

For the escape-avoidance subscale, cadets of the third
cluster had slightly higher indicators (9.39+5.58 points)
than in previous subscales. The lowest values were found
in cadets of the fourth cluster (6.96+£3.84 points), which
were considered low.

Regarding positive reappraisal, cadets of the third
cluster had the highest indicators (10.57£5.32 points)
compared to previous subscales, rated as a moderate level.
Cadets of the fourth cluster had the lowest indicators
relative to other clusters (7.48+4.47 points), also rated as a
moderate level.

For the acceptance of responsibility subscale, all
clusters were rated at a low level. However, the lowest
values were in the fourth cluster (4.26+3.05 points), while
the highest were not in the third but in the second cluster
(4.86%0.297 points).

The same trend was observed for the problem-solving
planning coping strategy: the lowest indicators were found
in the fourth cluster (8.26+4.50 points), while the highest
were in the second cluster (9.77+4.81 points). The only
difference was that these indicators were rated as
moderate.

Thus, five "profiles" of cadets' psychophysical
readiness were developed, grouping individuals with
similar professionally important qualities. Summarizing
the results of this study and the data from specialized
literature allowed us to substantiate approaches to
individualizing physical training and sports for cadets of
five types to ensure successful preparation for military-
professional activities.

TABLE 3 RECOMMENDED MEANS OF PHYSICAL
ACTIVITY FOR CADETS OF DIFFERENT TYPES OF
PSYCHOPHYSICAL READINESS

Means of Physical Training and | Types

Sports A|B| C|D|E
Team sports * KLFE
Aerobic exercises: CrossFit, *

sports orienteering, tennis,
swimming, etc.

Beep test, shuttle run 10x10 m *
Military-applied exercises, sports,
and multiathlon

Martial arts, combat sports O o *
(sambo, combat horting, hand-to-
hand combat)

Tasks that highlight leadership * R o
roles (group leader)

Shooting, accuracy exercises, R K
highly coordinated sports

Mountaineering, sport climbing * *
Horseback riding, yoga, *ox
meditation

Military-applied obstacle courses

The application of the developed "profiles" of cadets'
psychophysical readiness during physical training will
allow for the selection of appropriate physical loads for
cadets from each group (Table 3).

Cadets of Type A are recommended to focus on the
enhanced development of specific (speed) endurance
while maintaining a balanced development of other
physical qualities to sustain the achieved level. They
should use physical training and sports activities that
reduce anxiety and enhance stress resilience. Team
sports, particularly handball, can be beneficial for this
purpose [14]. To prevent intense emotional reactions to
frustration, it is advisable to develop distancing and
confrontation coping strategies. Although confrontation
is often perceived as maladaptive, moderate use ensures
resistance to difficulties, energy, and initiative in
problem-solving, as well as the ability to stand up for
oneself and cope with anxiety in stressful conditions [15;
16; 17]. Cadets of this cluster should also be encouraged
to apply techniques for developing responsibility skills
and to engage in providing support to others.

Cadets of Type B are advised to undergo conditioning
training to maintain their level of physical fitness. Special
attention should be given to developing aerobic
endurance, specific endurance, and agility. Activities
such as cross-country running, orienteering, rowing, and
cardio workouts are recommended. Exercises involving
obstacle courses, military-sports pentathlon, and complex
coordination sports (martial arts) can also be beneficial.
Additionally, they should be involved in training other
cadets to develop responsibility skills.

Cadets of Type C should prioritize physical training,
particularly developing muscular endurance in the arms
and torso. Their training should include motor activities
that foster the ability to defend their interests and cope
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with anxiety in stressful situations (confrontational
coping strategies).

Cadets of Type D should engage in conditioning
training to maintain their level of physical development
across all fitness components.

Cadets of Type E are recommended to engage in
intensive physical training to improve their overall
physical fitness. To enhance their weakest physical
attributes, they should incorporate additional activities
such as team sports, complex coordination sports (martial
arts), and military pentathlon. These activities aim to
improve their shuttle run (10x10 m) and pull-up
performance. Additional exercises on a single obstacle
course or military-sports pentathlon training are also
recommended.

The physical readiness of military personnel is closely
linked to their psychological resilience. Studies confirm
that physical training is a critical factor for stress resistance
and combat effectiveness [11; 12; 18; 19; 20]. Research
findings [12] emphasize that physical conditioning
directly impacts a soldier’s ability to function under stress,
contributing to overall success in military operations.
Physical preparedness is crucial for soldiers to meet the
evolving demands of modern warfare. Coordination skills
are considered key components of physical fitness,
influencing psychophysical readiness for operations in
extreme conditions [20]. In this context, specialized
training programs that combine high-intensity workouts
with firearms and tactical training are seen as promising
[11]. The advantage of such programs lies in their
systematic approach, incorporating physical assessments,
intensive development of fitness qualities, specialized
training, and a maintenance phase to retain results.
Essential success factors in military training include moral
qualities [18] and personal characteristics [19].

Modern research underscores the necessity of
individualizing military training for cadets and personnel
due to technological advancements and changes in combat
tactics [10]. At the same time, limited access to sports
facilities during wartime highlights the importance of
alternative approaches to physical self-improvement,
particularly individual physical training within military
academies [21]. Studies indicate that senior cadets are
primarily motivated by personal goals in physical training.
Therefore, military training programs should be highly
differentiated. Based on the psychophysical readiness
model for future officers, integrating physical and
psychological training 1is essential for improving
performance and reducing anxiety in various combat
scenarios [22]. Research findings [18; 19; 20; 21; 22]
highlight the significance of both physical and
psychological qualities in military personnel across
different service branches, emphasizing their role in
combat readiness and mission success. This necessitates a
comprehensive approach, including not only physical and
theoretical training but also the development of moral,
psychological, and professionally essential qualities.
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An individualized approach to military training
enhances learning efficiency and combat readiness.
Studies [23; 24] show that implementing personalized
training programs in military units is beneficial and yields
better results compared to traditional group training
methods. In the Ukrainian context [25], the importance of
an individualized approach for each cadet is emphasized,
fostering creative thinking and independent work.
Proposed measures for improving officer and non-
commissioned officer training systems aim to equip cadets
with new educational and professional competencies,
ensuring interoperability with NATO forces. Alongside
curriculum modifications, a revised methodology for
training sessions has been introduced, focusing on creative
problem-solving and individualized instruction. However,
while specialized literature highlights the importance of
individualized training, specific implementation methods
are often lacking. The inconsistent and fragmented data
available make it challenging to develop structured
individualized training programs for cadets.

To design individualized training programs aimed at
developing the professionally essential qualities of cadets,
we have identified five types of psychophysical readiness
based on characteristic indicators.

Type A is characterized by the lowest levels of specific
endurance and speed-strength but the highest levels of
aerobic and muscular endurance. These cadets exhibit
strong emotional reactions to stressful situations
(including war), low stress resilience, and poor control
over depression and anxiety. They are typically passive
and struggle to defend their interests.

Type B demonstrates high performance across all
physical tests, particularly in pull-ups and leg raises.
However, they perform poorly in obstacle course runs.
These cadets are the most satisfied with life, highly stress-
resilient, and have a strong sense of responsibility in
problem-solving.

Type C has an average level of physical fitness, with
relatively weak results in comprehensive strength
exercises. They exhibit the lowest levels of personal
anxiety but report the lowest life satisfaction. These cadets
tend to use aggressive coping strategies, struggle with
planning and foresight, and actively seek support.
However, they view difficult situations as opportunities
for self-development.

Type D achieves the highest results in most physical
tests and has the lowest levels of situational anxiety and
aggression. Their coping strategies indicate a lack of
ability to actively confront difficulties, an unclear
understanding of their personal role in overcoming
problems, and a dependent or overly expectant attitude
toward others. Nonetheless, they effectively control their
emotions and behavior, solve problems systematically,
and strive for personal growth.
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Type E has the lowest performance in most physical
tests, except for pistol shooting and the 3000-meter run,
where they maintain average scores. In terms of
psychological characteristics, this group demonstrates
"average" results, which can be considered an adaptive and
optimal level.

Thus, by assessing cadets’ physical preparedness, we
can propose intervention programs aimed at correcting
their "weaker" aspects of psychophysical readiness.

Our proposed classification of cadets into groups
facilitates the individualization of physical training and
sports activities by:

v" Defining the content focus of training sessions to
develop the necessary physical and psycho-emotional
qualities for professional duties;

v' Optimally selecting physical workloads for each
group;

v Rationally adjusting training intensity based on
cadets' psychophysical readiness type;

v Encouraging self-directed engagement in individually
selected sports activities.

The individualized approach to cadet training, based
on psychophysical readiness types, formed the foundation
of our technology for developing professionally essential
qualities among cadets of the National Guard of Ukraine
through physical training and sports [26]. We have
demonstrated the high predictive effectiveness of this
technology [27]. Its integration into the educational
process has contributed to cadets' competencies in
individualizing physical training and sports, developing
physical qualities, and applying appropriate training
techniques. These improvements have led to increased
levels of physical fitness. The positive results obtained
support the recommendation to implement this technology
in the training programs of military education institutions
preparing specialists for Ukraine's security and defense
sector.

Iv. CONCLUSIONS

We identified five types of psychophysical readiness
among cadets, each differing in a set of professionally
essential qualities.

We developed recommendations for individualizing
cadet training based on their psychophysical readiness

type.

We established that applying an individualized
approach, particularly through classification into groups,
fosters the development of professionally essential
qualities, enhances physical preparedness, and cultivates
competencies in physical training, ultimately improving
the effectiveness of military-professional activities.
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Abstract- The scientific paper aims to analyze the
interaction between three main areas: the protection of
environmental human rights, the resilience of critical
infrastructure, and human resource management. These
elements are interconnected and play an important role in
developing and implementing effective management
decisions and policies, combining environmental protection
with care for human capital.

The paper analyses key characteristics of environmental
security as a dimension of the Human Security Concept, as
well as the role of environmental rights. Additionally, the
need to protect critical infrastructure in the context of
environmental risks and threats is emphasized.

The focus is placed on new aspects of human resource
management, such as green human resources management,
the role of so-called "green collars', employee motivation,
and others. In this context, the role of effective human
resource management in organizations that manage critical
infrastructure is examined, to achieve sustainable outcomes
in areas related to environmental security.

The third fundamental element of the paper involves
practical challenges in implementing the trends and new
aspects described above. Ideas and practices are proposed to
support the development of solutions for creating sustainable
outcomes and policies in human resource management
within the context of environmental security.

Keyword- Critical Infrastructure, Environmental Security,
Human Resources Management.

I. INTRODUCTION

Analyzing environmental security as a dimension of the
Human Security Concept, it is crucial to consider three key
areas of activity: the protection of human environmental

rights, the resilience of critical infrastructure, and the
effective management of human resources. For the
purposes of this report, each of these three areas is
perceived as a component of a comprehensive model,
presented in a basic form but allowing visualization of the
continuous interaction between these components.
Moreover, the cyclic nature of the interconnectivity and
interdependence of these three key areas enables a deeper
examination not only of each domain individually but also
of the relationships between them, the processes taking
place, and the results achieved.

Following this idea, the objective of the study is not
only to present key characteristics of the protection of
human environmental rights, the resilience of critical
infrastructure, and the effective management of human
resources but also to identify the correlation between these
three components (see Fig. 1).

Protection of
Human Environmental
Rights

Human Security’s
Environmental
Dimension
@2 o
(
e(,c\‘é“e(“

e

Fig. 1. Author’s Model of Interaction between the three main
components of Human Security’s Environmental Dimension.
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Identifying the common characteristics and scientific
relations is presented through an analysis of the interaction
between three main areas: the protection of environmental
human rights, the resilience of critical infrastructure, and
human resource management. These eclements are
interconnected and play an important role in the
development and implementation of effective management
decisions and policies, combining environmental
protection with human capital care.

Proposing ideas and practices to help find solutions for
creating sustainable results and policies in human resource
management in the context of environmental security is an
attempt to draw the attention of researchers and
practitioners to this increasingly significant area in national
security management.

With the growing importance of environmental
security, there is an urgent need to develop sustainable
policies and practices that integrate environmental
protection and human resource management. In this
context, the protection of environmental rights and the
resilience of critical infrastructure are not only legal issues
but also strategic concerns that affect national and
international security.

II. MATERIALS AND METHODS

A. Protection of Environmental Human Rights as a
component of the Human Security’s Environmental
Dimension

Environmental security, as a dimension of the Human
Security Concept, is directly related to its three pillars:
"freedom from fear," "freedom from want," and "freedom
for a dignified life" [1], [2]. The definition of
"environmental security" focuses primarily on achieving a
balance between the physical development and survival of
the population benefiting from environmental resources
without depleting or diminishing their quality. It aims to
ensure a sufficiently favorable environment, equipped with
resources in both quantitative and qualitative terms. These
resources must be equally accessible to all people and
guarantee sustainable development for the global
population [3]. It is a set of the status of various systems,
such as natural, urbanized, socio-economic, and
infrastructural systems (especially those with critical
importance). Alongside this, it encompasses the processes
that occur between these systems, ensuring that no critical
situations or threats arise from environmentally hazardous
events, nor do harmful ecological phenomena, impacts, or
adverse effects occur on human life, health, and well-being.

According to some authors, environmental security is
freedom from fear of environmental harm and ecological
threats [4]. The fear of natural catastrophes and disasters
caused by anthropogenic, technological, or industrial
activities haunts people both personally and professionally.
Once provoked, threats of an ecological nature cause not
only significant material damage but also loss of human
lives in homes and workplaces. In other words, people can
lose both their freedom from fear (e.g., in life and health
threats) and their freedom from want (e.g., in a deteriorated

work environment). In such scenarios, negative processes
are triggered that endanger freedom for a dignified life
(e.g., forming "environmental nihilism" at the political,
managerial, organizational [5], and even societal level).

Another important term related to ensuring the
environmental dimension of human security is
"environmental human rights." These rights consist in
ensuring fair and equal access to essential natural resources
(including land, shelter, food, water, and air), which make
survival possible both in personal and professional aspects.
Three main environmental human rights are distinguished:
the right to a safe, clean, healthy, and sustainable
environment (including the working environment); the
right to clean and accessible drinking water; and the right
to safe and accessible sanitary conditions (and working
conditions) [6]. These rights must be guaranteed in every
aspect of human life—personal, professional, social, and
public, etc.

The Updated National Security Strategy of the
Republic of Bulgaria clearly emphasizes the connection
between environmental security and the sustainability of
critical infrastructure. A significant aspect of protecting
environmental security (including environmental human
rights) involves preventing, controlling, and overcoming
the consequences of pollution of soil, water, and air, and
the destruction of natural resources due to accidents in
strategically important facilities with critical significance
for society and the state [7].

At the heart of the Human Security Concept and the
Human Resource Management Concept is the individual
with their needs, values, character traits, rights, and
freedoms. While the Human Security Concept
encompasses all aspects of human life, the Human
Resource Management Concept focuses on the person in
their social role as an employee with professional goals and
aspirations for development. It is important to note that in
both concepts, guaranteeing environmental human rights is
crucial for their high effectiveness.

B. Resilience of Critical Infrastructure as a component of
the Human Security’s Environmental Dimension

In today's world, critical infrastructure is fundamental
to the functioning of society and the economy. It includes
networks and systems such as energy, transportation, water
supply, communications, and healthcare services, which
are vital for the daily lives and safety of citizens. In
accordance with the National Climate Change Adaptation
Strategy and Action Plan for Infrastructure Resilience
2023, developed by the Ministry of Environment and
Water of the Republic of Bulgaria, the resilience of this
infrastructure is directly linked to the effective
management of human resources and the preparedness of
organizations to adapt to new realities arising from
environmental risks and climate change [8]. These aspects
are particularly important in the context of Bulgaria but are
also applicable within the broader European framework.

The resilience of critical infrastructure in the context of
effective human resource management (HRM) and
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environmental security can be examined through four key
aspects. The first one is related to critical infrastructure and
its importance in the context of environmental risks.
Critical infrastructure must not only be protected from
physical and technical threats but also be resilient to
challenges arising from climate disasters, natural
catastrophes, and other environmental risks. Climate
change and the increasing frequency of extreme weather
events—such as floods, earthquakes, hurricanes, and high
temperatures—necessitate  long-term  planning and
strategic management of infrastructure networks. The
ability to adapt to these risks depends not only on
technologies but also on the preparedness and training of
personnel responsible for managing and operating these
systems. This is highlighted in the European Commission’s
Notice on "Technical Guidance for Climate Resilience of
Infrastructure Projects 2021-2027" [9].

The second aspect is the importance of human
resources in ensuring resilience. The resilience of critical
infrastructure depends on the preparedness of employees to
respond effectively in crisis situations. This requires both
specialized technical skills and a strategic approach to
human resource development. A European Commission
press release from October 18,2022, on accelerating efforts
to build European resilience in critical infrastructure,
emphasizes that employee training for handling natural
disasters and climate change must be integrated into the
core of HRM policies.

Regular training, simulations, and emergency response
drills will improve reaction times and reduce risks to
infrastructure [10]. Developing a culture of resilience is
essential, where employees actively participate in adapting
to new environmental realities. In this context, HRM
strategies should focus on motivating employees to apply
principles of resilience and environmental responsibility in
their daily work. This includes both motivating the
implementation of green practices and developing
mechanisms to encourage innovation in infrastructure
management.

The third aspect are challenges and approaches to
sustainable management of critical infrastructure. One of
the biggest challenges for sustainable critical infrastructure
management is integrating new technologies that facilitate
adaptation to climate change and minimize environmental
risks. For example, implementing smart monitoring
systems for climate and environmental conditions allows
for rapid response and prevention of potential infrastructure
damage.

Additionally, the efficient use of natural resources,
reducing carbon emissions, and improving energy
efficiency in infrastructure management requires a well-
trained and motivated workforce. Integrating sustainability
principles into organizational practices must be supported
by a high level of employee motivation and responsibility.
Achieving resilience requires a continuous process of
learning, adaptation, and innovation, with dynamic
strategies that can respond to ever-changing environmental
conditions.

25

And the last one is practical implementation of
sustainable  strategies for  critical infrastructure
management. To ensure the long-term resilience of critical
infrastructure, the following measures and strategies should
be implemented:

a) Investing in employee training and development:
This includes both technical training on managing
environmental risks and emergency response training.

b) Developing "green practices": Implementing
sustainable technologies and practices in infrastructure
operations, such as reducing energy consumption and
using renewable energy sources.

c¢) Strategic planning for rapid response: Preparing
disaster response plans with clearly defined roles and
responsibilities for employees, as well as mechanisms for
rapid infrastructure recovery after an incident.

By implementing these strategies, it will be possible not
only to enhance the resilience of critical infrastructure but
also to create a work environment where employees
actively contribute to its strengthening and the preservation
of environmental resources.

C. Effective Human Resource Management as a
component of the Human Security’s Environmental
Dimension — In Search of Sustainable Solutions and
Models

Undoubtedly, part of the challenges related to the
overall shift in vision for sustainability in management
processes in the areas already described is connected to the
effective use of the human factor within these
organizations. More than ever, finding key solutions is
related to balanced and focused policies aimed at
developing human capital [11].

This paper emphasizes some new aspects of human
resource management that the authors have been working
on in recent years, such as green HRM, the role of "green
collars," and new ideas for employee motivation.

In this context, the role of effective human resource
management in  organizations managing critical
infrastructure is examined, aiming to achieve sustainable
results in areas related to environmental security.

Sustainable development requires an integrated
approach where these three pillars are interconnected and
mutually supportive within each organization and its
organizational policies:

a) Economic Sustainability: This includes creating
stable economic systems that support long-term growth and
prosperity. Economic sustainability promotes efficient use
of resources, development, and organizational stability.

b) Social Sustainability: This aspect focuses on
improving the quality of life for people by ensuring access
to education, healthcare, justice, and equality. Social
sustainability also includes encouraging cultural diversity
and participation in decision-making processes. This
involves decisions in the area of "soft" skills and
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competencies, which add value to the management and
development of human resources.

¢) Environmental Sustainability: Environmental
sustainability aims to protect and restore natural resources
and biodiversity. It involves reducing pollution, managing
waste, and combating climate change with a
comprehensive "green approach" in management.

The goal is to achieve a balance between them to ensure
long-term well-being for both humanity and the planet. In
Bulgaria, as in many other countries, the concept of
sustainable development is integrated into national
strategies and policies. For instance, Bulgaria's National
Strategy for Sustainable Development (NSSDS) defines
priorities and measures for achieving sustainable
development in sectors such as energy, transport,
agriculture, and tourism. It is important to note that
sustainability is not just about environmental issues. It also
includes social and economic aspects that ensure human
communities can live in dignity without compromising
their future resources. Sustainable development, on the
other hand, is the path or process required to achieve this
sustainability. Through this approach, the organization
strives to ensure that the resources it uses today will
continue to be accessible in the future, not only for the
present but also for future generations [12].

Theoretically, since the 1990s, researchers have
explored the role that human resource management can
play in improving corporate environmental orientation,
gradually focusing more on climate protection and
introducing environmental management, driven by local air
pollution, the first oil crisis, the water crisis [13], food
crises, the first report of the Club of Rome, and others.

In the last decade, the need to integrate human resource
management (HRM) with environmental management has
become increasingly recognized, leading to the emergence
of a separate branch in HR theory — Green HRM. The
existing literature presents evidence of the impacts of
GHRM indicators, the individual effects of human resource
practices, or the impacts of overall high-performance work
systems (HPWSs) on employee performance through
several mediating mechanisms [14].

Two key psychological parameters can be identified as
major influencing factors in Green HRM:

a) Environmental Knowledge: Awareness of the
need to protect the environment increases the likelihood of
eco-friendly behavior.

b) Environmental Psychological Climate: This
climate signals that the organization supports eco-friendly
behavior and attitudes, favoring eco-friendly behavior
among employees, who align their workplace behavior
with the adopted organizational culture [15].

To achieve green goals and environmental initiatives,
organizations should:

a) Encourage a green image and develop recruitment
processes that attract capable and motivated employees
who share the organization's green values and principles.

b) Initiate processes and activities that motivate,
engage, and encourage employees to participate in green
initiatives and improve their green skills in the context of
motivational processes.

c) Ensure that corporate values related to green goals
are clearly communicated among employees.

d) Ensure that employees' green outcomes are
appropriately monitored, recorded, and evaluated.

e) Link employees' contributions to green
technologies with internal promotions and visibly support
financial and non-financial rewards [5].

In the context of new challenges for HRM, attention
must also be given to a particularly sensitive and new trend
— the role of so-called green collars. These are employees
directly involved in the activities of specific and
particularly significant organizations and activities,
including in critical infrastructure aspects. Green collar
workers are responsible for jobs related to sustainability
procedures and environmental protection in general.
Green-collar workers, employed in every sector, emerged
as businesses employed qualified experts, engineers,
consultants, or managers in sustainability after the green
transition and sustainable compliance in traditionally
performed jobs. The green transition in the economy also
brings about significant changes in employment and human
capital. The characteristics sought in people to be employed
in the green economy will differ. Green-collar workers are
a group of employees born from the green economy [16].

The green economy approach has emerged alongside
the concept of sustainable development. To achieve
sustainable development, countries need to transition to a
green economy and follow sustainable policies. Traditional
economic approaches cannot provide any opportunity to
implement sustainability policies in the long term [17].

An important aspect of the relationship examined by the
authors between effective human resource management
and environmental security, protection of human
ecological rights, and the sustainability of critical
infrastructure is the use of innovative approaches to
motivating participants in these processes and relationships
[18]. The complexity and challenges of the changing
security environment provide the basis for finding
innovative and sustainable models for motivation,
including solutions related to new employee expectations
that align with the evolving role of human capital in
underdeveloped areas [19]. In this regard, some good
practices can be pointed out in the field of "soft skills,"
which are becoming increasingly important for employees,
including in the security sector. Finding a balance between
work and personal time, between an individual’s needs and
organizational goals, and balancing psychological and
physical aspects of work are relationships that require new
solutions, especially during times of acute and often
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chronic crises and instability in entire sectors. Of course,
this approach is linked to a clear regulatory framework and
well-founded legal bases [20].

When changes are experienced as positive or well-
aligned with core values, individuals may assimilate these
changes into their identity, reinforcing a cohesive sense of
self [21]. For example, the motivational model "Motivation
4.0" is one of the latest developments, widely applied in
public sector organizations in recent years [22]. It combines
four key motivation areas — Corporate Social
Responsibility (CSR), Emotional Intelligence (EI), Green
Human  Resource = Management (GHRM), and
benchmarking/best practices and storytelling. The
application of balancing policies and tools, according to the
authors, leads in the short term to increased motivation by
balancing employee needs, accepting the role and
significance of their organizations in building a harmonious
society. Although still new, the model has won awards in
good practice competitions for public sector organizations,
and interest in it is linked to its balance and easy adaptation
to specific organizational conditions.

Certainly, it is worth adding another area that
organizations should focus on in the coming years in search
of balanced and distinguishing policies to position
themselves as outstanding employers — specifically,
policies related to employee well-being, which are linked
to aspects beyond economic ones. There are three areas
where, in recent years, there have been numerous good
practices and policies — well-being, resilience, and
mindfulness practices [23]. Holistically developed and
systematically applied employee care policies ensure a
sustainable increase in employee motivation on one hand,
while on the other hand, enhancing their image as
employers.

These challenges and solutions are of particular
importance and potential opportunities for organizations in
the sectors of environmental security, critical
infrastructure, and the overall framework of national
security. This focus in human resource management is
likely to be critically important for balanced personal and
career development and will attract more potential
candidates to work in these institutions [24]. Of course, the
fact that in the short term, the positive organizational
climate and culture will significantly improve, which is a
key characteristic in seeking sustainable solutions in such a
significant sector as national security in recent years,
cannot be overlooked.

III. RESULTS AND DISCUSSION

The topic of this research is highly relevant in the
context of contemporary global challenges and the need for
integrated solutions for environmental security and human
resource management. The ability to protect human
environmental rights and ensure the resilience of critical
infrastructure is crucial in addressing growing climate
threats and eco-economic crises. Technological
innovations and new human resource management
strategies, such as the concept of "green-collar" workers,
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play a vital role in ensuring the sustainability and
adaptability of critical infrastructure under environmental
risk conditions.

At the same time, the protection of human
environmental rights is not only a moral and legal issue but
also a key element of national and international policies
that guarantee the safety and stability of society. This
interconnection between environmental, social, and
organizational aspects makes the topic particularly relevant
and significant for modern scientific and managerial
discussions.

New challenges in visionary management of critical
sectors essential for sustainable development are
increasingly becoming subjects of scientific and practical
interest. In this context, the triad of "environmental security
— critical infrastructure — human resources" is of great
importance in the framework of national security.

IV. CONCLUSIONS

The balance between goals, plans, and results in a
dynamic environment is part of an organization's
sustainable development policies. On the other hand, it is
maintained by that aspect of management functions, such
as goal-setting, which is carried out in the interest of society
in accordance with public and international values, rules,
and norms.

A balanced approach to finding solutions within the
triad of "environmental security — critical infrastructure —
human resources" is a process necessary at the national
level to transition from the current state to the desired state
(i.e., to successfully move toward the future). It involves
strategic decisions (which have a long-term nature) and
strategic actions applied in formulating and implementing
strategies that ensure coherence within the system and
between the system and its surrounding environment,
allowing for the achievement of set goals.

We will conclude with a beloved passage from Alice in
Wonderland.:

"Would you tell me, please, which way I ought to go
from here? - Alice asked.

- That depends a good deal on where you want to get to
- said the Cat.

- I don't much care where - said Alice.

- Then it doesn't matter which way you go - said the Cat.

- ...s50 long as I get somewhere... - Alice added as an
explanation.

- Oh, you're sure to do that - said the Cat - if you only
walk long enough...”

The challenges and possible solutions for efficiency
within the triad of "environmental security — critical
infrastructure — human resources" define both the path and
direction of development. Part of this journey involves
formulating a new vision for managing these
relationships—one that seeks but also offers strong
engagement, an emphasis on employee development, and
long-term, sustainable solutions.
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Abstract— The research focuses on the interests involved
in influencing public opinion both within one's own country
and abroad. The advancement of globalisation and the
intensification of informational connectivity make this topic
increasingly relevant in the information-dominated world of
the 21st century. Malicious access to the attitudes and
sentiments of individuals is understood as a challenge to
national security. The aim of the study is to uncover the
broad scope, potential and the key factors involved in
contemporary competition for access to public opinion, as
well as some differences in state-level strategies. The focus is
set on the cyberspace and on informational interventions,
identified as a defining factor in today's international
security landscape. The methodology is based on
comparison and generalisation. The scientific approach is
phenomenological. Accessible data has been used to define
vectors for the presence of states in cyberspace. These are:
software, hardware, and technologies, as well as artificial
intelligence. Following a theoretical analysis, three defining
vectors for public opinion were identified: mobility,
ideological environment, and informational accessibility. A
comparative analysis of the interdependencies between the
identified vectors was carried out, considering the US,
Russia, the UK, and the EU, as states of interest in
international security. The analysis also includes the
interests from cyberspace as an independent participant in
this competitive interaction. The work reveals differences in
the strategic approaches to accessing public opinion and to
protecting it from unwanted manipulations. Furthermore,
the study shows that, despite the differences, the
competition for access to the attitudes and sentiments of
individuals is associated with high costs, which are
exhausting for society. The primary conclusion reached is
that the competitive actions of the analysed actors resemble
a New Cold War, fought for access to influence over public
opinion in states. It is emphasised that in this New Cold
War, more than two centres of influence are emerging. They
"fight" in different ways, but resistance is inevitable and
increasingly requires greater material and societal potential.

Keywords—  security, Artificial

Intelligence, New Cold war

public  opinion,

[.LINTRODUCTION

In the third decade of the 21st century, it is impossible
for a state and its people to live isolated from other states
and the societies within them. In the contemporary,
information-dominated social connectivity, there is a
clearly observable increase in the intensity of interactions,
as well as in attempts to impose control over the channels
through which influence is exerted in society, whether this
influence originates from within the state or from another.
A critical review of existing theoretical analyses and
publications in authoritative media (listed in the
References) reveals a clear trend towards the emergence
of a specific competitiveness in today's international
relations. Consequently, the uncertainties regarding the
protection of one’s own society from foreign influence are
drawing increasing attention. It has been a well-known
fact for decades that the active promotion of interests does
not occur solely between societies in countries with
shared borders. Today, this fact is more evident than ever
before. The rapid development of cyberspace and its
capabilities leads to the emergence of increasingly new
effects in the relationship between information warfare
and interventions in public sentiments and attitudes. The
relevance of these uncertainties is indisputable and
requires increasingly active research efforts. In line with
the emerging needs, the objective of this study is to reveal
the growing potential for the exertion of foreign influence
in the society of another state, as well as to highlight the
strategic approaches to competition among some of the
leading political and economic powers. The study focuses
on the possibilities for individually addressing participants
and balancing the ongoing processes in the realm of
public diplomacy and international security.

In the context of security, the topic is of significant
relevance because the history of social development
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allows us to view the state as a system that society within
it has constructed in order to achieve security [1]. This
system operates both with its internal processes and with
those triggered by its interaction with the surrounding
environment. Security in such systems is multi-faceted
and is supported by two main pillars: physical (state
borders, economic factors, etc.) and moral, which is
entirely positioned within the thinking of people and,
more precisely, in the worldview they 'paint' in their
minds, and then transfer into their pursuits, demands, and
agreements for the order and policies of the state they live
in [2], as well as the actions of other states (other systems)
with which they interact. This transfer is particularly
dependent on public opinion and has become an
increasingly important factor for international security.
Especially now, when 'The information age has changed
the practice of existing security systems by making them
operate in a rich information environment, creating and
implementing a number of new complex policies.' [3]

Public opinion is the construct that unites people
within the framework of social agreements. Within this
unification, people impose their shared interests, thus
shaping the activity of the state. Therefore, public opinion
exerts a decisive influence on both the domestic and
foreign policy of the state. For this reason, protecting
society from the penetration of foreign interests is an
especially important element for the security of the state.
On the other hand, promoting one's own interests within
the society of another state facilitates agreements on
various issues and serves as a powerful prerequisite for
resolving conflicts without bloodshed. Therefore, public
opinion is an interesting construct in the context of
security. The drawback is that this construct is described
more qualitatively than quantitatively, which significantly
complicates not only scientific research but also the
practice of conducting and safeguarding against
interventions.

Regarding public opinion, the historical development
in Europe, and later in the world, shows three important
vectors in public development, which are connected to the
following periods: The first are the wars for the
imposition of Catholic power in Central and Western
Europe. During the Hundred Years' War (1337-1453),
people participated in the war, left their settlements, and
met other people, other cultures, and the way of life of
their close and not so close neighbors. In addition to
fighting, they encountered different cultures, learned
different ways of farming, trading opportunities, and so
on. In 1454, Johannes Gutenberg published the first
printed book. Even after the war, people sought ways to
travel, to maintain connections outside their settlement.
The collective energy of the communities was awakened.
A logical factor for this development is mobility.

Social development continues. By the early 17th
century, there is no doubt in FEurope about the
development of society. It is then that the first newspapers
appear, and it becomes clear that not only movement is
important, but also the ideas that are transferred. It is
evident that the intensification of communication has the
advantage of promoting the spread of one's own ideas, but
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it also has the disadvantage of "opening the doors" to the
spread of foreign ideas within one's own society. These
ideas are not always in the interest of the people and the
authorities. Combining them with public activity that
emerges among the people, presents a powerful challenge.
The Catholic Church finds a way to refine the spread of
faith by developing the tool of propaganda (in 1622, the
Sacra Congregatio de Propaganda Fide was established).
Thus, ideology and the freedom of ideas emerge as the
next defining vector for public opinion.

By the middle of the 20th century, society had
changed to such an extent that physical armed conflicts
became increasingly difficult to carry out and inflicted
heavier and heavier damage. The era of the Cold War
began in interstate relations. It is commonly associated
with blocking potential by developing and producing
weapons, the potential use of which mutually blocks the
initiative of states. It should not be underestimated that the
Cold War was also a war between the ideologies of the
two opposing camps — the East and the West. While the
produced weapons were not used, battles on the
ideological front continued in full force. These were
battles for attracting public opinion in support of the
interests of the intervener (the offensive actions of the
opponent and the defensive actions of one's own state).

In the 21st century, the world is different. The arms
race has been abandoned, but competition between
systems in the direction of public opinion remains.
Mobility, especially among young people, is highly
developed. They travel to work, to study, and to get
acquainted with the culture and everyday life of people in
other countries. This creates the need to develop a
"suitable environment for intercultural communication".
[4] The strategic dimensions of the culture-society
complex are increasingly drawing thinking within the
field of security. [5]

One of the reasons is the advanced globalization. An
example of this are the crises. In the 21st century, there is
no doubt that it is impossible for a single country and its
society to deal with the unknowns related to transportation
between countries [6], climate, energy exchange, and
distribution [7], etc. Because of this, the questions today
are not how public opinion is formed, but how to achieve
understanding between public opinions in different
countries. Against the backdrop of these developments, it
is not surprising that in the 2Ist century, social
development is expanding into a new environment —
cyberspace. Even a brief look at this novelty makes
cyberspace an important vector for shaping public opinion
[8]. In accordance with established concepts in science
and practice regarding the structure of cyberspace, it can
be divided into: software, hardware, and another construct
that has emerged in recent years — artificial intelligence.

The race for control over the movement of people and
the spread of ideologies are ‘historically developed'
activities. As an innovation in the race for access to public
opinion in the direction of cyberspace, another specific
structure should be considered. This construct influences
public opinion in different countries, but it is not a state. It
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is also not clear on what interests it operates. These are
those actors in the security ensemble who have the ability
to block connectivity, stop profiles on social networks (as
happened, for example, with the profiles of U.S. President
Donald Trump and his supporters during the transfer of
power in 2021), activate or suppress public opinion,
initiate or block initiatives on social networks, or stop
some and launch other informational websites. From a
security perspective, such interventions are far from
harmless. In the case of the events at the Capitol, the
intervention seems positive, but this is not always the
case. For example, in 2018, software robots blocked
images of the Venus of Willendorf — a figurine in the
Natural History Museum in Vienna, known as the oldest
exhibit of paleontological art. The reason given was that
the figurine was nude [9]. As a result, millions of people
around the world could not see the image and were
essentially cut off from access to culture. The question
arises: who is working with these software robots?
Another question concerns the public appropriateness of
the actions of those who control the exchange of
information in cyberspace. These actions resemble
censorship, the control of which is unknown, and it is
unclear whose interests are being served. When
considering the effect of determining which news is real
and which is fake, which ideas on social media are
dangerous and which are not, it becomes evident that
there is a huge potential for interventions into public
opinion. A potential that remains hidden from society.
The actions of these actors, hidden in cyberspace, may
seem virtual, but they are tangible, and it is not correct to
ignore them when describing the current landscape of
international security relations. The working term used for
these actors is "supranational entity."

II.LMATERIALS AND METHODS

A phenomenological scientific approach has been
applied. It is based on experience and the perception of
the world. On this basis, it can be seen that the historical
context in social development proves that public opinion
is an important element in relations between states and is a
crucial factor for international security.

The methodology is based on comparison and
generalisation. Available publications in scientific
journals, as well as in authoritative global media, have
been examined. These were selected in the context of the
investigated issues. This allows for the identification and
comparison of the main differences in the strategic
approaches of the United States, China, Russian
Federation, EU countries, and the United Kingdom.
Moreover, it reveals the reasons behind the discovered
differences in strategic approaches. In terms of
quantitative analysis, as much as possible, a comparison
was also made of the expenditures these countries
allocate to implement their policies. These methods of
comparison and description allow for the synthesis of the
conclusion that we are witnessing activity resembling
Cold War dynamics. In accordance with the research
problem and the set objective, the results achieved reveal

the potential of activities aimed at accessing public
opinion. Furthermore, they provide a broad response to
the question of possible actions to protect society from
malicious foreign influence via cyberspace.

[II. RESULTS AND DISCUSSION

The experience of the centuries, as well as today’s
information-dominated reality, create a sufficient
foundation for formulating the vectors that simultaneously
act towards the protection of public opinion from foreign
interventions, as well as the imposition of interests
through the 'capture' of foreign public opinion. Such
vectors are:

1) Towards public opinion

— Mobility;

— Freedom of ideas;

— Informational connectivity between people within
the state and with people from other countries' societies;

2) The state's potential in cyberspace:

e The level of development of software and
e The level of development of hardware
e Activity in building accessible
applications of artificial intelligence.
The corresponding vectors are analyzed for: the
United States, China, Russian Federation, EU countries,
and the United Kingdom, as well as the supranational
entity that manifests itself through cyberspace. The states
are chosen according to the established view in European
media of the leading states in the geopolitical future [10].
The vectors are assessed as follows:

civilian

1) Regarding public opinion:

e Mobility: according to the widely known
conditions regarding the existence of
restrictions on people's ability to travel
outside the country;

e Freedom of ideas: according to the degree of
freedoms in the direction of the established
values in Western European thinking;

e Informational connectivity: according to the
known data on individual internet
consumption. [11]

2) Regarding the state's potential in cyberspace:

e Software: according to known data about the
localization of major companies that own
operating environments;

e Hardware: according to known information
about hardware dominance in building the
internet connectivity network;

e Artificial intelligence: according to known
developments and influence in platforms like
ChatGPT and other similar ones.

The indicators are assessed in three categories: high,
medium, low. The evaluations are in the context of the
possibilities for influencing public opinion and should not
be applied as exhaustive for the presence of the analysed
states in cyberspace.
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The obtained result is presented in Table (1).

TABLE 1:REGARDING STATES: MOBILITY, FREEDOM OF IDEAS, AND THE
POTENTIAL FOR INTERVENTION THROUGH CYBERSPACE.

State | Mobility | Freedom | Individu Softwar | Hardwa | Artificial
of ideas | als using e re Intellige
the nce
Internet
USA high high high high middl high
level level level level level
89.4%
Russian high low level high low level | middl middl
Federatio | level level
n 82.6%
China high low level | middl middl high high
level 64.6% level level
EU and high high high middl middl high
United level level level level
Kingdom 83.8%
(UK -
92.5%)
Superstat ? ? 56% (in high high high
e subject the level level level
world)

USA: The freedom of travel for American citizens is
well-known. The existence of a democratic environment
in the country is also well-known. The high level of
software power is due to companies like Microsoft and
Apple. Regarding hardware, some difficulties are
observed. An example is the disputes with China over
equipment for 5G networks.[12]. The public use of
artificial intelligence is associated with the development
of ChatGPT.

Russian Federation: There is no data indicating total
restrictions on the mobility of Russian citizens. However,
the freedom of ideas is in question. A notable example is
the well-known case of Russian opposition leader Alexei
Navalny. Regarding hardware for informational
connectivity, the Russian initiative RuNet, which aims to
control the entry and exit points of the internet in the
country, deserves attention. [13], [14]

China: Chinese tourists are increasingly encountered
around the world. This is grounds for evaluating the level
as high. Regarding the freedom of ideas, a low level is
noted due to concerns about the imposition of restrictions
by the typical communist capitalism that the country
develops. Regulations imposed by institutions via the
internet (e.g., social networks) are also well-known. The
software level is rated as medium, but the hardware level
is high. This is due to the equipment that China
manufactures and supplies to other countries, such as for
the 5G network. After the emergence of DeepSeek, the
influence level through artificial intelligence is high.
These are characteristic policies of the state.

EU and the United Kingdom: The freedom of travel
for citizens from these countries is widely known. The
democratic environment in these countries is also well-
known. The software presence is not low due to the
activity of developing open-source software, such as
Linux. Regarding the production and implementation of
hardware, difficulties are observed. The activity of
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developers from these countries in limiting undesirable
effects and threats from uncontrolled and thoughtless
application of artificial intelligence is well-known.[15]

Supranational entity in cyberspace: Due to the lack of
physical borders, physical mobility cannot be discussed.
Regarding the freedom of ideas, it is questionable whether
the neoliberal permission for everyone to write whatever
they want creates a democratic environment. The level of
software presence is difficult to determine. It is assessed
as high because it utilizes all the available software
resources on the planet. Regarding hardware, the
assessment is high, as it is clearly under the control of the
supranational entity. Regarding the public use of artificial
intelligence, it is difficult to form an opinion, although
there are doubts about interventions in the generated texts.
However, it is not known in which direction these
interventions occur. [16]

The first type of policy that emerges is that: The focus
on public opinion is evident in each of the studied units.
All the studied countries strive for a high level of mobility
for their citizens, but some apply visa or similar regimes
(e.g., USA, United Kingdom, etc.), ie., they limit
visitation.

The second type of policy is that: While some
countries protect public opinion from unwanted
interventions by developing democratic freedoms and
ideas (e.g., USA, EU, and United Kingdom), others
impose restrictions on some of these vectors (China,
Russian Federation).

Both policies are remnants of the era before the
emergence of cyberspace, but they are clearly still
exploited today. They remain as options for protecting
public opinion in their own countries.

The third type of policy is strictly oriented towards
influencing public opinion through cyberspace.
Technologically, it relies on mutual compensation across
the vectors of software, hardware, and public use of
artificial intelligence. This policy is highly relevant in the
everyday life of the 21st century. This is evidenced by the
fact that, in the context of the typical information
dominance of the 2Ist century, leading states in
geopolitics maintain levels of individuals using the
Internet that are significantly higher than the global
average. This indicates that, in the 21st century, a
substantial part of the competition for access to public
opinion takes place through cyberspace. In the realm of
international security, presence in cyberspace proves to be
a prerequisite not only for protecting public opinion from
external influence but also potentially for influencing the
societies of other countries. This situation explains the
high interest of states in the vectors of software, hardware,
and artificial intelligence. The three vectors mutually
compensate each other. In cases where a state does not
have high control over the software of the operating
environment, it prioritizes the development of hardware
devices, as seen in China.

The research demonstrates that the combination of the
vectors of ideological freedom/restriction and/or mobility
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with interventions in cyberspace is primarily employed by
developed nations and affects people worldwide. It is
reasonable to assume that, within the framework of their
capabilities and political order, other countries around the
world also implement such policies. Therefore, the focus
is placed on interventions in cyberspace. This is further
evidenced by the expenditures made by states.

According to available data on the internet, the costs
directed toward the third type of policy are substantial.
For example, US investments in ICT (Information and
communications technology) in 2024 are $560.95 billion
[17]. The country's GDP for 2024 being $29,179.1 billion
USD [18]. In the same year, global ICT spending is
$4,997.718 billion USD [19]. This means that more than
10% (11.22%) of the global ICT spending comes from the
USA. It is not easy to find data for other countries, nor can
we be sure that these data are comparable, but judging by
the available media reports, the ratio is similar to that of
the USA. This shows that for leading countries, a
significant portion of expenses is directed towards ICT.
These expenses are a substantial part of GDP, as seen
from the data for the USA. The circumstances resemble
the situation during the Cold War in the 20th century.

According to the described conditions, a New Cold
War for public opinion emerges, which is being fought in
cyberspace. In this conflict, the poles are more numerous,
and the interests are more complex. Furthermore, it is
widely known that reaching public opinion occurs through
various means: cyberattacks against corporations and
institutions; information theft; trolls who fabricate
interference in parliamentary and other types of elections;
propaganda messages aimed at attracting public attention
through fake news, deepfakes, and false messages in
online-based social networks; as well as other methods.
The diversity is substantial, both in terms of the
participants and the affected parties, as well as the tools
used. This complicates efforts to limit malicious
influences on society that are propagated through
cyberspace. Additionally, cyberspace is visibly evolving
at speeds disproportionately higher than the legislative
processes in democratic countries. As a result, when a tool
is restricted by laws or technical countermeasures,
cyberspace technologies swiftly create a new tool to
replace the restricted one.

In the context of this vision, an interesting element in
the policy for the public implementation of artificial
intelligence (such as ChatGPT and DeepSeek) is that
countries like Russian Federation are not highly engaged
in such a race. The data available in open sources about
the scale of Russian investments in the fields of software,
hardware, and artificial intelligence is incomplete, and it is
unclear how reliable it is. This does not mean that Russia
is not working towards artificial intelligence. However,
this expansion remains in the background, likely due to
the comfort created by limited democratic freedoms. A
different situation is developing in China. The difference
is that the authorities in China are developing both
artificial intelligence and internal connectivity between
citizens, while simultaneously imposing strong control

over citizens' presence in cyberspace. Users are required
to register with their real names (no nicknames),
confirmation is needed through personal ID, phone
numbers, and even social credit numbers [20], [21].

The policy of the supranational entity is not fully
known. It is composed of a group of people who, due to
ownership or their professional skills and positions,
manage, administer, resolve, and restrict access to
information on social networks, websites, etc. The
organization of the internet network is such that it is
difficult to assess the capabilities of people within this
group. Their policy is unique because it is entirely
conducted in the domain of the complex: software,
hardware, and the use of artificial intelligence in the
public sphere. The challenge is that it is unclear who is
behind this supranational entity and what interests it
defends. It is also unknown to what extent it holds
influence and control over internet connectivity between
people.

In this line of reasoning, the activity of British experts
engaged with cyberspace is of particular interest, as they
advocate for international agreements concerning the rules
for publishing and disseminating information via the
internet. In such a scenario, the supranational entity in
cyberspace would become visible, and its activities would
be brought into alignment with societal rules and laws.
This would have an important effect. However, how states
will balance and negotiate their interests is a complex
question, one that goes beyond the scope of this report. It
can be argued that such an agreement is not only possible
but also necessary, and it is not feasible for states to
remain indifferent to this evident fact. Moreover, there is
little doubt that the need for institutions, corporations, and
individual users to maintain and update their protection
against cyberspace aggressions remains essential.
However, this is again linked to increasing investment.

Against the backdrop of the uncertainties and
challenges associated with developing normative
protections for public opinion against interventions,
technical countermeasures emerge as an interesting
possibility. This direction is exemplified in the policy of
the Russian Federation, which is developing technical
restrictions on the country’s internet network. Similarly,
the development of indigenous artificial intelligence (e.g.,
ChatGPT and DeepSeek) appears to be following this
trend. Such a solution is also not straightforward, and an
important feature is that it requires ever-increasing
resources that states must allocate in one way or another.
Making such large expenditures is draining and may
eventually come at the expense of social benefits and
other priorities. In this regard, the argument becomes clear
that the competition for supremacy in cyberspace is not
merely a race for dominance in a new domain of
competition, but a far more encompassing phenomenon.
A phenomenon that approaches the understanding of a
New Cold War.
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CONCLUSIONS

The results clearly indicate that active competition for
dominance over the tools used to reach societies within
states worldwide is developing in cyberspace. The reason
is that dominance in cyberspace provides a significant
advantage for influencing public opinion and steering it
towards the interests of the intervener. This advantage is
employed alongside other mechanisms, which adds a
certain hybridity to the activity aimed at influencing
public opinion. The phenomenological view of history
allows for the identification of leading vectors in the
social development of society, focusing on: mobility,
ideological freedoms, and communication connectivity for
the exchange of messages (information, ideas, etc.). The
high significance of the effects necessitates active
research on the issues, leading to direct outcomes in the
field of social sciences and security.

In the 21st century, the emergence and development of
cyberspace place humanity in an increasingly higher
dependence on Information and communications
technology. This shapes the vectors: software, hardware,
and artificial intelligence.

The report demonstrates that policies regarding public
opinion, as well as control and manipulation concerning
mobility and ideological freedoms, have not been
abandoned. It is still used to maintain public opinion
within a state and to protect it from foreign interference.
This means that actions are required to regulate the
activity of accessing and publishing information, both at
the international level and within the state’s internal
framework. The research outlines the challenges but
reaches the firm conclusion that international regulation is
necessary, both in terms of the content of the information
exchanged through cyberspace and with regard to
dominance in internet infrastructure. However, achieving
such regulation does not absolve organisations and
individual users from the responsibility of maintaining
adequate levels of software protection.

Alongside the work on established vectors such as
mobility and ideological freedoms, ICT is developing in a
direction where supremacy is sought within the
framework of the software, hardware, and public access to
artificial intelligence complex. Different components of
the complex are used in various combinations. For
example, when a state is not leading in software, it focuses
on hardware devices and connectivity networks. Artificial
intelligence is the third factor in which competition
develops dynamically. The high costs of protection,
combined with the strong interest in influencing public
opinion through cyberspace, provide grounds to suggest
that an activity is emerging that closely resembles the
principles of the Cold War — economic exhaustion at the
expense of maintaining parity between leading centres.
Unlike the well-known Cold War, which ended in the
1990s, today's activity is characterised by multi-vector
dynamics and more than two centres. This makes
international agreements even more complex.

Investments in ICT, as well as policies in leading
countries, provide grounds for the hypothesis that a New
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Cold War is emerging, one that is developing in
cyberspace and is fought for access to people's thoughts
and ideas. It affects the complex: software, hardware, and
artificial intelligence.The research demonstrates that the
importance of the issue should be outlined both
theoretically and practically, by examining the nature of
the processes and seeking not only the protection of one's
own society but also counteraction against the race in
cyber investments. One possible solution is for states to
develop their own hardware and software to protect
critical assets (as seen in the policy of the Russian
Federation), but to what extent and for whom this is
feasible is a question with multiple answers.

Today, attention should be given to the fact that the
development of a New Cold War for dominance in
cyberspace is possible, and states and the societies within
them must not allow this to happen.
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Abstract — The research carries out an in-depth analysis
of Directive (EU) 2024/1203 of the European Parliament and
of the Council of 11 April 2024 on the protection of the
environment through criminal law and replacing Directives
2008/99/EC and 2009/123/EC as a normative instrument for
criminal environmental protection within the European
Union. The Directive is a reaction to the growing
environmental crime with a transnational dimension,
requiring complex and modern measures for prevention and
punishment. The main practical challenges arising from the
transposition and application of the Directive are outlined.
The conclusion of the study underlines that in order to
achieve the objectives of the Directive and the effectiveness of
the measures envisaged, it is not only necessary to harmonize
legislation, increase the capacity of law enforcement and
investigative authorities and enhance international
cooperation, but it is essential to develop standardized
investigative methods in relation to the different
environmental crimes, taking into account their specificities.
Efforts in this direction are indeed worthwhile, because the
objective pursued is the protection of the environment, so
important to our existence.

Keywords — criminal protection, Directive, environment,
protection measures

I. INTRODUCTION

To date, humans are already indebted to the
environment, which has responded appropriately with a
series of escalating natural disasters that have claimed
thousands of lives and caused untold economic, social and
security dimensions. The satisfaction of inexhaustible
human needs at any cost, through the limitless extraction
and pollution of natural resources, are among the main
causes of the breakdown of the links between the various

Nadezhda Krasteva
Public Law Department
South-West University “Neofit Rilski”
Blagoevgrad, Bulgaria
nkrusteva@law.swu.bg

components of the environment that ensure ecological
balance.

According to reports from a number of global
organizations such as the UN, WHO, UNESCO, etc., over
2 billion people in the world now live in areas affected by
a lack of clean drinking water [1]. Every year, millions of
people die from waterborne diseases, more than all forms
of violence combined [2]. A number of scientists are
signaling that we are in the sixth major species extinction
due to human activity [3]. And the disrupted ozone layer in
the Arctic is the cause of melting ice, according to a 2020
study published in Nature Climate Change. Pollutants
deposited on land and in soil are also a global problem, with
airborne and waterborne pollutants found even on the
highest peaks and most remote beaches. Although some
pollutants break down in the soil over time others remain
forever and inevitably affect people's lives.

As early as October 1972, the Paris European Council
stated the need for Community political decisions and an
environmental action programme to accompany economic
development. As a result of the decisions taken,
multiannual “environmental action programmes” have
been drawn up since 1973 and continue to this day, with the
right of citizens to a healthy and favorable environment as
a fundamental principle during this period. To date,
European legislation has wundergone considerable
development. Hundreds of regulations have been adopted
governing the use of natural resources and the protection of
the environment [4]. Moreover, even Article 3(3) of the
Treaty on European Union (TEU) and Article 191 of the
Treaty on the Functioning of the European Union (TFEU)
guarantee the European Union (EU) a high level of
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protection and improvement of the quality of the
environment.

The emerging need for stricter measures to protect it has
also led to the adoption of a Directive on the protection of
the environment through criminal law. This was the first
Community law act to contain requirements for the
harmonization of criminal policy. Its adoption was
prompted by the increase in environmental crimes and their
consequences, which extend beyond the borders of the
countries where they are committed.

In 2021, the European Commission, as a commitment
to the Green Pact and in response to the ineffectiveness of
existing environmental sanctions, adopts a proposal for a
new directive on combating environmental crime, adopted
on 11 April 2024 and replacing Directives 2008/99/EC and
2009/123/EC.

It is the analysis of this new directive that is the subject
of this study, as a guarantee for more effective criminal
protection against serious environmental violations in the
EU.

II. MATERIALS AND METHODS

The research is a theoretical and legal study of Directive
(EU) 2024/1203 of the European Parliament and of the Council of
11 April 2024 on the protection of the environment through
criminal law. The chosen objective is to bring out the
strengths and weaknesses of the commented legislative
solution with a view to effective environmental protection.
In order to achieve the aims and objectives of the research,
the method of scientific analysis and synthesis,
comparative legal method, as well as various methods of
interpretation of the legislative text have been used. The
comparative law method used aims to provide a clear
analysis of the key features of Directive (EU) 2024/1203
compared to previous legislation and to assess its
effectiveness as well as the prospects for transposition into
national legal systems.

III. RESULTS AND DISCUSSION

Directive (EU) 2024/1203 is the result of the EU's
efforts to provide criminal protection for the environment
by applying common principles, objectives and sanctions
to increasingly complex forms of offences. It introduces
minimum rules on the definition and sanctioning of
criminal environmental offences.

The main objectives of the Directive relate to:

1. Extending the scope of criminalized acts to reflect the
most serious breaches of EU environmental legislation.

2. More precise definition of specific environmental
crimes and harmonization of the type and level of penalties
in EU Member States.

3. Stronger, effective, proportionate and dissuasive
penalties, accessory sanctions (for environmental
restoration) and measures for confiscation of funds and
proceeds of crime.

the Protection of the Environment Through Criminal Law

4. Establish a clear and effective framework for law
enforcement and cross-border cooperation in the fight
against environmental crime, with a view to greater
effectiveness in the detection, investigation, prosecution
and sentencing of environmental crime.

The EU's objectives aim to achieve a high level of
environmental protection and improvement. Measures
taken by Member States to transpose them into national
legislation should comply with the basic principles
enshrined in EU environmental legislation - the
“precautionary  principle”, the “preventive action
principle”, the “priority at source principle” and the
“polluter pays principle”.

Directive (EU) 2024/1203 is undoubtedly a step
forward in environmental protection in the European
Union, building on the directives it repealed. The
objectives set imply a more effective counteraction to
environmental crime and an increase in the likelihood of
detecting and punishing offenders.

In this research, an in-depth analysis of the framework
and the requirements it sets for the Member States is carried
out. The aim is to highlight both the positive aspects of the
Directive and its shortcomings which could hinder the
achievement of a high level of environmental protection.
The analysis has been carried out on the basis of the
objectives it sets and their possible achievement.

1. Extension of the scope of criminalized acts

Directive (EU) 2024/1203 has significantly extended
the scope of criminalized acts. It includes new offences
covering a wider range of activities constituting serious
environmental offences — pollutant discharges, illegal
waste management, illegal marketing of products, damage
to ecosystems, deforestation, invasive species offences,
ship-related offences, etc.

In order to constitute a criminal offence, all these
activities must be carried out in violation of the rules laid
down in one of the European Union's regulations governing
the use of natural resources, environmental protection and
other parts of environmental legislation. Acts committed
intentionally and with gross negligence, by act or omission,
are criminal. Incitement and aiding and abetting, as well as
attempt to commit the offence, are punishable for certain
offences.

The criminalization of negative impacts on more of the
components of the environment (air, water, ecosystems,
wild flora and fauna, etc.) compared to Directive (EU)
2008/99 EC ensures more effective protection of the
environment as a whole. On the other hand, the description
of the environmental damage to the component concerned,
as an element of the offence, means the identification of
this damage by the investigating authorities, with all the
difficulties that this entails.

An indisputable contribution and a positive aspect is the
differentiation of administrative offences from criminal
offences, with the development of clear criteria for this —
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the requirement to derive a quantitative and qualitative
threshold.

This threshold has been proposed to be in line with the
constitutive harm that has occurred [5], which for an
offence must be “substantial”. This notion is not clarified,
but the Directive sets out certain elements to be taken into
account when assessing various environmental crimes and
environmental components, namely: the baseline state of
the affected environment; whether the harm is long-term,
medium-term or short-term; its extent and reversibility;
what the relevant regulatory threshold is and how many
times it is exceeded; the conservation status of the species
affected; the costs necessary to restore the environment,
etc.

The Directive also provides for qualified offences for
some of the criminal infringements leading to catastrophic
consequences. Again, the criterion is ecological damage,
but this time in terms of: destruction or widespread and
significant damage that is irreversible and long-lasting to
an ecosystem of significant size or significant ecological
value, or to a habitat within a protected area, or to air, soil
and water quality.

A significant contribution to the fight against
environmental crime is the requirement to criminalize acts
committed despite a permit issued by a competent
authority, if that permit was obtained through fraud,
corruption, extortion or coercion, or if it was issued in clear
violation of the requirements for their issuance. The
criminalization of the abstraction of surface water and
groundwater, where significant damage is caused or is
likely to be caused to the ecological status or the ecological
potential of surface water bodies or to the quantitative
status of groundwater bodies, is of fundamental importance
with regard to water as a natural resource.

Criminalizing activities such as the introduction,
spread, cultivation, release into the environment, etc. of
invasive species also provides more effective protection for
biodiversity.

In view of the foregoing, extending the scope of
criminalized acts to the components of the environment
adversely affected would contribute to more effective
protection. Protection from excessive abstraction of surface
water, for example, will always also provide protection for
hydrobionts, flora, soil, etc. (even humans) in view of their
interconnectedness.

However, criminalizing multiple acts without effective
enforcement would not achieve the desired goal [6], [7].

2. A more precise definition of specific environmental
crimes and harmonization of the type and amount of
penalties in EU Member States

Achieving more precise definitions of the different
types of environmental crime and harmonizing the law
across the EU is a laudable objective of Directive (EU)
2024/1203. However, the approach in the description of
criminal offences and the reference to multiple pieces of
sectoral legislation, in terms of concepts, regulatory
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thresholds, etc. is no different from the previous repealed
Directive. Moreover, for the interpretation and derivation
of the concept of “gross negligence”, reference is even
made to the case-law of the Court of Justice of the
European Union. In this respect, the effective transposition
of the directive and the harmonization of the laws of the
Member States may again not be achieved.
concepts,

The clarification of some such as
“ecosystem”, “habitat in a protected area”, “aggravating
circumstances”, “damage”, etc. is commendable, but it is
far from sufficient. In the numerous European Union acts,
a number of concepts have been derived which overlap, are
mutually exclusive or are relevant only to some
components of the environment and not to others. For
example, the notion of “disability” in the preamble to the
Directive refers only to disability of persons.

A positive aspect in favor of harmonization of the
Directive between Member States is the exclusion of
certain forms of energy — such as heat, heat sources, noise,
including underwater noise and other sources of acoustic
energy, vibration, electromagnetic fields, electricity or light
- among the causes of environmental harm. But again, the
concept of 'energy' is derived from multiple regulations
regarding  different components and achieving
harmonization is questionable.

The envisaged minimum and maximum limits of
imprisonment for the different offences is a good approach
which, if transposed effectively, would achieve the
intended effect of harmonization of penalties.

3. Stronger, effective, proportionate and dissuasive
penalties, alternative sanctions and measures for
confiscation of the proceeds of crime

Directive (EU) 2024/1203 introduces a new, multi-
layered system of sanctions for environmental crime.
Central to it is the penalty of imprisonment, differentiated
according to the gravity of the offence and the scale of the
damage caused. This approach allows for the imposition of
a fairer and more proportionate penalty, taking into account
the specific circumstances of each act. The precise
approach reinforces the deterrent effect, as more serious
crimes are punished more severely.

The Directive takes an innovative stance by focusing
not only on punishment, but also on restitution of
environmental damage as ancillary sanctions and
measures. These are in addition to the main penalty and
include:

a) Restoration of the environment: the offender shall
restore the environment to its former state as far as possible.
If restoration is impossible or impracticable, financial
penalties shall be imposed to compensate for the damage
caused. The amount of the compensation shall be
determined in accordance with the severity of the damage
caused, established on the basis of expert assessments.

b) Financial penalties: The Directive provides for the
imposition of fines, the amount of which is proportionate
to the gravity of the offence as well as to the financial
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situation of the offender. In determining the amount of the
fine, factors such as the duration of the offence, the
financial benefits of the criminal activity and the
significance of the environmental damage caused are taken
into account.

c) Additional sanctions: The Directive provides for a
range of additional measures, such as disqualification from
public funding (including prohibition from public
procurement), revocation of permits, temporary bans on
holding office, bans on standing for election, confiscation
of the proceeds and proceeds of crime, etc. These measures
are designed to deter future criminal activities and limit the
offender's opportunities.

d) Publicity: In the public interest, the Directive allows
for the publication of judicial decisions and sanctions
imposed, including the personal data of convicted persons,
but only in strictly justified exceptional cases to ensure a
balance between the right to the protection of personal data
and the public interest.

The combination of major penalties and ancillary
sanctions is intended to create an effective and fair system
for combating environmental crime, encouraging
responsible environmental behavior and deterring future
offences. In this respect, the system of sanctions envisaged
is an excellent solution. The obligation to restore the
environment by offenders would make a significant
contribution to achieving the EU’s main objective — a high
level of environmental protection and improvement in the
quality of the environment.

However, collateral sanctions and measures are
conditional on the detection of crimes and their perpetrators
and the conviction of offenders. Their implementation
requires effective action by law enforcement authorities in
the Member States. In this respect, the next objective is set
out in the Directive.

4. Establish a clear and effective framework for law
enforcement and cross-border cooperation in the fight
against environmental crime

Directive (EU) 2024/1203 represents a significant
advance in the fight against environmental -crime,
especially in terms of cross-border cooperation. The
emphasis on coordination between Member States and
European Union agencies (Eurojust and Europol) is a
positive aspect, especially given the cross-border nature of
many of these crimes. Differences in national legislation as
regards the means of investigation, the authorities that carry
them out and the lack of trained personnel with
multilayered expertise seriously hampers the investigation
[8] of cross-border crime.

Effective law enforcement in relation to this type of
crime requires significant resources - training of specialists,
equipment of laboratories, funding of investigations, etc.
The Directive does not provide specific mechanisms for
securing these resources, which may make it difficult to
implement in practice.

the Protection of the Environment Through Criminal Law

Proving environmental crime is often complex,
requiring immediate and thorough expert investigative
action. In many cases, specific expertise is required and
evidence may be difficult to access or require expensive
analysis [9]. In this respect, the introduction of effective
and proportionate means of investigation, even with
enhanced cooperation between Member States, is a
difficult task.

For example: Investigating air pollution requires
specific analyses of air samples, modeling of contaminant
distribution, and identification of the source of the
pollution. Cooperation with meteorological services and
specialized laboratories is often necessary. The study of
pollution from industrial sources, such as factories or
thermal power stations, usually requires the application of
sensors to measure specific pollutants such as sulphur
dioxide, nitrogen oxides and fine particulate matter. In
addition, a public health impact assessment is carried out.
Contamination of water bodies requires water sampling at
various points, identification of the contaminants,
identification of the source of the contamination and
assessment of the extent of the harm. All this should be
done as quickly as possible and by different teams, in view
of the water's ability to dissolve substances and the rapid
spread of pollution. The use of specialized equipment and
cooperation with hydrologists and biologists may be
necessary. When investigating contamination of bodies of
water, such as rivers and lakes, following incidents such as
chemical accidents or spills, underwater drones and
specialized equipment are often used to take samples from
inaccessible locations. Analysis of aquatic plants and
aquatic organisms can provide information on long-term
effects on ecosystems. Illegal waste management requires
verification of documentation, inspection of waste disposal
sites, analysis of waste composition and identification of
those responsible. Waste management experts, geologists
and chemists may be needed. In cases of pesticide
contamination, it is important to wuse specialized
laboratories to measure the levels of chemicals in soil and
water. This process involves agronomists and soil science
experts who assess the potential risks to nature and human
health. Poaching requires field work, animal tracking,
DNA analysis and collaboration with foresters,
conservationists and biologists.

In order to achieve effective and unified enforcement,
the Directive needs to go further by developing
standardized investigative methods that take into account
the specificities of different types of environmental crime,
the diverse forms of criminal activity, the specificities of
different  environmental = components and  the
interrelationships between them.

Another positive aspect and contribution to the fight
against environmental crime is the decisions on the EU-
wide unification of the statute of limitations for this type of
crime, which is linked to the penalty of imprisonment.
Another good proposal is the possibility for Member States
to provide that the statute of limitations should start to run
from the moment the offence is detected, because many
offences are detected at a later stage.
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The decision to provide protection to persons reporting
environmental crime or assisting in the investigation of
such criminal activity is also positive. Granting procedural
rights in environmental crime proceedings to the public
concerned in the form of affected citizens, NGOs
promoting environmental protection and others with an
interest is also a step forward. NGOs have sufficient
resources to exert public pressure on law enforcement
authorities to carry out effective investigations and render
fair convictions.

The introduction of a system of statistics on
environmental crime and its perpetrators should also be
recognized as an important step in the fight against
environmental crime.

Although the many guidelines for -effective
enforcement throughout the EU provided for in the
Directive would achieve the desired effect, more specific
guidelines are needed for investigating environmental
crime and proving the criminal outcome.

IV. CONCLUSIONS

Directive (EU) 2024/1203 represents a significant
advance in the fight against environmental crime. It
proposes an innovative and effective system of sanctions,
based on a differentiated approach, with a focus on
environmental restoration through accessory sanctions. By
identifying real environmental threats and clearly
distinguishing administrative offences from
environmental crimes, the directive undoubtedly provides
more effective environmental protection than the
directives it repeals.

However, achieving the desired effect depends on its
successful transposition by EU Member States. A weak
point is the approach retained in writing out the criminal
elements and the reference to the numerous acts of the
Union, which is not a good approach to inferring the
elements in a criminal offence.

In order to fully achieve the objectives, set out in the
Directive, further action is needed to define criminal
offences more clearly, with minimal reference to
environmental law to derive their elements, to develop
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standardized methods for investigating and proving
environmental damage, and to provide sufficient resources
in this respect.
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Abstract—The widespread use of drones in commercial,
industrial, military and security applications has led to a
growing need for techniques to analyse their signals.
Understanding the communication signals of drones is
essential for applications such as airspace monitoring,
counter-unmanned aerial vehicles technologies and
electronic warfare. This defines the topicality of the topic.
That is why the purpose of the study focuses on the
identification and analysis of DJI drone signals using
software defined radio. The research aims to find their
frequencies usage, look for the drone activities in
spectrogram, record them and characterize modulation types
of drones, specifically the DJI Air 3 and Phantom 4. The
working methods are based on using HackRF One software
defined radio alongside the DragonOS operating system and
HackRF Spectral Analyzer, SDR++ and Inspectrum
software. Signal identification is performed in controlled
urban and non-urban environments, allowing for the
examination of telemetry signal. Different signal processing
techniques are wused including spectral analysis and
modulation classification are applied to identify DJI drone
ID. By analysing frequency bands, bandwidth requirements,
and transmission structures, the study indicates how both
drones communicate and adapt to environmental factors
such as interference. Main conclusions from this paper are
revealing that DJI drones use frequency hopping, orthogonal
frequency division multiplexing modulation adapting itself
with quadrature phase shift keying, 16 and 64 quadrature
amplitude modulation depending on the enviroment. They
also use Zadoff-Chu sequencies for synchronizing their drone
ID packets. Having in mind this, the signal width and
strength also chages based on the urban or no-urban
environments that the drone is.

Keywords—DJI drones, HackRF One, signal analysis,
software-defined radio.

I. INTRODUCTION

The rapid advancement of drone technology has
significantly impacted various industries, including
commercial and recreational applications, security, law
enforcement, and military operations [1], [6]. Drones or
UAVs are widely used for tasks such as aerial photography,
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infrastructure inspection, agricultural monitoring, and
disaster response [15]. Understanding the signals used by
drones is crucial for monitoring their activity, ensuring
regulatory compliance, and developing counter-drone
strategies, when necessary [2], [8]. This defines the
topicality of the topic.

DJI is one of the leading manufacturers of consumer
and professional drones [4]. They use advanced wireless
communication protocols to maintain stable control links
and transmit telemetry data in real time [9], [11], [16].
These transmissions include essential information such as
GPS coordinates, altitude, speed, battery levels, and other
flight parameters [3], [13]. Analysing these signals can
provide valuable insights of drone behaviour, operational
patterns, and potential vulnerabilities. However, as drone
communication protocols evolve, they become more secure
by using encryption and frequency-hopping techniques,
which make signal interception and analysis more complex

(2], [8].

In [3], [8], [16] experiments are focused more on
analysing drone communication protocols and their
structures. Comparing to this paper, it is shown more
practically visualisation of their signals.

SDRs are powerful tools for analysing drone signals due
to their ability to capture a wide range of frequencies.
Devices like the HackRF One, combined with operating
systems such as DragonOS, allow to identify transmission
characteristics, and classify different types of drone signals
based on their frequency bands, modulation schemes, and
bandwidth usage [10], [14], [19].

The purpose of the study aims to discuss the
methodology applied in this research for spectrum analysis,
pattern recognition, and frequency monitoring, providing a
systematic approach to examining drone communication
signals.

II. MATERIALS AND METHODS

To effectively analyse DJI drone signals, a
combination of hardware and software tools are used. The
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primary hardware used in this study was the HackRF One
on Fig. 1. It is a versatile SDR capable of transmitting and
receiving signals within a wide frequency range (I MHz to
6GHz). This device was selected due to its affordability,
open-source nature, and compatibility with multiple SDR
software tools. HackRF One provides real-time access to
the electromagnetic spectrum, allowing to capture and
analyse drone transmissions.

Fig. . HackRF One Board.

The DragonOS is Linux distribution. It was used as the
operating environment for the SDR-based signal analysis.
DragonOS is a pre-configured operating system that
includes various open-source SDR tools. This is making it
an ideal choice for researchers analysing wireless
communications. It includes softwares for recording,
processing and visualizing captured or live signals.

HackRF Spectrum Analyzer is a real-time spectrum
monitoring software, is used to find drone activities and
also to see a drone signal look like. After that a DJI drone
ID with SDR++ have been recorded. Finally, with the help
of Inspectrum software analyze the actual modulation
characteristics.

A. Signal identification and visualization

DJI Air 3 and Phantom 4 use OcuSync or Lightbridge
radio protocols. OcuSync is used in DJI drones for
transmitting video and control signals. It is part of the
Lightbridge family and is designed to offer low-latency HD
wireless video and control signals, allowing long-range
transmission. OcuSync supports dual-frequency bands of
2.4 GHz and 5.8GHz, which gives it more flexibility in
areas with interference [1], [3]. It can automatically switch
between these frequencies to maintain a stable connection.
It has a range of up to 4.3 miles (7 km) and can transmit
video at /080p resolution. On the other hand, Lightbridge
is an older protocol with the same range but with a lower
video resolution of 720p.

Both radio protocols use Orthogonal Frequency
Division Multiplexing (OFDM) modulation. This is a
transmission technique that divides a data stream into
multiple smaller subchannels, as you can see on Fig. 2,
each carrying part of the information across closely spaced
frequencies, rather than using a single wideband channel
[9]. Unlike traditional single-channel modulation, where
data bits are transmitted sequentially, OFDM allows
multiple bits to be sent simultaneously across parallel

subchannels. This reduces the required data rate per
subchannel, making the system more resistant to
interference and improving spectral efficiency [1]. While
primarily used in wireless communication, OFDM is also
applied in wired and fiber optic networks for reliable high-
speed data transmission.

Fig. 2. OFDM subchannels overlapping.

Lightbridge is used in older DJI models like the
Phantom 4, leverages OF DM to maintain stable video and
telemetry transmission over extended distances. OcuSync
is an evolution of Lightbridge, further optimizes OFDM by
incorporating adaptive frequency hopping, improved error
correction, and dynamic bandwidth allocation, allowing it
to switch between 2.4GHz and 5.8GHz for better
interference avoidance [3]. These enhancements make
OcuSync more robust in complex RF environments,
providing lower latency, higher data rates, and increased
range compared to traditional single-carrier transmission
methods.

Carrier / Channel
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Fig. 3. QPSK waveform.

In the other hand, based on signal quality within
OFDM, subcarriers use different modulation schemes.
They are Quadrature phase-shift keying (OPSK), 16 and 64
Quadrature amplitude modulation (QAM). QPSK is a
modulation technique that allows the transmission of
multiple bits simultaneously by representing possible states
with different analog levels and phases (Fig. 3) [10]. It
improves spectral efficiency by transmitting two bits using
the same spectrum width as Binary Phase Shift Keying
(BPSK), with the I (in phase) and Q (quadrature) channels
modulated onto carriers 90° apart [7]. Both drones, DJI Air
3 that uses OcuSync 4.0 and DJI Phantom 4 working with
Lightbridge rely on QPSK to establish stable, long-range,
and interference-resistant links between drones and
controllers.

In 16-QAM, each symbol is represented by 4 bits of
data, allowing for 16 different states, while in 64-QAM,
each symbol is represented by 6 bits of data, allowing for
64 different states - Fig. 4 [12]. The main difference
between 16-QAM and 64-QAM lies in the number of bits
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per symbol and the number of states they can represent. /6-
QOAM has 16 possible states, whereas 64-OAM has 64
possible states [5]. This means that 64-QAM can transmit
more data per symbol than /6-QAM, but it is also more
susceptible to noise and interference, making it less robust
in low Signal-to-Noise Ratio (SNR) conditions [18].

a Q
i

Fig. 4. 16 and 64 QAM constellation.

By combining OFDM's multi-carrier transmission with
adaptive modulation, DJI’s Lightbridge and OcuSync
achieve low-latency, high-quality video streaming and
robust control links. In strong signal conditions, 64-QAM
maximizes data throughput, while in weaker or noisier
environments, the system can downgrade to QPSK to
maintain a stable connection.

B.  Recording a DJI drone ID

DJI drone ID is the identification system used by DJI
drones to provide information about the drone and its
operator [13]. This system is designed to comply with the
Remote ID requirements set by the Federal Aviation
Administration (FAA) and other regulatory people around
the world. Remote ID allows drones to transmit
identification and location data to other parties, enhancing
safety and security in the airspace [1], [4]. DJI drones can
use various methods to transmit this information, including
Wi-Fi, Bluetooth, or cellular networks, depending on the
model and the specific Remote ID requirements in their
operating region. Center frequencies depend on the band
that is used [3]. In table 1 there are shown 2.4GHz and
5.8GHz bands.

SDR++ is an open-source, cross-platform SDR receiver
application. It provides a powerful and flexible interface for
tuning, demodulating, and analyzing radio signals from
various SDR devices, including HackRF One. Using this
software, drone ID can be recorded by selecting one of the
center frequencies listed above. The recording file format
needs to be float32. 1t is a 32-bit floating-point format used
in computer memory to represent a wide dynamic range of
numeric values by using a floating radix point [17]. Float32
is preferred due to its higher precision and dynamic range.
This is crucial for capturing weak or noisy signals. Float32
minimizes quantization errors, preserving fine details
essential for accurate demodulation, especially for signals
using OF DM or frequency hopping.

SDR++ is an open-source, cross-platform SDR receiver
application. It provides a powerful and flexible interface for
tuning, demodulating, and analyzing radio signals from
various SDR devices, including HackRF One. Using this
software, drone ID can be recorded by selecting one of the
center frequencies listed above. The recording file format
needs to be float32. It is a 32-bit floating-point format used
in computer memory to represent a wide dynamic range of
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numeric values by using a floating radix point [17]. Float32
is preferred due to its higher precision and dynamic range.
This is crucial for capturing weak or noisy signals. Float32
minimizes quantization errors, preserving fine details
essential for accurate demodulation, especially for signals
using OFDM or frequency hopping.

TABLE 1 DJI DRONE ID CENTRE FREQUENCIES

Frequency Bands
2.4GHz 5.8GHz

2399.5MHz 5741.5MHz
2414.5MHz 5756.5MHz
2429.5MHz 5771.5MHz
2444.5MHz 5786.5MHz
2459.5MHz 5801.5MHz

5816.5MHz

C. Analyzing DJI drone ID packet

One of the main characteristics of a drone ID is the
Zadoff-Chu (ZC) sequence. It is a special mathematical
sequence used in transmissions for synchronization and
signal detection. It has key properties like constant
amplitude and zero cross-correlation, making it highly
effective for timing alignment and interference resistance
in wireless communication [19]. In DJI drones, the ZC
sequence helps receivers accurately detect and decode
Drone ID signals, even in environments with RF noise and
interference [11], [13].

The ZC sequence enhances signal accuracy by reducing
timing errors and improving synchronization. It minimizes
interference and distortion, ensuring clear and reliable
transmission [19]. Each Drone ID transmission consists of
nine OFDM symbols, with the ZC sequence embedded in
symbols 4 and 6 [3], [16]. These special symbols act as
reference points, allowing the receiver to synchronize with
the transmission. The remaining symbols contain
identification and telemetry data, such as the drone’s serial
number, GPS position, and flight status.

III. RESULTS AND DISCUSSION

On Fig. 5 is the experimental setup. There are both
drones, on the left is DJI Air 3 with the controller and on
the right is DJI Phantom 4 again with his controller.
HackRF One works with a tri-band antenna, and it is
connected to a laptop with DragonOS operating system.

A. Identifying drone signals

Based on the methodology, first experiment is
identifying a drone signal in urban and non-urban
environment. It is used a tri-band (GSM, 4G and 5G)
antenna with frequency range from 600MHz to 6GHz
connected to HackRF One working with HackRF Spectre
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Analyzer software on DragonOS. At the beginning on Fig.
6 and Fig. 7 are the spectrograms in urban and non-urban
environment with the DJI Air 3 powered off. The frequency
range is set to be 2300MHz—2600MHz to have clear view
of 2.4GHz band.

Fig. 6. The Spectrogram in urban environment with drone powered
off. Power levels from -75dB to -50dB with PSD frequency range from
2405MHz to 2465MHz.

On Fig. 6 the spectrogram has only short bursts that
indicate the usage of Wi-Fi, Bluetooth and smart home
devices. This is because the experiment is in an urban
environment. After that on Fig.7 is the same test but in non-
urban environment. The differences are quite big. The
spectrogram is much clearer because of there are fewer Wi-
Fi routers, cellular towers, or other strong RF emitters in
the 2.4GHz industrial, scientific and medical (ISM) band.
The few narrowband spikes are from distant sources,
background noise, or minor reflections.

Fig. 7. The spectrogram in non-urban environment with drone
powered off. Power levels from -100dB to -70dB with no frequency
usage.

Then on Fig. § and Fig. 9 are the spectrograms with the
drone powered on. The RF spectrum changed significantly
due to the introduction of multiple wireless transmissions.
Before the drone is powered on, the baseline spectrogram
primarily shows background RF noise and interference
from nearby Wi-Fi, Bluetooth, and other ISM-band devices.
The signal power levels remain relatively low between -
100dB and -50dB.

However, when the drone is powered on, it immediately
begins broadcasting signals, which results in a higher
power spectral density (PSD) in frequency range from
2360MHz to 2500MHz in urban environment (Fig. 8) and
in non-urban environment from 2435MHz to 2470MHz
(Fig. 9) with power levels reaching -/8dB.

: ;WWW'('\‘”’:J\M

Fig. 8. The spectrogram in urban environment with DJI Air 3 powered
on. Power levels from -70dB to -18dB with PSD frequency range from
2360MHz to 2500MHz.

= ‘ Wl
————

Fig. 9. The spectrogram in non-urban environment with DJI Air 3
powered on. Power levels from -75dB to -20dB and PSD frequency
range from 2435MHz to 2470MHz.

The spectrum analyzer also displays wide, consistent,
repeating signal bursts, suggesting for frequency hopping
methods in OFDM modulation. The drone adapts by
dynamically adjusting its power levels and switching
channels frequently in an attempt to maintain a stable
connection. The hopping behavior is more structured and
predictable in non-urban environments as can be seen on
Fig. 9 but becomes more irregular and adaptive in urban
environments where interference levels are higher, Fig. §.

Comparing the DJI Phantom 4 signals to the Air 3 ones
the differences are visually big - Fig. /0. Phantom 4 s signal
appears more structured and concentrated within a specific
range from 2415MHz to 2425MHz. This is because this
drone uses the Lightbridge radio protocol which is not so
adaptive as OcuSync used in DJI Air 3. It has strong,
periodic peaks in the waterfall display, meaning it follows
a fixed frequency hopping pattern rather than dynamically
adjusting its transmission as 4ir 3 on Fig. 8.
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Fig. 10. The spectrogram in urban environment with DJI Phantom 4
powered on. Power levels from -90dB to -18dB with PSD frequency
range from 2400MHz to 2440MHz.

Overall, the Phantom 4 uses an effective but less
adaptive communication system compared to the Air 3,
which employs a wider and more interference-resistant
transmission method. The Air 3’s spectrum characteristics
make it better suited for urban conditions with high RF
congestion, while the Phantom 4 may function more
reliably in less crowded RF environments, where fixed
frequency hopping patterns are less likely to be disrupted
by external interference sources.

500m 500m

L

@?@ 500m

Fig. 11. Real-life scenario of detecting a drone.

The next experiment is a more real-life scenario of
detecting a drone signal in big distances. On Fig. /1 is an
illustration of the experimental setup. The drone controller
is 500m from HackRF One. The drone is 500m hight and
500m from HackRF too.

The spectrogram on Fig. /2 shows the usage of a drone
around. The PSD is from 2435MHz to 2470MHz, and the
power levels are reaching -50dB. The signals are not so
strong but because there are repeating signal bursts and
frequency hopping can say that these are drone signals. By
this experiment it can be said that HackRF can be used also
as a drone detector on a not so small distance in real-life
implementations.

B.  Recording a DJI drone ID packet

The next experiment is recording a drone ID using
again HackRF One, the tri-band antenna and SDR++
software on DragonOS.
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Fig. 12. The spectrogram of the real-life scenario experiment. Power
levels from -80dB to -55dB with PSD frequency range from 2435MHz
to 2470MHz.

Having in mind the center frequencies of drone ID in
table I one of them is set and make a float32 record. In the
example it is used 2444.5Mhz - Fig. 13 and the duration of
the recording is 10 seconds. DJI drone ID is transmitted /0
times per second and the adaptation of frequency that is
used on because of frequency hopping adjustments. That is
why a I0sec. recording is enough for the experiment.

=mx 2.444.500.000 =

Fig. 13. SDR++ recording a DJI drone ID on 2444.5MHz center
frequency.

This can be done with every of the frequency shown in
table 1. Transition of drone ID depends on the environment
that you are in. In non-urban environments, ID
transmission remains stable with minimal interference but
in urban environments, signal congestion and multipath
effects can cause packet loss or frequency hopping
adjustments, leading to slight variations in transmission
timing and frequency usage.

It has been observed that even when a user manually
sets the DJI OcuSync downlink to operate strictly within
the 2.4GHz or 5.8GHz range, the DJI drone ID signal does
not conform to these settings and continues transmitting on
the frequencies in table 1 [3].

A.  Analyzing a DJI drone ID

Finally, when the recording of center frequencies listed
in table 1 is made, open it in Inspectrum on DragonOS to
analyze the specter deeply. In our example the recording of
2.444 5SMHz frequency is used.
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Fig. 14. Analysis of drone IDs on Inspectrum software.

The spectrogram on Fig. /4 captures RF signals over
time and shows their frequency characteristics. The sample
rate of 5e+07 (or 50 MHz) is used to capture signals at a
high enough resolution to analyze the details of RF
transmissions. The frequency range spans from OMHz to
20MHz, as indicated by the Y-axis, with signal bursts
appearing throughout this range. These bursts, separated by
quiet periods, are characteristic of the Drone-ID RF frame
structure. This pattern is consistent with the expected
behavior of a communication system used for Remote ID,
where data packets are transmitted in structured bursts at
regular intervals.

The time window captured by the spectrogram spans
about /0 milliseconds. Each vertical group of lines in the
spectrogram corresponds to one of these signal bursts,
suggesting that each burst represents a packet of data being
transmitted at specific intervals. Each frame's bandwidth
range from 9.38MHz to 10.91MHz. In the spectrogram, the
signal shifting slightly across the frequency domain, which
corresponds to the CFO variations in the packet analysis.
These shifts are visible as slight changes in the positioning
of the bursts on the frequency axis. The regular pattern of
bursts observed also in the spectrogram in Fig. /4 suggests
the usage of Zadoff-Chu (ZC) sequences. These bursts
occur at precise intervals, which is typical of systems using
ZC sequences to maintain synchronization.

IV. CONCLUSION

The methodology applied in this research integrates
spectrum analysis, pattern recognition, and frequency
monitoring, providing a systematic approach to examining
drone communication signals. By SDR technology like
HackRF One with tools such as HackRF Spectrum
Analyzer, SDR++ and Inspectrum, it was capture,
visualize, and analyze the behaviour of DJI Air 3 and
Phantom 4 signals across urban and non-urban
environments. Also, it is demonstrated capabilities of the
methodology that reach up to 500m drone signal detection.
Theoretically, the ability to study drone signals at the raw
RF level allows for a detailed examination of frequency
utilization, modulation schemes, bandwidth variations, and
transmission stability.

Spectrum analysis plays a critical role in identifying
occupied frequency bands, signal strength variations, and
interference levels. By monitoring the 2.4GHz band, it is
determined which frequencies are used for telemetry data,
as it shown in table 1. The application of spectrogram
visualization enables researchers to track signal evolution

over time, revealing patterns such as frequency hopping,
channel allocation, and power adjustments in response to
environmental conditions.

Pattern recognition techniques help distinguish
recurring structures in drone transmissions, allowing to
differentiate between control commands, telemetry bursts,
and video signals. It is discovered that each DJI Remote ID
bandwidth ranges from 9.38MHz to 10.91MHz with
precise intervals, which is typical of systems using ZC
sequences to maintain synchronization. The identification
of repeated frequency hopping intervals and unique
transmission signatures provides deeper insight into how
DJI drones maintain stable communication links

Practically, findings of this study significantly
contribute to counter-drone measures, regulatory
enforcement, and spectrum management. Understanding
the characteristics of UAV communications enables
researchers, security professionals, and regulatory agencies
to develop effective detection and mitigation strategies. For
instance, identifying distinct frequency hopping patterns
and modulation schemes allows the creation of automated
drone detection systems, which can track UAV activity
based on its unique RF footprint. Future research could
focus on analysing 5.8GHz signal characteristics,
evaluating long-range signal propagation, and investigating
encryption methods within DJI transmissions. Expanding
these studies will further enhance ability to detect, monitor,
and regulate drone activity in both civilian and military
applications.
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Abstract—Control over the problem of illegal migration as a
subsector of migration in the Republic of Latvia is one of the
tasks to be implemented by the executive power, such as the
Ministry of the Interior and its subordinate institutions,
mainly the State Border Guard and the Office of Citizenship
and Migration Affairs. The purpose of the article is to study
digital technological and legal solutions for controlling illegal
migration through the prism of population and national
security. The following research methods were used in the
development of the study: descriptive, analytical, statistical
analysis, inductive method. Results of the study: 1) the
regulation of identified digital technological security (tools
and means) of illegal migration and problems related thereto,
in the context of the position of the State of Latvia in control
of illegal migration; 2) the official statistics of illegal
migration (data of the State Border Guard of the Ministry of
Interior and the Office of Citizenship and Migration Affairs)
(statistical data on criminal and administrative offenses)
were compiled for the last three-year period, taking into
account also latent illegal migration approximate indicators;
3) problems identified in the application of the digital,
technical and legal regulation of illegal migration in the State
border and within the State, which officials encounter in the
practice of law enforcement.

Keywords— digital technical security, illegal migration and
its control, legal security, national security.

I.  INTRODUCTION

At the level of EU policy priorities, the Stockholm
Program outlined several aspects, starting with the
protection of individuals’ fundamental rights and freedoms
within the so-called personal security paradigm, European
rights and justice, the protection of the European area, and

argavs@inbox.lv

ahia@rta.lv

Europe’s responsible role in the world (aspects of European
freedom, security, and justice) [1].

Several security paradigms are described in literature
sources. The traditional security paradigm prioritizes
national and state security, whereas the personal security
paradigm considers the individual as the primary object to
be protected. The social security paradigm positions
society as the central object of security threats. For a long
time, the European strategy in the field of social protection
was based on the personal security doctrine. However,
given the significant increase in the degree of social
security threats, it became necessary to focus on the
understanding of so-called “initial” security, whose main
goal is to protect the public sphere, allowing the
implementation of secret and non-transparent security and
surveillance measures, justified by so-called “emergency”
measures [e.g., 2].

From a socio-economic aspect, in the context of the
security of the EU’s external borders, there are several
groups of risks and levels. From the perspective of the
residents living near the Latvian border, as well as the legal
perspective, one of the sociological studies (2021)
emphasized that in some of the regional municipalities in
Latvia there is a lack of reflection of public security aspects
in policy planning documents or their specifically outlined
results (e.g., Rezekne’s territorial planning for 2018-2030,
the situation as of 2021). Within the vision of the “Rezekne
City Sustainable Development Strategy 2030,” the task of
“building Rezekne as a human and environmentally
friendly, safe, and modern city on the eastern border of the
European Union” is mentioned. Indirectly, threats to the
public security sector are defined in relation to improving
the quality of education, preserving cultural and ethnic
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diversity, and strengthening social integration.. According
to the SWOT (SWOT - strengths, weaknesses,
opportunities, threats) analysis, potential threats include a
lack of connection between different planning levels and an
insufficient number of attendees at cultural events
(therefore, we can see the problem of diminishing
affiliation with Latvian culture) [3].

The topicality of the study is determined by the global
and regional challenges of recent years, which involve not
only migration, but also illegal migration problems in
Latvia as an EU Member State. Along with significant
changes at the international level, improvements are also
needed in the area of prevention and measures to combat
illegal migration. And taking into account that the task of
preventing illegal migration in Latvia is implemented by
the State institution, i.e. the State Border Guard, these
improvements are a topical matter exactly in the activities
of this institution mentioned above, as well as in the
activities of other State institutions that support the State
Border Guard and cooperate with it in the field of
prevention of illegal migration.

Consequences of illegal migration. These
consequences occurs both for illegal migrants themselves
and for the state. From a human rights perspective, illegal
migrants are exposed to risks of exploitation and human
trafficking. For example, one of the latest cases of a human
trafficking network being uncovered and dismantled is the
one reported by the Spanish police at the end of February
2025, who arrested 48 people in connection with the sexual
exploitation and forced labour of more than 1,000 women,
mainly from Colombia and Venezuela) [4].

The end of the 20th century and the 21st century are the
era of high technology, offering various identification
options exist. In this era of high technology, accurate
identification is of crucial importance because it guarantees
security and reliability. Every system or process uses
trusted identification to ensure that only verified users are
given access [5].

In an anterview, the Minister of the interior R.
Kozlovskis expressed the oponion: Smart borders are
modern border control systems that use automated
technologies to manage the flow of persons and vehicles
between countries efficiently, safely and quickly. Unlike
traditional borders in recent history, where checks were
largely manual, smart borders are based on modern
solutions [6].

Future challenges could be related to the ever-
increasing number of travelers, increasingly complex
threats, and possible hybrid threats from individual
countries. Undeniably, this will require new, innovative
approaches to border control and immigration control
within countries. Smart borders help to mitigate security
risks, as there is still a possibility of entering the EU or
Schengen area countries with criminal intentions, creating
potential security risks in the future [7].

The fourth section of the Schengen Convention, the
Schengen Information System (SIS), is of great importance
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in the work of law enforcement agencies. It provides for a
global information system for combating crime and
cooperation between Member States and is in force in most
EU countries and the Schengen associated countries of
Switzerland, Norway, Liechtenstein, and Iceland. Every
day, around 3.5 million people cross internal borders for
work or study or to visit families and friends, and almost
1.7 million people reside in one Schengen country while
working in another [8].

The use of the SIS has led to significant changes in the
regulation of the immigration process in each Schengen
Member State [9].

The purpose of this is to strengthen public policy and
public security on the territory of the Member States by
ensuring the availability of reports to the competent
authorities and institutions of the Member States (Schengen
Information System Operating Law, 2007) [10], although
these reports sometimes do not contain sufficient grounds
of public policy interests to refuse entry to individuals [11].

Key smart border IT (information technology) tools are
constantly being improved to help combat crime and
protect national borders: Visa Information System (VIS)
(Schengen Visa info, 2023), Entry/Exit System (EES)
(Regulation (EU) 2017/2226 (Regulation EU 2017),
European Travel Information and Authorization System
[12].

The Criminal Law also contains provisions on liability
for illegal crossing of the state border (Criminal Law,
Article 284), ensuring the possibility to illegally reside in
the Republic of Latvia (Criminal Law, Article 285 prim),
as well as ensuring in bad faith to a person the possibility
to acquire the legal right to reside in Latvia, another
Member State of the EU, a country of the EEA (European
Economic Area) or the Swiss Confederation (Criminal
Law, Article 2852) [13].

II. MATERIALS AND METHODS

Article 4 of the State Border Guard Law defines the
main functions of the Border Guard, namely ensuring the
inviolability of the State Border and preventing illegal
migration. The implementation of the above tasks should
extend not only to the activities of the border protection
itself, but also to activities within the state, thereby
ensuring the security of the population and national
security in general. The use of criminal and administrative
legal means to control illegal migration is also the
responsibility of other competent bodies, such as the State
Police, which is subordinate to the Ministry of Internal
Affairs. In particular, the challenges of recent years in the
field of illegal migration on the state border and within the
Republic of Latvia make this issue even more important
and urgent.

The research hypothesis is defined as follows: in the
field of illegal migration, new challenges are emerging, the
prevention and control of which requires technical and
legal solutions that meet the requirements of modern
technological and public relations development. The object
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of the study is the legal relations in the field of control over
illegal migration. The subject of the study is the
possibilities of digital technological and legal security for
controlling illegal migration in the application of legal
relations.

The following research methods are used in the
development of the study: a) descriptive (describing the
problem of illegal migration and its impact on society as a
whole, on legal relations based on the situation in Latvia),
b) statistical analysis method (by analysing the number of
cases detected in criminal offences directly related to
illegal migration (illegal crossing of the State border and
unlawful conveyance of a person Across the State Border)
for the last 10 years, i.e., in the period from 2014 to 2024),
¢) analytical method (performing analysis of changes in
the potential threat of illegal migration from the point of
view of criminological forecasting), as well as sociological
observation method (authors of the article, applying
personal professional experience, legal practices in the
field of administrative and criminal law, as well as
institutions responsible for the prevention of illegal
migration, i.e. in the field of activity of the State Border
Guard).

III. RESULTS AND DISCUSSION

Situations/types of illegal migration (based on the
example of illegal crossing of the state border). There are
several situations that illegal/potential illegal migrants find
themselves in. The above situations can be divided into the
following groups: a) a person/group of persons crosses the
state border through the border control points without a visa
with a valid/invalid/forged document for travel or without
valid travel documents or without any documents that
could identify the person; b) a person/group of persons
crosses the state border through the “green border” (outside
the territories of border control points) and is detained on
the so-called “green border”. They could also be potential
victims of human trafficking, beginning with carriers
(including in practice as carriers or so-called “wearers”,
among whom in practice there were citizens of other
countries, as well as local residents living in the border area
who are looking for means of subsistence, or residents who
do not have a legal income, with a low income level, with
an insufficient standards of living, and who their own
personal motivation), and ending wanted for committing
crimes; ¢) a person or persons who cross the state border
outside the border control points (bypassing the established
procedure) through the “green border” as unidentifiable
and are illegally staying in the country.

A. Digital technical solutions for combating illegal

migration

The legal framework of the European Union includes
Regulation (EU) 2016/399 [14], or the Schengen Borders
Code, which is directly linked to the so-called Smart
borders. The above Regulation establishes the rules and
procedures for border crossings at both the internal and
external borders of the EU. Smart borders are an important
tool that helps Member States effectively implement the
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principles of border control, ensuring both security and
efficient management of persons and their flows.

Automated document scanners with biometric data [15]
(face, fingerprints, fingermarks and palmmarks, DNA (for
missing or wanted persons) reading capabilities have been
implemented in SIS since March 2023 [16]. These modern
technologies, as an integral part of the smart border, are
especially important at control points with a large
simultaneous flows of people, in such places as airports,
ports and railway stations at state borders, but also at border
crossing points on roads, where the flow of people is more
uniform, the use of such modern technological tools would
be necessary to avoid queues and conduct border control as
quickly as possible, reduce the number of errors and help
border crossing persons navigate the border control
procedure. Opinions and insights about this have already
been expressed in the literature [e.g.,17].

Artificial intelligence also plays a significant role in the
operation of the smart border, processing in real time [ 18]
not only biometric, but also other data, such as information
obtained about vehicles, including their number plates and
other information [19].

The digitalization of personal data and the increasingly
active use of technical and digital means for obtaining
biometric data contribute to the protection of human rights
and also have a positive impact on the control of illegal
migration. Another challenge is the ability of smart devices
to operate in various weather conditions, in conditions of
limited communication and electricity, along with work
organization issues, lack of human resources and finances,
issues of normative framework, and high costs for both
acquiring and maintaining the technology.

In 2024, at the 9th International Scientific and Practical
Conference “Border Security and Management”,
representatives of Latvia, neighbouring countries and other
Schengen countries, based on risk analysis, survey data and
other performance indicators, as well as institutional
reports, identified the main problems of the implementation
and operation of smart borders, including the lack of
regulation at both the EU and national levels, problems
with the principle of solidarity in the EU and Schengen
countries, the operability of smart devices, and high costs
of acquiring and maintaining technologies [20]:

e high costs of both acquiring and maintaining
technology;

e limited interoperability of systems and system
management problems, sometimes linked to
staff management problems and their
turnover;

e lack of human and financial resources.

B. Legal solutions to prevent illegal migration

From a human rights perspective, becoming an illegal
migrant can occur due to different circumstances beyond
person’s control (global or regional events) and/or due to
events in a person’s life. Illegal migrants are exposed to
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high risks of various forms of exploitation. Illegal
migration, on the other hand, as a negative phenomenon,
also poses a threat to the state as well as to the security and
public order of the designated territories, and public safety.
Because of illegal status, illegal migrants are denied the
opportunity to legally earn a living, pay taxes, obtain an
identity document, as well as residence permits in the
relevant EU member state.

There are various legal tools to prevent and control the
problem of illegal migration. And such tools could be
divided into several groups. Figure 1 illustrates the legal
solutions to prevent illegal migration. Figure [ clearly
illustrates the legal means of preventing illegal migration
(the authors this article developed).

M f supervisory ities (within the limits of their
competence established by law)
Means of administrative process (examination of refugee or alternative status

applications, administrative procedures)
o T —
liability) ‘

[ Ry
’—{ Criminal-legal and mean: ion of criminal liability) —‘

Means of criminological prediction of ilegal migration (criminalizati

’—{ Means of legal policy

Fig.1. Legal means to prevent illegal migration

Figure 1 shows four types of groups of legal measures
to prevent illegal immigration. The first group includes
measures taken by competent and responsible authorities to
prevent illegal immigration. Article 4 of the State Border
Guard Law includes the task of preventing illegal
immigration. The application of such legal means falls
within the competence of the said body. Another agency
under the Ministry of the Interior, the Office of Citizenship
and Migration Affairs, is responsible for examining
applications and making decisions regarding asylum
seekers. Thus, in the event of a refusal to grant refugee
status or alternative status, the person has the right to appeal
this decision to the Administrative Court. Another internal
affairs agency, the State Police, is responsible for
cooperating with other agencies, such as the municipal
police, in carrying out tasks to ensure public safety and
order.

The second group includes the application of measures
of the administrative process. And this is reflected in the
activities of another institution subordinate to the Ministry
of Internal Affairs, namely the Office for Citizenship and
Migration Affairs, whose competence includes reviewing
applications and making decisions for asylum seekers.
Thus, in the event of a refusal to grant refugee status or
alternative status, a person has the right to appeal this
decision to the Administrative Court in accordance with the
procedure established in the Administrative Proceedings.
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The third group includes administrative-legal and
procedural means applied in accordance with the Law on
Administrative Liability, the Immigration law when
establishing the fact of a person’s presence in the country
without valid documents (visa, residence permit) or a
person wanted for committing a criminal offence in Latvia
or another state and illegally staying in the country.

For example, the authors of this article reviewed
statistics on applications for refugee and alternative status
in an article published in 2016 [21].

The detained foreigner is placed either in the premises
of the State Border Guard for temporary detention, or in an
accommodation center, which may subsequently end with
administrative procedures for determining refugee or
alternative status. Several hundred such cases have been
considered in the Administrative Court. In turn, when
analyzing statistical indicators, in most cases - 95% of
cases, alternative status or refugee status is refused,
respectively, only 5% of the received applications for
granting refugee or alternative status are satisfied [22].

The fourth group could include criminal legal remedies
if a person residing illegally in the country commits a
criminal offense.

The fifth group includes means of criminological
prediction, which includes criminalization,
decriminalization, penalization and depenalization and
their measures. And finally, means of legal policy are
regulated by the legislator.

Considering that one of the risks at the state border is
illegal border crossing, it is necessary to consider statistical
data on such illegal activity over a longer period of time.
Illegal crossing of the state border entails criminal liability
under Article 284 of the Criminal Law. Table 1 shows the
changes in statistical data in the period from 2014 to 2024
[23]. See Table 1.

Criminal proceedings initiated in Latvia pursuant to Article 284 of the CL (unlawful

Y crossing of the State border) in the period from 2014 to 2024
‘ear

Article 284, - -
) g Article 284, Article 284,

Article 284 of CL ”“"’g'c";”’ Tof | paragraph 1 of CL |  paragraph 2 of CL

2014 2 12 - 20

2015 83 26 - 58

2016 101 27 - 74

2017 5] 2% 0 38

2018 46 15 3 28

2019 31 17 0 14

2020 8 no date 4 2

2021 46 9 0 35

2022 5] 27 1 34

2023 142 & 0 79

2024 40 28 0 12

Table 1. Criminal proceedings initiated in Latvia pursuant to Article
284 of the CL (unlawful crossing of the State border) in the period from
2014 to 2024 [23].

From the contents of Table 1, it can be seen that over the
past eleven years, an average of 57 criminal proceedings
were opened and initiated annually for illegal crossing of
the state border.

Most of these cases were initiated under the first part of
Article 284 of the Criminal Law without qualifying
elements. In turn, it should be mentioned that by
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30.12.2023 the Article 284 of the Criminal Law was
supplemented with the new prim paragraph, providing for
liability for intentional illegal crossing of the state
security, if the border violator has been banned from
leaving the country in order to prevent a threat to national
security (Article 284 of the Criminal Law), [17]. The
highest number of crimes committed for illegal border
crossing was registered in 2023 (142 cases). In turn, the
lowest number of such crimes was registered in 2020 (8
cases) [23].

Note: Article 284, Paragraph 1.! of the Criminal Law has
been included in the Criminal Law from 23 May 2017
[24].

When compiling statistics on identified cases of
ensuring the possibility to illegally reside in the country
(Article 285 of the Criminal Law) [23], it should be
concluded that the largest number of such cases were
identified in 2023 — 85 cases [23], while in 2020, such cases
were not identified.

In turn, the number of cases of ensuring in bad faith to
a person the possibility to acquire the legal right to reside
in Latvia or another Member State of the EU has averaged
15.5 cases annually over the last eleven years (from 2014
to 2024). In 2021, the highest number of such cases was
recorded—58 [23]. In contrast, no cases of ensuring in bad
faith were detected in 2014 and 2020.

IV. CONCLUSION

1. The authors believe that the search for such new
solutions should be the focus not only for the development
of measures by the relevant competent authorities
(primarily the responsible authorities of the State Border
Guard of the Republic of Latvia or other EU Member
States) in implementing their cooperation but also be in the
centre of attention and monitoring of scientists and
researchers. Cooperation could be improved both in the
legal framework — in both the short-term and long-term
perspective— and in the enhancement of technical and
digital tools and means.

2. The range of measures to prevent illegal migration at the
external border of Latvia is diverse and must be improved
along with the development of new digital and technical
means, as well as legal means in general.

3. Smart state border measures to help improve prevention
of illegal migration are information technology tools,
including the Visa Information System (VIS), the
Entry/Exit System (EES), as well as European Travel
Information and Authorization System (ETIAS).
Digitization of personal data and new technical solutions
for obtaining biometric data are important from the point
of view of human rights, since the use of such tools must
be balanced with human rights principles and current EU
legal norms. Legal means of combating illegal migration,
on the other hand, can be divided into four groups of
measures. Those include depending on the sub-branch of
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law, administrative and criminal legal means and solutions
can be distinguished.

4. However, there is a problem of uniformity of practice in
the application of anti-illegal migration rights. Besides
that, the legal tools and knowledge available to the State
Border Guard and other law enforcement authorities in the
application of this instrument (law enforcement)
correspond to the level of development and requirements
of the regulatory framework and modern social relations
in general. The effectiveness of technical means can be
significantly and negatively affected by deficiencies in
personnel training or even by its absence.

5. Legal measures for effective control of illegal migration
can be divided into several (5) groups: 1) authorities
(within the limits of their competence established by law);
2) means of administrative process (examination of
refugee or alternative status applications, administrative
procedures); 3) Administrative-legal and procedural
means (application of administrative liability); 4)
criminal-legal and procedural means (application of
criminal liability); 5) means of criminological prediction
of iilegal migration (includes law policy measures —
criminalization, dekriminalization, penalization,
depanalization and wich the related measures); and finally
6) means of legal policy are regulated by the legislator.
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Abstract — The present article tries to trace the impact
of some processes related to the COVID-19 pandemic on
some areas of public life and in particular on national
security. The analysis focuses on two main points, namely
the infodemic and cybersecurity, as during COVID-19 they
stood out as problems that will continue over time. The
COVID-19 pandemic has been a challenge that requires the
international community, governments and political elites to
address multiple dimensions that go beyond just the effects
on population health and also have an impact on security
aspects. The starting point of the analysis is, of course, the
social determinants of the right to health, which promote
public health as an element of security and at the same time
as one of the goals of sustainable development. In fact, it is
precisely some of the determinants of the right to health
that are subject to the infodemic, false or misleading
information deliberately created to harm a person, social
group, organization or country. Furthermore, the
weaknesses the pandemic has so far highlighted point to an
urgent need for a stronger international framework that
would counteract the spread of misinformation and
increasing complexity of cyberattacks. That calls for an all-
rounded strategy that includes increased international
cooperation, public awareness, and the application of
cutting-edge  technical  solutions. An  appropriate
methodology has been used in view of the delicate matter of
health, which becomes even more vulnerable when
subjected to infodemic or cybercrime. The main conclusion
of the authors is that, in addition to improving international
legislation with a view to preparing for and preventing
future pandemics, more attention should also be paid to the
phenomena that accompany them, such as the infodemic
and cybercrime. This is of utmost importance, as they could
be expected to develop on a much larger scale in possible
future pandemics. The international community and

national elites should discuss and take measures to deal with
these phenomena.

Keywords — COVID-19, cybersecurity, infodemic, post-
pandemic world.

[. INTRODUCTION

Today, humanity has breathed a sigh of relief that the
COVID-19 pandemic is already over. Public health has
regained its position and the international community has
refocused its efforts on achieving Goal 3 of the
Sustainable Development Goals, ensuring a healthy
lifestyle and promoting well-being for all during the
whole life. However, this does not mean that some
aspects related to it, such as infodemic and cybersecurity,
should not be carefully analyzed, moreover, they will
continue to have an impact on the life of modern society.
It is important to follow and outline some trends, as well
as the necessity that definite measures should be taken by
the international community, by the countries and
national elites in order to overcome the negative
consequences. This is of utmost importance, as they
could be expected to become of greater importance in
possible future pandemics.

II. MATERIALS AND METHODS

The present article aims critically to analyze the
COVID-19 pandemic health issues in terms of fake news
and disinformation as well as cybersecurity.

The issue has been explored in recent years but still
needs further attention and research. Due to the sensitive
nature of the issue, a complex methodology has been
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used, combining several approaches and including
analytical, teleological, historical and comparative
methods.

To achieve the goals of the research, the article also
uses some statistical data collected from the official
websites of European and national institutions, the
observation and analysis of which allows the authors to
reach scientifically based conclusions regarding the level
of infodemic and cybersecurity.

III. RESULTS AND DISCUSSION

A.  COVID-19 and social determinants of the right
to health

The UN’s Sustainable Development Goals were
adopted on September 25, 2015, by the 193 countries in
the UN General Assembly as a continuation of the
Millennium Goals. Just as they call for a focus on the
linkages between development policy sectors, the
pandemic has revealed complex global interdependencies
that reinforce the lines of ethnic, economic, and gender
inequality in society.

Goal No. 3, a part of the agenda ‘Transforming our
world’, has been defined as ensuring a healthy lifestyle
and promoting well-being for all during their whole life.
Its achievement is directly related to the improvement of
the so-called social determinants of the right to health and
health care which are mostly understood as structural
factors and everyday living conditions that significantly
determine existing health inequities within and between
countries.

One of the most important determinants of the right to
health is undoubtedly nutrition and a healthy lifestyle.
The right to health includes not only the provision of a
sufficient quantity of safe food, but it also raises the
question about the ‘double standard’ regarding the quality
and ingredients of food in some EU Member states,
particularly V-4 countries and Bulgaria and Romania as
well [1]. In recent years, global prices of basic food
products have increased sharply, causing serious concern
among the governments of some countries, as well as
among non-governmental organizations. According to
forecasts of the United Nations Population Fund
(UNFRA), by the middle of the 21st century, the
population of the planet is expected to reach 9 billion
people and lead to a shortage of agricultural land, water,
energy resources, food, which in turn would expectedly
increase the prices of the main food products from the
consumer basket [2]. However, these data and facts
regarding the livelihood of the population as one of the
most important social determinants of the right to health,
have become the basis of a number of fake news related
to the pandemic of COVID-19.

B.  Infodemic

As Reddy and Gupta rightly point out, in the era of
the COVID-19 pandemic there is an abundance of
information, leading to the so-called infodemic, and such
a situation requires an adequate response and providing
people with accurate and verified information [3]. This is

the first pandemic to take place in a time of social media
boom, which basically means everyone knows about the
coronavirus, everyone is talking about it, and everyone
feels able to give some advice about it. The fear
associated with the pandemic is unprecedented, so the
infodemic may cause more harm than good for public
awareness [4], [5]. Some authors even use the term
‘netizens’ in articles devoted to the pandemic to
emphasize the importance of social networks in relation
to individuals, equating it to citizenship [6].

It is hardly a coincidence that conspiracy theories of
the Malthusian type and a significant portion of the
pieces of fake news have emerged on the occasion of the
COVID-19 pandemic. The world in the 21% century has
noticed a revival of extreme views that wars, epidemics,
and diseases keep population growth under control and
should be evaluated positively. In the new context of
COVID-19, some even portray the Bill and Melinda
Gates Foundation as part of a global conspiracy. Bulgaria
has not been isolated from the spread of fake news either,
and unfortunately, the population has been susceptible to
such information. According to a survey conducted in
November 2020 approximately 40% of Bulgarians agreed
that the coronavirus was a biological weapon created to
reduce the population of the Earth and this is relatively a
high percentage [7]. Certain internet sites distribute
controversial statements by the member of the Chamber
of Deputies of Italy, Sara Cunial, who proposes that the
International Criminal Court indicted Bill Gates. The
Italian newspaper La Repubblica quoted Cunial’s May 14,
2020 speech. In her comment on the prime minister,
Giuseppe Conte she appeals: “The next time
philanthropist Bill Gates calls you, refer him straight to
the International Criminal Court for crimes against
humanity” [8].

It should be also emphasized that since the outbreak
of the COVID-19 pandemic, social media has played an
essential role in the genesis of anti-China sentiments
around the world. A restaurant chain Kwong Wing
Catering in a Facebook message dated January 28, 2020,
informed that it will not serve Mandarin-speaking
customers as part of anti-epidemic measures [9]. A few
days earlier, misinformation that Chinese travelers from
Wuhan with fever had slipped through the quarantine at
Kansai International Airport was spread on various social
media channels in Japan [10]. Conspiracy theories,
derogatory attitudes towards eating habits, prejudice
against Chinese socio-cultural norms, and calls for the
isolation of the entire nation posted on social media are in
many cases openly discriminatory and racist in nature.
Prolonged stigmatization, stress and multiple mental
problems are among the severe consequences of the
irresponsible behavior of some media and netizens [6]. In
this sense, health service providers, together with mass
media, should take responsibility for providing the right
information and for creating effective communication
with citizens in order to limit the ‘infodemic’.

The ‘infodemic’ proves to be a constantly evolving
phenomenon that has led to the appearance of various
categories of disinformation. Each of them has a unique
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approach and purpose. In this regard [11] points out a
systemic classification of fake information which
distinguishes three main types. The first one is the so
called ‘misinformation’ which is fake information that is
spread  without malicious intent. The classic
‘disinformation’ is fake information which spreads with
the purpose of damage infliction. The third type of
disinformation, called ‘malinformation’, is actually a true
information which is not meant for public access, but has
been openly spread by malicious actors who seek to do
harm.

The automation of disinformation generation through
the usage of Al in the last few years resulted in a flood of
incorrect online content without verifiable sources.
Common approach of the malicious actors is mixing and
presenting the disinformation in such a way that makes it
appear factual. The utilization of satire and parody makes
fake information appear harmless but could possibly lead
to establishing of fake correlation between unrelated
circumstances or people. Misleading content, imposing of
imaginary context, fabricated statements and manipulated
content are merely a few subcategories in the three
classes of disinformation.

In the first days of the COVID-19 outbreak in China,
a ‘media panic’ has been characterized by a flood of fake
news and misinformation that has metastasized faster
than the coronavirus itself. Not by chance, WHO
Director-General Tedros Ghebreyesus on February 15,
2020, during the Munich Security Conference stated that
the organization is fighting not only the epidemic, but
also the infodemic, which instils fear and panic through
uncontrolled rumors and sensational news [12]. The
discrepancy with real facts and data was mainly due to
online content gleaned from unreliable and dubious but
easily accessible social media. Immediately after the
outbreak of COVID-19, many bloggers, groups or users
on YouTube, WhatsApp, Facebook, Instagram and
Twitter began to profit from the popularity of the
coronavirus by provoking impulsive and unpredictable
actions [13]. Unfortunately, the development of social
media is destroying some boundaries that prevent the
spread of fake news in democratic countries [14], [15].
As sensational and gruesome content gets the most
attention on social media, several users are using
COVID-19 to gain cheap popularity or purposefully sow
confusion and panic. They provoke mental states such as
anxiety, phobia, panic, depression, mania, irritability,
delusion about the existence of COVID-19 symptoms and
other paranoid ideas. Consumers of health services are
too confused and worried not only because of the
information about COVID-19 itself, but also because of
the behavior of the media actors.

C. Cybercrime

Another challenge to the right to health in the context
of the COVID-19 pandemic was cybercrime. As the fears
of the coronavirus infection rapidly occupy the minds of
the global population, cybercriminals are looking to use
every opportunity to extract all kinds of benefits from
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their victims on the occasion of services and products
related to COVID-19. Cybercriminals, for example, could
seek information about treatments, tests or vaccines
related to the coronavirus to sell on the black market,
encrypt sensitive data and hold it for ransom, or simply
disrupt the interoperability of the institution [16]. Interpol
Secretary Jirgen Stock stated that hospitals and medical
organizations around the world are constantly working to
preserve the well-being of individuals affected by the
coronavirus who have become targets for ruthless
cybercriminals trying to make a profit at the expense of
sick patients [17].

The biggest and most disturbing incident to date
happened on March 13, 2020, at the University Hospital
in Brno (Czech Republic), which suffered an extremely
serious cyber attack in the midst of the coronavirus
infection epidemic, which led to the suspension of
planned operations [18]. As a result of the cyber attack,
the hospital was unable to transfer information from key
clinical systems to its database and was forced to shut
down its IT systems and transfer emergency patients to
another medical facility in the city. It should be borne in
mind that the hospital was the second largest national site
of strategic importance in the field of healthcare and at
the time of the attack it was among the most important
testing centers for COVID-19 in the Czech Republic.
“The public address system at the hospital began
repeating the message that all staff should immediately
shut down all computers due to a cyber attack”, reported
a cyber security expert who was waiting at the hospital
for surgery at the same time [19]. The cyber attack did
not affect work related to coronavirus testing, but it did
cause disruption to the hospital’s extremely stressful and
busy schedule.

Although the exact origin of the attack was unknown,
signs point to the possibility that the hospital’s IT
infrastructure was encrypted by ransomware. The
accident was confirmed by the Czech National Cyber and
Information Security Agency (NUKIB), which had been
cooperating throughout with law enforcement and
hospital staff to succeed in returning the facility to full
operational readiness [16].

After the incident in the Czech Republic, experts
warn that the spread of the coronavirus infection provides
fertile ground for cybercrimes of all kinds. The cyber
attack against the hospital in Brno is causing serious
concern among specialists, primarily due to the fact that
so far online crime related to COVID-19 has been
primarily limited to phishing attacks (targeted emails
using catchy headlines and attachments to inject
malicious software) and disinformation campaigns. After
the case of the hospital in Brno, experts warn that the
spread of the coronavirus infection provides fertile
ground for cybercrimes of all kinds. According to
experts, to date, there has never been a cyber attack on a
healthcare or medical facility that has directly resulted in
loss of life, but it is only a matter of time before it
happens [16].
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The consequences of the pandemic can only be
compared to those caused by the two world wars in the
twentieth century. It is assumed that for a better
assessment of the situation, it should be analyzed from
different points of view. First of all, the health
consequences should undoubtedly be taken into account,
while in second place are the economic losses. In
addition, the sheer scale of the crisis and the impact it is
having is naturally causing a lot of fear, uncertainty and
anxiety around the world. As some researchers point out,
crises usually evoke apathy, conformity, or
overenthusiasm associated with some savior [20], [21]. In
the case of COVID-19, there are serious psycho-social
consequences caused not only by the disease itself, but
also by social isolation, disrupted work and family habits,
and economic instability. In a survey made in 2020 by the
Kaiser Family Foundation, 45% of adults in the United
States believe that anxiety and stress related to the
coronavirus have had a negative impact on their mental
health [22].

D.  Post-pandemic situation

Hopes that perhaps with the end of the COVID-19
pandemic and the return to normal life and the normal
functioning of state bodies and institutions, cybercrimes
in health systems will decrease, unfortunately, did not
come true. With technological advances and the
deteriorating geopolitical situation, nowadays we are
witnessing even an increase in cybercrime. This is a fact
even in well-developed democratic countries. As the
National Advisor for Cyber security and Risk of
American Hospital Association John Riggi stated in 2024
386 health care cyber-attacks were reported [23].
Compared to the previous several years this was the
worst year ever for breaches in health care [24]. A careful
analysis shows that nowadays ransomware attacks are not
just data theft or financial crimes, they become
real threat-to-life crimes. A significant part of them
threaten the safety of patients in the hospital as they are
designed to stop the life support systems, causing
maximum delay of medical services or disruption to
patient care. Hospitals strongly depend on a third party to
deliver critical, life-saving functions and clinical care. In
2023 in the United States due to an attack on third party
for health care, a 287% increase in cyber attacks has been
reported compared to 2022 [25]. And it should be noted
that third-party data breaches pounded health care more
than any other sector [26]. And this becomes not an
isolated situation in one country but a global concern as
the World Health Organization has alarmed that the
increased ransomware attacks are putting the world’s
healthcare infrastructure at critical risk, endangering
patient safety and destabilizing healthcare systems [27],
[28].

The WHO Director-General Tedros emphasised the
severe impact of cyberattacks on hospitals and healthcare
services, calling for urgent and collective global action to
address this growing crisis. “Ransomware and other
cyberattacks on hospitals and other health facilities are not
just issues of security and confidentiality, they can be
issues of life and death,” he said. And added that just as

viruses do not respect borders, nor do cyberattacks and
therefore international cooperation is essential [28].

IV. CONCLUSIONS

The COVID-19 pandemic has prompted the
international community to take measures and prepare a
draft convention on pandemic prevention, preparedness
and response in case of possible future pandemics [29],
[30]. This is undoubtedly a step forward in the
development of international legislation. However, it
seems that it is necessary to take timely measures to
effectively counter the infodemic and cybersecurity
threats, which are likely to increase in future pandemics.
While improving international legislation with a view to
preparing for and preventing future pandemics, more
attention should also be paid to the phenomena that
accompany it, such as misinformation and cybercrime. It
is the responsibility of all actors — the international
community, states and national elites to discuss and to
take appropriate measures to deal with these
contemporary phenomena.
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Abstract — This article considers the design phase of the
systems approach to training as a logical link between the
results of the learning analysis and the development phase.
In this sense, the object of research is the systems approach
to training, and its subject is the design of training, in the
context of the military education system. The purpose of the
article is to provide: (1) an understanding of the content and
approach for implementing the training design phase as an
element of the systems approach to training; (2) analyzing
different approaches for implementing the training design
phase; and (3) observations on the features of the training
design phase. In the conclusion of the article, the authors
substantiate their view that training design, as a stage of the
implementation of the systems approach, requires the
identification of resources, goals, sequence and environment
of training to meet the requirements of the military education
system.

Keywords — education, military education system, systems
approach to training, training design.

I. INTRODUCTION

Military education system, as part of the education
system of the Republic of Bulgaria, is called to ensure the
preparation of personnel in regulated professions in the
field of security, such as: "Officer for tactical level of
management"”, "Officer for operational level of
management”" and "Defense and Armed Forces Strategic
Command Officer”. The structuring of the military
education system ensures lifelong learning in the context of
training officers for the needs of the Bulgarian Army and
the Armed Forces (AF) of the country. The functioning of
the military education system is closely related to a set of
responsible institutions, determined to manage the
capabilities and resources, to build the way and contribute
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to the achievement of the educational goal of the society
and the specific goals of the Bulgarian Army and the AF as
a whole.

At the entrance to the military education system are the
higher military schools, in particular the Vasil Levski
National Military University (NMU "V. Levski"), which
predetermines their responsibility in designing the training
of future officers. For decades, military education and
training in military academies was clearly influenced by the
Cold War paradigm. With our country's full membership in
NATO and the European Union (EU), the requirements for
military education and training have changed, and a
frequently asked question has been: What can be learned
from other armies about how to better prepare our future
officers for the full range of operations?

Approaches to training and organizing the armed forces
of other countries that are part of NATO and/or the EU
reflect the requirements placed on them by the respective
security environment. Every country faces strategic
circumstances that require its armed forces to prepare for a
combination of internal and external threats. In this context,
the role of the institutions (Ministry of Defense, military
academies, higher military schools, military colleges,
training centers, etc.) is to provide an appropriate problem-
solving framework to be used by military personnel (in
particular, officer-cadets, trained in higher military
schools) and units whe